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Rehabilitation games with active markers for children
with infantile cerebral palsy

Lee Wan Cheh Rubén Posada Génfedlises Juarez-GomézGuillermo C. Robles

Intituto Tecnologico de Orizaba, Mexico
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Abstract. This paper shows a combination of image processing texgahd
active markers in a medical application. Developing a humarpuater inte-
faceprototype, the proposed system uses a PlayStatlbfEgeCamera andca
tive marker to perform neuromuscular rehabilitation gamesgper limbs, as
tool to support rehabilitation therapies. As a aafsgtudy, we observed children
with infantile cerebral palsy playing the rehabilitation gampestotype during
six months, obtaining a quite positive result. Thisgraghows a new low cost,
attractive and effective tool, allowing multiple therapies efinomuscular e-
habilitation to satisfy different needs of patients.

Keywords: Rehabilitation cerebral palsy, computer games, image processing
active marker.

1 Introduction

Today, the interaction between humans and computers kscomre and more
common to support peopfe¥ctivities in a more natural way, giving more uses in
different areas. Such as education [1], work [2], homerf@dicine [4], among bt

ers The technology of human - computer integration or irtégn of robot and ao-
puter are used in rehabilitation of the medicine ared [B,6he way it can achieve
distinct type of rehabilitatianlt is more attractive to patients performing tedious and
repetitive exercises [7fhn the other hand; it is also more economic comparedeto th
traditional rehabilitation devices and allows patients tdtaor therapy at home. For
all these advantages, computer is an excellent tool to suppabilitation[8] Shows
that virtual reality technology offers an efficient wayttelp rehabilitation.

Currently there is a consensus, considering thebrarealsy (CP) as a group of
developmental disorders of movements and posture, caasiigty limitations,
which are attributed to a non-progressive attack on thelajgmg brain in the fetal
period and early years. From 1000 births, approximately 2 av& GF9].

According to the problem of children with cerebral palsgoad technique ofe-
habilitation therapies will be very important. This papesveh the development of a
human computer interface using image processing with &ttagn 3TM EyeCaer
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ra and a LED pen as an active marker. The system incthdetevelopmendf neu-
romuscular rehabilitation games for upper limbs, in ordeetp bhildren with infa-
tile cerebral palsy on his therapy. And finally, this pagieyws the result of case stu-
dies with children with infantile cerebral palsy.

2 Neuromuscular disease

Neuromuscular diseases are characterized by muscle wsaluésh could result in
difficulty of limbs movements and a decrease of the tfunal ability [10]. But it
also, depending on the distribution of the weaknégtculty in swallowing, chev-
ing, speaking or breathing. Also secondary complicationg ocgur; for example:
contractures and scoliosis, which may just them, incegiadhe patient.

A relevant muscular and functional evaluation is nemgsto document the natural
history of the patient and then determine the outcontkeotherapy.

The main treatment of neuromuscular diseases camfraatzed in:

1. Maintenance or improvement of muscle strength.
2. Prevention of contractures or deformities.

3. Maintenance or improvement of function.

4. Stimulation or prolongation of ambulation. [10]

3 Human-Computer Interface with games of rehabilitation
neuromuscular

3.1 Installing the device

To achieve the natural manipulation of the human-compniterface that we present
requires a large computer screen or a TV or a projectamected to the computer,
webcam that detects all area of the screen and are aotirker to manipulate the
screen. In this case we use PlayStation 3TM EyeCanseeaveebcam, because it
presents a fast response time of the image than a normal web canmeréha dete-
tion of image is more stable. We also use a projectdraacolor LED pen (red LED,
green LED or blue LED) as active marker to manipulate ttegfate, such as shown
in Figure 1.

Research in Computing Science (81) 20144
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Fig. 1.Installing the device

3.2 Marker

The marker can be a device of control or an objectrtiaatipulates the software with
another device capturing signals of marker and transmithiagignal to the compu
er. Currently there are different types of control desj generally we can divide
them into 2 types: active markers (which send signald¢odevice) and passive
markers (which do not emit the signal, and wait until theaefinds them).

In this project we develaa some active markers, and we compared their radva
tage and disadvantage. We design glove with infrared, 1ok and loop fastener
ring with aninfrared LED, pen with color LED and hook and loop fastebracelet
with color LED. Here we sehook and loop fastener to adjust the size of the wrist an
finger of the user. See Figure 2

Fig. 2. Active markers

When comparing the detection result of infrared LED kaarand the LED color
marker, it showed that to detem infrared marker, a filter is needed to remove the

5 Research in Computing Science (81) 2014
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ambient lights, but it is not very effective. When thevimnment is a little lighter
there may be too much intervention, if the infraredtligHar, it wouldn't be detected.
On the other hand, for the LED color marker, though weauSiiter to remove most
of the lights and colors, as this is search by specifid kBlor you can find lessi
tervention LW G R HV Qfiutho@ ahhidi® @ht like infrared. Also, in the future
we 1 O @bl Itb involve multi user games at the same tignbeving different LED
colors.

Infrared LED and color LED are unidirectional, lightfécused on the top, if the
top of LED is turned in another direction, the lightttisaseen on the camera will be
decreased a lpit even disappears. This problem causes detection faukolive this
problem we pairgtd black color on the top, put LED inside a small sphereafgand
filled with hot melt, so that LED’s light will be in allféerent directions.

3.3 Image processing to detect active marker

First, it captures the image from the camera, theet the data from each pixel of
the image in RGB format, and compares the data of pizehwith data in RGB of
color LED light. When the color LED light is found image, it returns his position X,
y. Environment interference is strong enough to make thgram get confused and it
detects incorrect point. To avoid this problem we put a filtethe lens of EyeCagn
ra. See Figure 3.

Fig. 3. Regularimage with point detection filter.

3.4 Computer games for rehabilitation of upper limbs

We developd two gamesof neuromuscular rehabilitation for upper limb; car game
rehabilitates continuo movement of upper limbs, and frog geebilitates mos-
ment of upper limb and movement of thumb.

Car game
This game works in following way: The car has to move irrde&l with the active
marker. If marker is outside the roadnitll emit a sound that represents an error and
errors committed during the game will be recorded. lfuer puts the marker outside
F D U 1 WorOtRWHIIDemit another soundZKLFK PHDQV LWV QRW D YDOLG
When user reaches the final goal sound of applause,lime#én that the user has

Research in Computing Science (81) 20146
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finished this level, the game saves automatically: game levet, neme, date, and
time that user takes toLQLV K W KH 1DtB hhiflisecOndsradnddnumber of times
that user spent outside of the road. Thesgnt game has various roads recommended
by the doctor and divide levels by difficulty in order to helgrasto perform their
rehabilitation and exercising different arm movements.Figare 4.

Fig. 4. Cargame

In this program there is also a tool that allows the damtaherapist to design aep
cific path and size of the road for different patiertsoading to their needs.

The doctor or therapist can check on a chart, thetsestithe gamesf each p-
tient or all patients, or state a specific level of gaamel it is also possible to see on a
graph, an specific exercise that the patient performedglarperiod of time.

Frog game.

Frog game is for exercising upper limbs movements and akiging thumb
movements (press the button to turn on the light).

This game works in the following way: the frog has to eataies by pointing the
marker in each cake and press the button, turning ongtitetdi eat the cake, the frog
must avoid hitting the bombs, when it collides with a bptie game emits error
sound and it counts an error; when all cakes are eflitergame emits a clapping
sound meaning that user has finished the level of the .gaitieer user or therapist
can choose the difficulty of the game in the samel)ezating cakes in order or not,
with bombs or not, bombs with movements or not.

The doctor and therapist can also create their ownslenfethis game, selecting
number of bombs and cakes, marking their positiongcgedy the direction of the
routes of each bomb. This game also offers the sedrtie resulv R WKH SDWLHQW{V
performance, using a chart or graph. Such as showigume=5.

7 Research in Computing Science (81) 2014
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Fig. 5. Graph result

4  Study case

Our study case has been done during 1 month to 6 months witheahilded 6-10

years with cerebral palsyable 1 shows the observation and progress of these child-

ren. We have also tried during a period of time with childrem 1 and half to 4

years with cerebral palsy, but this game is difficutttfiem, they get distracted very

easily, most of them cannot play this game alone, they tinggr parenfV KHOS 6R ZH
MXVW G thése fadesX VH

During the test time with children from 6 to 10 years, theadenvery positive
progress. One of them can do the exercises alone, any #twe he makes better
exercises, points more exactly the road with the maaker finishes with less time
and less errors. In the beginnidgH F R X O G Q TaMewdld, ffeKa ikdriddk of the
apy he could reach higher level, now he can finish high levels within a shorteim
and having few or cero mistakes. Table 2 shows the progresmaoamthe average
results of beginning and after 4 month.

Research in Computing Science (81) 20148
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Table 1.Patient's data

P1 P2 P3 P4 P5
Age 10years 9years 8 years 6 years 7 years
Exercised Left Right Left Right Right
hand
Time of 6 month 15 2 month 1 month 2 month
exercise month
Time of 30 mi- 30 mi- 30 mi- 30 mi- 30 mi-
each thema- nutes nutes nutes nutes nutes
py
Position standng sitting sitting standhg standhg
of
Hand Right Right Left Right Right
common
use
Descrip- Only Cannot Cannot Cannot Cannot
tion at arrive level hold pen doexercise | doexercise | doexercise
beginning 4 well and alone alone alone
stage FDQIW
with
strength
Arrive to Can cut Can &- Can &- Can &-
pro- all levels | and paste or ercise until | ercise until | ercise until
gressing with good a straight level 3 level 5 level 4
results, can| line, paint
do fine with more
work like strength and
opening the| inside of
door with frame
key, catch a
ball

The case of frog game has also had good progress, childsRdalticipated for 3
months and a half. In the beginning FR XOG QYW S UH V Ns WU oEtkeWW R Q ZLWK
left hand, which is the hande{V E H H Qth&tReraDiés withHe couldnf even
holding the marker well, he needed right hand support, afteorghs the child can
hold marker with left hand very well and press the buttoh i thumb.
For children with cerebral palsy, the present projenbisonly an exercise therapy
to upper limbs but it is also an exercise to identify colobgeats and through the
different sounds they can identify its meaning. In dngls therapy several goals are
achieved; both rehabilitation of upper limb, also coloogaition and identification
of objects and sounds. This way children find interesting tahd@ rehabilitation

therapy.

9 Research in Computing Science (81) 2014
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Table 2. Comparing average result of chitd

Level In the beginning 4 month later
Time (s) error Time (s) error
1 26.516 3.33 19.100 0.33
1A 16.171 4.33 13.235 2
2 9.047 1 11.67 0.66
3A 53.500 13.33 28.846 1
4 24.166 3 12.046 0.33
4A 21.400 4 15.520 0.66
5A 99.635 61.5 38.604 3
5B 46.133 2.25 12.197 0
6 A 47.154 7.75 32.045 1.667
6B 69.639 19 20.460 3
6C 93.631 5 31.368 3.66

5 Conclusion

The present paper shows the use of image processing irh#iglitation area, offe
ing neuromuscular rehabilitation games to help patients, hodisg through the
case study very positive results and progress of childrenpatiipated in this case
study. This gives us more confidence that the rehabilitggones are very good tools
to help in rehabilitation therapies and that they are mby ér the therapies of
movement but also offer another extra advantagks best thing of this project is
that it canbe used for different king of rehabilitationgifferent therapies, to satisf
ing needs of different patients, only by changing the game.

The next step of this project is to continue creatirftprdint types of games for
different therapies in order to offer a software toattaming various games foi-d
verse needs of patient.
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Abstract.  In this work, we present a robust data association method
for solving the SPLAM (Simultaneous Planning Localization a nd Ma-
pping) problem in complex environments. The use of B-Splines curves
as representation tool is one of the most important contribution s. The
problem of data association for SPLAM was initially addressed by com-
paring the control points forming the curves that represent the obse rved
obstacles at a given moment, to the obstacles stored in the map co-
rrelating those who are close enough. Then, the curvature of the related
B-spline is obtained to extract characteristic points (in ect ion points and
corners) contained in the curves. Finally, the matching informat ion was
used to correct the position of the robot and the detected obstacles. We
carried out numerous experiments by using real and simulated inform a-
tion in order to validate the processes and algorithms proposed in our
approach. Our method achieves a great precision in the map constuc-
tion of complex environments, which is nearly impossible with techniques
that currently exist.

1 Introduction

One of the fundamental challenges in robotics is to obtain robust and e cient
mechanisms to model increasingly complex environments by using ofile robots
or other kinds of robots. Many approaches have dealt with this problem wihout
great success, since most of these methods try to extract geometriedtures and
represent their positions on the map [1], or to discretize the spacento cells [2]
and then classify each as occupied or empty. These approaches are all ified to
well-structured environments of limited size.

From these limitations, new methods have emerged in the literatue that try
to deal with this problem. One recent work uses B-Spline curves aa represen-
tation form for describing complex geometries with obstacles [3]. Howear, this
new form of representation itself presents a new challenge in ideifiying similar
environmental characteristics from successive scans and moments) grrors in
the robot odometry can be corrected as the map of the environment is buil The
approach presented by Pedraza et al., solves the problem of the repe#ation

©L. Berthet, J. C. Chimal, E. A. Santos, E. Castillo
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of complex geometries with obstacles by using a simple method of data saci-
ation. This method involves projecting rays from a laser sensor fronobserved
objects in the estimated odometry position to the located obstacles @ntained
in the map, regardless of whether these points are really consistenthile this

is represents a real advance in the eld, the method may lead to ingnsistencies
in the created map.

In this way, data association is undoubtedly the most critical aspectof the
algorithm for map construction and it is considered by some authors to be tle
most di cult problem in this eld of robotics. Therefore, the correc t association
between the sensed characteristics during an observation and the gerated map
features are essential for a consistent map construction, since any & associa-
tion could invalidate the whole process.

The process of data association has received great attention in the robats
literature in recent years [4], [5] and many solutions have been proposge How-
ever, most of these approaches are limited to simple features such asds and
points (preventing their use in complex environments), simplegeometries, or
simple curves where the association algorithms are very rudimentaryAlthough
these techniques are appropriate and allow a full SPLAM in some cases, i
still necessary to develop and implement new strategies that may bapplicable
to more general cases without speci ¢ geometries.

In this paper, we present a new data association method for map constation
of complex environments based on B-Spline curves, which are used tepresent
the obstacles in the map. Thus, our approach proposes an improvement on cu
rent methods of data association by fully exploiting the information contained
in the parametric description of arbitrary geometries. With the creation and
validation of an advanced map modeling method such as B-Spline curveshe
properties of this representation (curves, length of curves, in €tion points) are
used to obtain a robust data association method applicable to most, if notall,
mapping situations.

2 Data association based on B-Splines

2.1 Data management

When the robot gets a new set of measures of its environment through its gr-
ception system, the surrounding world is just a set of pointsp;, 2 <2 linked to
each other only by the logic provided by the scanning sensor (Figure 1)With
these raw data, the rst objective is to clearly identify the object associated with
the measurements grouped into subsets to nally get the B-spline arves that
represent the portions of the detected objects as closely as possible

The segmentation of the raw data was performed with the adaptive cluste
method proposed by Dietmayer [6] with the goal of obtaining measuremerst sub-
groups belonging to di erent objects. Once the subsets or clustersere obtained,
the measurements corresponding to each detected object were apgimated us-

Research in Computing Science (81) 201414
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Fig. 1. Measurement points in spacep; 2 < ? relative to an origin (the scanning robot)
obtained with a laser scanning process.

ing unclamped B-spline curves of degree 3 as shown in the next equai:

X
Dy = C(tk) = Nip (t)Xi for0 k m: Q)
i=0

WhereP Np(u)X is the Cox-de-Boor recursion formula to obtain a B-Spline
curve, and the parameterty represents a point on the curve [7].

Although the representation based on B-Splines signi cantly reducedthe
noise caused by the measurement errors of the system; a smoothing dfet curve
was performed using a Gaussian Iter to ensure that the process didot nd false
characteristic points. Then, an evolved versionD of the curve D was processed:

D =fx(u; );y(u; )g )

where
x(u; )= x(u) g(u; ); y(us )= y(u)  gu; ) ®3)

Here, represents the convolution operator andg(u; ) denotes a Gaussian
Iter of amplitude , chosen conveniently and used only to remove the noise.
While the valuable information about the curve was preserved, this skection
process made the value to be very low. Since our proposed method noaitty
works with open curves, a certain number of proportional points to the duble
of the full width at half-maximal (FWHM) of a Gaussian, were symmetrical ly
o0 set on both ends of the curve when smoothing.

Finally, in order for the association process to e ectively execue, it was
necessary to ensure the invariance in the resolution of the curveoseach discrete
B-Spline curve was therefore stored taking equidistant points wih a distance"
between each point:

X X
dist(  Np(u)X; Np(u+1)X) =" (4)

Thus, a parametric vector containing the B-Spline was obtained. In addtion
to the described process, a restriction on the length of the curvavas applied;
this due to the fact that too-small objects do not provide su cient i nformation
and therefore it is not interesting to include them on the map. Also, athough
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our method is currently designed for use in static environments, lis restriction
allows ltering dynamic elements (people for example) that are not ment to
be included in the map. Once the B-Splines were obtained and chosespeci c
features contained in the curves were identi ed that were of great inportance
in the localization process. Essentially, two types of features we sought in the
curves: in ection points and corners.

The corner type is very common feature representing a sharp point on aurve
that is generally di erentiable. On the other hand, the concept of in ection points
in a very general way refers to the point on the curve where this pags from
concave to convex or viceversa.

The process for obtaining both characteristics in the curve is base@n the
curvature scale space (CSS) [8] which is used to retrieve invariangjeometric
characteristics.

2.2 Search of characteristics in B-Splines curves

The search for particular characteristics in the curves that de ne obects is
completely based on the curvature of the B-Spline, which is de nedas the local
measure that indicates how much a curve has moved away from a straighine.
More formally, the curvature of a point X, =[xy;Yyy] on the B-Spline is de ned
as the amount equal to the inverse of the radius of the osculating circlat the
point (the circle that touches tangentially to the curve in the X, point), which
means that the smaller is the radius of this circle largest is the curvature at
this point (1= ). The formula for processing the curvature can be expressed as:

x(u; Jy(u; ) x(u; )y(u; )

k(u; )= 5

N (T AV (R ©

Where, in accordance with the convolution properties, the derivatives of each

element could be easily calculated since the exact forms of the rst ath second
derivatives of the used Gaussian kernelg(u; ) and g(u; ) are known. Thus,

x(u; )= @@LSX(U) g(u; )= x(u) gu; ) (6)
x(u; )= @?L(X(“) g(u; )= x(u) e&(u; ) (7)
y(u; ) =y() a(u; ) (8)
y(u; )=y() ¢gu; ) )

Considering the above, the list of curvatures of the B-Spline is otained by
using the equation 5, i.e., the obtaining of the in ection points in the curve is
carried out simply just searching for a change in the sign between twaonsecutive
curvatures. Moreover, the searching of corners is based on the work of H al.,
presented in [9]. Here, the detector is based on local and global propees of the
curvature (Figure 2).

Since our proposed method uses open curves in most cases, we congder
only corners delimited on both sides by in ection points as a safety anctertainty
method.
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Fig. 2. Curvature zero crossings (in ections) and corners detection shown with some
example curves to validate the detection and classi cation p rocesses.

2.3 Data association

In order to understand the proposed approach, this section presents ailus-
trative example, which will be described in each stage of developménFigure
3 shows an example that corresponds to the evolution of the robot exploratin
until the instant k + s, where three objectsBo.1, Bo.2 and Bo.3 are detected
(shown in red) in the sensor's range of vision (circumference in deed line).
This image highlights the odometric position as an a priori approximation ofthe
robot's true position, obtained from the robot's motion model since errois and
the sensory noise will lead the robot to a di erent real position and not to the
expected one. For this reason, the object8o.1, Bo.2 and Bo.3 appear displaced
and do not overlap exactly with the objects to which they belong.

Fig. 3. The robot at the odometric position o+ s with three obstacles detected within
its detection range.
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The B-Splines association will consider initially only the points of the con-
trol polygon that generated the curves. In this step, the distances b&veen the
points of the control polygons of the all objects (those contained in the Local
Safe Region (see [10] for more details about the exploration method) and those
observed in the positiong.+s) are obtained by associating the observed curves
with the reference curves using the following criteria.
i=1;:50,

min(dist (X isri iXo05))  Omin i T1 _ 100 (10)
] =155 g

Where Xo; and X sgi are the control points of the observed splines and
the splines in the current LSR respectively, dist (X sr;i ; Xo; ) represents the
Euclidean distance between two points, anch, and ng are the number of control
points of the splines in the map and of the observed splines, respeaetly. At the
end of this rst stage, the splines with a minimum number ,, of related control
points will be associated.

In Figure 4, the curves Bsr: 1;Bo:2) and (B sr: 2;Bo:3) have been associ-
ated, since they have 5 and 7 related points of their control polygon resgctively,
which are obtained with equation 10.

Fig. 4. Rough association computed with the control points of the curv es.

If the curves are related at this point, the next step is to perform a ne asso-
ciation; for which, corners and in ection points contained in the related curves
will be searched. If successful, the items found will be used fgpoerforming an
accurate association between each pair of curveB(sr; ;Bo; ). The informa-
tion about the type of characteristic and the curvature at that point will be used
to avoid errors in this association step (Figure 5). If in some related arves no
associated elements were found (lines or curves too smooth, for exaia), the
ne association process will be executed to nding the closest paits to the ends
of the related curves as the authors proposed in [3].

Once all the elements are related, a search of the initial and nal poins of
the related curves is performed. Taking the in ection points or the more extreme
corners as starting points contained in both related curves, one can ussome
continuous points on the parametric curve to its end. The number of cosidered
points is the maximum number of elements that can be taken in the cure
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Fig. 5. Association of the in ection points between the curves and th e corners of the
local safe region and the observed curves. Green circles represent iection points while
diamonds represent corners.

segment of the smaller length of the two related points from the most exteme
characteristic point toward the ends of the curve. This can be seenni detail in

the related curves B sr: 2; Bo:3) in Figure 6. Here, one can note that the initial
point, represented by the blue circle, was taken by choosing sixlements of the
parametric curve (they are showed in blue dashed line) from the inection point,
represented by the green circle, to the end of the curve. The lagth of the curve
segmentB .3 from the beginning of the curve to the in ection point, it is larger

than the curve segmentB sr. » from the beginning of the curve to the in ection
point and therefore the elements of the curve segment with shorterdngth will
surely be contained in the another curve segment of greater length.

Fig. 6. Example of how the initial and the end point of the related curve segments are
found.

The same process is performed at the end of the curve, where 15 points
of the parametric curve were taken from the corner, represented wit green
diamond. The curve segment of smaller length from the corner at the end ahe
curve belonging toBsgr. 2contains only 15 points. Finally, when the association

19 Research in Computing Science (81) 2014



A. Toriz P., A. Sanchez L., R. Gonzalez V., B. Bernabe L.

process ended, the related curves will have an appearance similay those shown
in Figure 7.

Fig. 7. The curve segments related to the described process of data assaation. Blue
circles represent the ends of related curves, while green circles ad green diamonds
represent in ection points and the corners of the curve respective ly.

3 Experimental results

Although the data association is a general problem that is applicable to any
SPLAM algorithm, in this section we decided to implement our proposal by
using the Extended Kalman Filter for SPLAM. This was done in order to make
a comparison of our proposal with the proposal submitted by Pedraza et al. [3]
since this is one of the few works that has grappled with the problem of coplex
environment representation using the same description of obstaclessed in this
work, though with a di erent approach to data association for our work. We have
conducted numerous experiments with both real and simulated data inorder
to verify and validate the approach proposed in this work. The data obtainel
with simulation experiments have allowed the veri cation of the accuracy and
consistency properties of the algorithm by comparisons with other exisng and
validated algorithms. Additionally, experiments with di erent data from real
environments were used to verify the applicability and e ectiveness of these
techniques.

A simulated robot and the real Pioneer P3DX robot equipped with front and
rear bumper arrays, a ring of eight forward ultrasonic transducer sengrs (range-
nding sonar) and a Hokuyo URG-04Lx laser range nder (with a detection range
from 0.02 to 4 meters with a standard deviation ( | ) of 1%, an angular resolution
of 0.36 degrees and a scan angle of 240 degrees) were used in the experiments
The ultrasonic transducer sensors were used to obtain environmentéhformation
in the 120 degree range, since the laser range nder cannot see at this anglehe
LIRMM laboratory environment was used in the experimental and simulation
tests (the environment had several corridors), see Figure 8.
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The data association strategy developed in this work and any other solution
proposed in this eld could be validated using a computational performarce
criterion, map quality and consistency of the algorithms. However, unike the
methods whose environment representation is based on speci ¢ geomts and
where much of the information acquired by the sensors is wasted, our appach
exploits the maximum amount of possible information provided by the sasors
avoiding dangerous simpli cations.

Fig.8. The LIRMM environment.

Although the environment used in our experiments does not represdna
serious challenge to the traditional algorithms, the use of a data associan
method based on B-Spline curves allows linking segments of contious data,
without the need for segmentation of information into smaller pieces. Fom the
above, we nd that the data association algorithm based on B-Splines, extnds
the capabilities of the SPLAM algorithms to more general situations. Figure
9 shows the results of SPLAM experiments we have developed as part of ou
research.

Fig.9. Accuracy and consistency experiments for the EKF-SPLAM based on the data
association approach proposed in this work.
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Figure 9 shows the real trajectory of the robot (blue solid line), theodometric
trajectory (green dotted line) and the trajectory obtained by the EK F-SPLAM
method (dotted red line). On the other hand, when there is certairty about the
real trajectory of the robot (as in the simulations) is possible to perbrm some
checks to give an idea of the quality of the algorithms from the point of viev of
consistency. For this reason, it has been possible to include in theepresentation
of the odometric error in X, Y and on the right part of the gure (blue line),
as well as the localization errors (red dotted line). From the data obtaired with
our approach and taking as reference the errors shown by the SPLAM method
presented by Pedraza et al. [3], we conclude that the proposed methodf data
association notably improve the quality of the map and the errors as showrn
Figure 10.

Fig. 10. Errors obtained with SPLAM strategies, for the simple data associ ation [3]
and for the proposed data association in this work.

Finally, in this section we present experiments with real data inreal envi-
ronments to validate the results presented in the simulation step In all tests,
the maps were obtained by considering only the odometric information eported
by the robot and the maps obtained after applying our SPLAM implementa-
tion with our proposed data association. Figure 11 shows the real environent.
The map obtained with our SPLAM strategy is shown in Figure 12a, while the
odometric map obtained using only odometry information is shown in Figue
12hb.

Fig.11. The real environment used for the tests.

Considering that our approach has been proposed to build maps of complex
environments, another experiment was performed using the real efronment
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Fig. 12. a) Map built with the proposed SPLAM strategy. b) Map built with only
odometry information.

shown in Figure 13. In this example, we can see that the construction oftte
map would be impossible using a conventional method based on lines anaints.
Figure 14 shows the map obtained with our approach.

Fig.13. LIRMM environment with objects.

4 Conclusions

We have proposed a method for data association based on the curvatures agais
of the related B-Splines curves, for solving the SPLAM (SimultaneoudPlanning
Localization and Mapping) problem in complex environments. Here, we us¢he
techniques of digital images CSS [8], used in the pattern recognition kl, in ec-

tion points and corners extraction among others. This association mechasim
not only established a robust correspondence between the observatismmade by
the robot and the objects contained in the map, but it facilitated parametric
correspondence between each pair of associated representative edsis.

After testing the proposed method in both simulated and real complex avi-
ronments, and comparing the performance of the system to standard algoritms
like EKF _SPLAM, we conclude that this functionality was well demonstrated
and supports the strength of this new approach to this family of mapping pob-
lems.
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Fig. 14. Final map of the complex environment.
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Abstract The aim of this work is to explain how to apply perceptual
criteria in order to de ne a perceptual forward and inverse quantizer.
We present its application to the H i-SET coder. Our approach consists
in quantizing wavelet transform coe cients using some of the human
visual system behavior properties. Taking in to account that noise is
fatal to image compression performance, because it can be both annoying
for the observer and consumes excessive bandwidth when the imagery is
transmitted. Perceptual quantization reduces unperceivable details and
thus improve both visual impression and transmission properties. The
comparison between JPEG2000 coder and the combination of H-SET
with the proposed perceptual quantizer ( SET) shows that the latter
is not favorable in PSNR than the former, but the recovered image is
more compressed (less bit-rate) at the same or even better visual quality
measured with well-know image quality metrics, such as MSSIM, UQI
or VIF, for instance.

Keywords: Human Visual System, Contrast Sensitivity Function, Per-
ceived Images, Wavelet Transform, Peak Signal-to-Noise Ratio, No-Reference
Image Quality Assessment, JPEG2000.

1 Introduction

Digital image compression has been a research topic for many years and a number
of image compression standards has been created for di erent applications. The
JPEG2000 is intended to provide rate-distortion and subjective image quality
performance superior to existing standards, as well as to supply functionality [1].
However, JPEG2000 does not provide the most relevant characteristics of the
human visual system, since for removing information in order to compress the
image mainly information theory criteria are applied. This information removal
introduces artifacts to the image that are visible at high compression rates,
because of many pixels with high perceptual signi cance have been discarded.
Hence, it is necessary an advanced model that removes information according
to perceptual criteria, preserving the pixels with high perceptual relevance re-
gardless of the numerical information. The Chromatic Induction Wavelet Model

©L. Berthet, J. C. Chimal, E. A. Santos, E. Castillo
Advances in Computer Science
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presents some perceptual concepts that can be suitable for it. Both CBPF and
JPEG2000 use wavelet transform. CBPF uses it in order to generate an ap-
proximation to how every pixel is perceived from a certain distance taking into
account the value of its neighboring pixels. By contrast, JPEG2000 applies a per-
ceptual criteria for all coe cients in a certain spatial frequency independently of
the values of its surrounding ones. In other words, JPEG2000 performs a global
transformation of wavelet coe cients, while CBPF performs a local one.

CBPF attenuates the details that the human visual system is not able to
perceive, enhances those that are perceptually relevant and produces an approx-
imation of the image that the brain visual cortex perceives. At long distances
the lack of information does not produce the well-known compression artifacts,
rather it is presented as a softened version, where the details with high perceptual
value remain (for example, some edges).

2 JPEG2000 Global Visual Frequency Weighting

In JPEG2000, only one set of weights is chosen and applied to wavelet coe -
cients according to a particular viewing condition (100, 200 or 400 dpi's) with
xed visual weighting[1, Annex J.8]. This viewing condition may be truncated
depending on the stages of embedding, in other words at low bit rates, the qual-
ity of the compressed image is poor and the detailed features of the image are
not available since at a relatively large distance the low frequencies are percep-
tually more important. The table 1 speci es a set of weights which was designed
for the luminance component based on the CSF value at the mid-frequency of
each spatial frequency. The viewing distance is supposed to be 4000 pixels, cor-
responding to 10 inches for 400 dpi print or display. The weight forLL is not
included in the table, because it is always 1. Levels 1, 2;:: , 5 denote the spatial
frequency levels in low to high frequency order with three spatial orientations,
horizontal, vertical and diagonal

Table 1. Recommended JPEG2000 frequency §) weighting for 400 dpi's (s = 1 is the
lowest frequency wavelet plane).

s|horizontal vertical diagonal

1 1 1 1

2 1 1 0.731 668
3/0.564 344 0.564 344 0.285 968
4

5

0.179 609 0.179 609 0.043 903
0.014 774 0.014 774 0.000 5/'3
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3 Perceptual Forward Quantization

3.1 Methodology

Quantization is the only cause that introduces distortion into a compression
process. Since each transform sample at the perceptual imade is mapped
independently to a corresponding step size either ¢ or , thus | is associ-
ated with a speci c interval on the real line. Then, the perceptually quantized
coe cients Q, from a known viewing distanced, are calculated as follows:

X X i (: Lo
Q= sign (! o) i Gr) 'sol + Cn

s=1 o= v;hid s n

()]

Unlike the classical techniques of Visual Frequency Weighting (VFW) on
JPEG2000, which apply one CSF weight per sub-band [1, Annex J.8], Percep-
tual Quantization using CBPF ( SQ) applies one CSF weight per coe cient
over all wavelet planes! ¢, In this section we only explain Forward Perceptual
Quantization using CBPF (F- SQ). Thus, Equation 1 introduces the perceptual
criteria of Perceptual Images to each quantized coe cient of Equation of Dead-
zone Scalar Quantizer. A normalized quantization step size = 1=128 is used,
namely the range between the minimal and maximal values at is divided into
128 intervals. Finally, the perceptually quantized coe cients are entropy coded,
before forming the output code stream or bitstream.

3.2 Experimental Results applied to JPEG2000

The Perceptual quantizer F- SQ in JPEG2000 is tested on all the color images
of the Miscellaneous volumeof the University of Southern California Image Data
Base[2]. The data sets are eight 256 256 pixel images and eight 512 512 pixel
images, but only visual results of the well-known imaged.ena, F-16 and Baboon
are depicted, which are 24-bit color images and 512512 of resolution. The CBPF
model is performed for a 19 inch monitor with 1280 pixels of horizontal resolution
at 50 centimeters of viewing distance. The software used to obtain a JPEG2000
compression for the experiment isJJ2000[3]. Figure 1(a) shows the assessment
results of the average performance of color image compression for each bit-plane
using a Dead-zone Uniform Scalar Quantizer (SQ, function with heavy dots),
and it also depicts the results obtained when applying F-SQ(function with
heavy stars). Using CBPF as a method of forward quantization, achieves better
compression ratios than SQ with the same threshold, obtaining better results
at the highest bit-planes, since CBPF reduces unperceivable features. Figure
1(b) shows the contribution of F- SQ in the JPEG2000 compression ratio, for
example, at the eighth bit-plane, CBPF reduces 1.2423 bits per pixel than the bit
rate obtained by SQ, namely in a 512 512 pixel color image, CBPF estimates
that 39.75KB of information is perceptually irrelevant at 50 centimeters.

Figure 2 depicts examples of recovered images compressed at 0.9 bits per
pixel by means of JPEG2000 (a) without and (b) with F- SQ. Also these gures
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@) (b)

Figurel. (a)JPEG2000 Compression ratio (bpp) as a function of Bit-plane. Function
with heavy dots shows JPEG2000 only quantized by the dead-zone uniform scalar
manner. While function with heavy stars shows JPEG2000 perceptually pre-quantized
by F- SQ. (b)The bit-rate decrease by each Bit-plane after applying F- SQ on the
JPEG2000 compression.

show that the perceptual quality of images forward quantized by SQ is better
than the objective one. Also, gure 3 shows examples of recovered images of
Baboon compressed at 0.59, and 0.45 bits per pixel by means of JPEG2000 (a)
without and (b) with F- SQ. In Fig. 3(a) PSNR=26.18 dB and in Fig. 3(b)
PSNR=26.15 dB but a perceptual metrics like WSNR [4], for example, assesses
that it is equal to 34.08 dB. Therefore, the recovered image Forward quantized
by SQ is perceptually better than the one only quantized by a SQ. Since the
latter produces more compression artifacts, the SQ result at 0.45 bpp (Fig.
3(b)) contains less artifacts than SQ at 0.59 bpp. For example theBaboon's eye
is softer and better de ned using F- SQ and it additionally saves 4.48 KB of
information.

4 Perceptual Inverse Quantization

The proposed Perceptual Quantization is a generalized method, which can be
applied to wavelet-transform-based image compression algorithms such as EZW,
SPIHT, SPECK or JPEG2000. In this work, we introduce both forward (F-

SQ) and inverse perceptual quantization (I- SQ) into the Hi-SET coder. This
process is shown in the green blocks of Fig. 4. An advantage of introducingSQ
is to maintain the embedded features not only of H-SET algorithm but also of
any wavelet-based image coder. Thus, we call CBPF Perceptual Quantization +
Hi-SET = cHIi-SET or SET.

Both JPEG2000 and SET choose their VFWSs according to a nal viewing
condition. When JPEG2000 modi es the quantization step size with a certain
visual weight, it needs to explicitly specify the quantizer, which is not very
suitable for embedded coding. While SET neither needs to store the visual
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(a) JPEG2000 PSNR=31.19 dB.

(b) JPEG2000-F- SQ PSNR=27.57 dB.

Figure 2. Examples of recovered images of Lenna compressed at 0.9 bpp.

weights nor to necessarily specify a quantizer in order to keep its embedded
coding properties.

The main challenge underlies in to recover not only a good approximation
of coe cients Q but also the visual weight (;r )(Eq. 1) that weighted them.

A recovered approximation ® with a certain distortion  is decoded from the
bitstream by the entropy decoding process. The VFWSs were not encoded during
the entropy encoding process, since it would increase the amount of stored data.
A possible solution is to embed these weights ( ;r ) into (’9 Thus, our goal is
to recover the (;r) weights only using the information from the bitstream,
namely from the Forward quantized coe cients @

Therefore, our hypothesis is that an approximation b(;r) of (;r) can
be recovered applying CBPF to®, with the same viewing conditions used inl .
That is, b(;r) is the recovered e-CSF. Thus, the perceptual inverse quantizer or
the recoveredb( ;r ) introduces perceptual criteria to Inverse Scalar Quantizer
and is given by:

8

X X i i
< : s (jWsoj* ) e
sign Us;o _ + dﬂ + n kjs;o >0
p = s=1 o= v;h;d ’ ( ) b( al ) ( ) J : (2)
0; ds, =0

For the sake of showing that the encoded VFWs are approximately equal to
the decoded ones, thatis (;r) b(;r), we perform two experiments.
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(a) JPEG2000 compressed at 0.59 bpp.

(b) JPEG2000-F- SQ compressed at 0.45 bpp.

Figure 3. Examples of recovered images of Baboon.

Figure4. The SET image compression algorithm. Green blocks are the F- SQ and
I- SQ procedures.

Experiment 1: Histogram of (;r) and b(;r ). The process of this short ex-
periment is shown by Figure 5. Figure 5(a) depicts the process for obtaining
losslessy both Encoded and Decoded visual weights for the 512512 Lena
image, channelY at 10 meters. While Figures 5(b) and 5(c) shows the fre-
guency histograms of (;r) and b(;r ), respectively. In both graphs, the
horizontal axis represents the sort of VFW variations, whereas the verti-
cal axis represents the number of repetitions in that particular VFW. The
distribution in both histograms is similar and they have the same shape.

Experiment 2: Correlation analysis between (;r) and b(;r). We employ
the process shown in Fig. 5(a) for all the images of the CMU, CSIQ, and
IVC Image Databases. In order to obtain b(;r ), we measure the lineal
correlation between the original ( ;r ) applied during the F- SQ process and
the recoveredb( ;r ). Table 2 shows that there is a high similarity between
the applied VFW and the recovered one, since their correlation is 0.9849, for
gray-scale images, and 0.9840, for color images.

In this section, we only expose the results for the CMU image database.
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(@) (b) (©

Figure5. (a) Graphical representation of a whole process of compression and decom-
pression. Histograms of (b) (;r) and (c) b(;r) visual frequency weights for the
512 512 imagelenna, channel Y at 10 meters.

Table 2. Correlation between (;r ) and b(;r ) across CMU, CSIQ, and IVC Image
Databases.

Image | 8 bpp |24 bpp
Databasegray-scale color

CcMU 0.9840 | 0.9857
CSIQ | 0.9857 |0.9851
IvC 0.9840 | 0.9840

[Overall | 0.9849 [0.9844]

Fig. 6 depicts the PSNR di erence (dB) of each color image of the CMU
database, that is, the gain in dB of image quality after applying b(;r) at

d = 2000 centimeters to the@ images. On average, this gain is about 15 dB.
Visual examples of these results are shown by Fig. 7, where the right images
are the original images, central images are perceptual quantized images after
applying (;r) and left images are recovered images after applying( ;r ).

After applying b(;r), a visual inspection of these sixteen recovered im-
ages show a perceptually lossless quality. We perform the same experiment
experiment for gray-scale and color images withd = 20, 40, 60, 80, 100,
200, 400, 800, 1000 and 2000 centimeters, in addition to test their objective
and subjective image quality by means of the PSNR and MSSIM metrics,
respectively.

In Figs. 8 and 9, green functions denoted as FSQ are the quality metrics
of perceptual quantized images after applying (;r ), while blue functions
denoted as |- SQ are the quality metrics of recovered images after applying
b(;r ). Thus, either for gray-scale or color images, both PSNR and MSSIM
estimations of the quantized imageQ decrease regardingl, the longer d the
greater the image quality decline. When the image decoder recoved and
it is perceptually inverse quantized, the quality barely varies and is close to
perceptually lossless, no matter the distance.
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Figure 6. PSNR dierence between (9 image after applying (;r ) and recovered b
after applying b( ;r ) for every color image of the CMU database.

5 Conclusions

In this work, we de ned both forward (F- SQ) and inverse (I- SQ) perceptual
quantizer using CBPF. We incorporated it to Hi-SET, testing a perceptual im-
age compression system SET. In order to measure the e ectiveness of the per-
ceptual quantization, a performance analysis is done using thirteen assessments
such as PSNR, MSSIM, VIF, WSNR orN R PSNR, for instance, which measured
the image quality between reconstructed and original images. The experimen-
tal results show that the solely usage of the Forward Perceptual Quantization
improves the JPEG2000 compression and image perceptual quality. In addition,
when both Forward and Inverse Quantization are applied into H-SET, it signi-
catively improves the results regarding the JPEG2000 compression.
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Image Quantizer based on Contrast Band-Pass Filtering
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(@) PSNR (b) MSSIM

Figure8. PSNR and MSSIM assessments of compression of Gray-scale ImagesY(
Channel) of the CMU image database. Green functions denoted as F- SQ are the qual-
ity metrics of forward perceptual quantized images after applying (;r ), while blue
functions denoted as I- SQ are the quality metrics of recovered images after applying

b(;r).

(a) PSNR (b) MSSIM

Figure 9. PSNR and MSSIM assessments of compression of Color Images of the CMU
image database. Green functions denoted as F-SQ are the quality metrics of forward
perceptual quantized images after applying (;r ), while blue functions denoted as
I- SQ are the quality metrics of recovered images after applying b( ;r ).
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Gaussian Noise Estimation Applied to Color Images
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Abstract. An important field in Digital Image Processing is related to noise esti-
mation, since it is essential for many image-processing proceduch as Fil-
tering, Segmentation, Pattern recognition etc.; noise is inherent fy@gdure
and cannot be avoided since there are many types of noisdifferent sources,
such as: image acquisition, image compression, transmission chanféigese.
fore, we propose a novel Gaussian noise estimator using in first instamoe h
geneous areas and the whole image content by obtaining melishe&udis-
tances between the noisy image and the image obtained by applyiean filter

to the noisy image. We validate the proposal against another atgogghwell

as their performance analysis for noise estimation and for a rdelagiop that
consist in filtering noisy images using the CBM3D algorithm. Validations consist
in using general-purpose images taken from the database BSDS500hasich
low detailed images as well as high textured ones. Besides, our prapadaés

to deliver better results for high noise levels.

Keywords: Gaussian Noise estimator, Color Images, Euclidean distance, Abso-
lute and Angle distances.

1 Introduction

Basic procedures in the Gaussian noise estimation consist in estimatitanted
deviation in order to determine the noise level present in the imageirfoase in color
images. For denoising image algorithms, knowing the type anddise level to be
treated is essential, whigthmost real applications is not common, thereby many meth-
ods of noise estimation have been proposed, Stanislav Pyatykh Btcahgidethree
of them which are:

1. Wavelet transformation
2. Image filtering
3. Preclassification of homogeneous areas

Another method proposed is found in [2] where Aihong Liuonlysiters image fil-
tering and preclassification of homogeneous areas.

Nevertheless, most of them have common criteria to take into account ialtweir
rithms such as splitting noise, and image or modelling noise as a Gadissidoution.

©L. Berthet, J. C. Chimal, E. A. Santos, E. Castillo
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The present paper exposes two noise-estimatgorithms for Additive White Gauss-
ian Noise (AWGN) [3,4] modeled by the equation (1), wh&ris the noisy image#
is the original image and:4 4%is the AWGN, with meard L rand varianceg®.
The proposed algorithms in this paper are based in filtering and spiitiisg in the
image, the first proposal uses the whole image and the second usesificatiasof
homogeneous areas. Since these algorithms are improvements obidthralgre-
sented by Rosales-Silva et.al. in [5], a quickly review is needed,xpianation is
given in section 2.

#NL # E Jaat 1)

To validate the proposed noise estimators, we implemented the algorithmededsygn

Xinhao Liu et.al. [6] ¢ W ik¢fdrence algorithrf) which uses a technic based on patches

VHOHFWLRQ DQG D 3WXQLQJ" SURFHVW\DWERDWRQJLW REMWH® LPD.
applied, however this algorithm process R,G,B channels individsaliypbtains three

different results for each estimation, so it does not take intad@yation the correla-

tion in the R,G,B color channels.

Xinhao Liu et.al. in [6] statesSHYH Q LI W K HeveV 19 XdtimgtédLidéally, the

GHQRLVLQJ DOJRULWKP PLIJKW QRW DFKLHYH WKH EHVW SHUIRU

In order to make comparisons to our proposals, the algorithm 8tbok Matching
3D CBM3D “presented in [9] by Dabov et.al. is implemenidtke algorithm CBM3D
consists of selecting sed$ similar blocks of pixels which collaborate in the denoising
procedure, this means that, each block provide information for thestreess in the
denoising algorithm.

The paper is organized as follows: in Section 2 is introduced the theoreticaldvakgr
in which our algorithms are based; Section 3 exposes the detailed ntegyaafche

two algorithms proposed; Section 4 exposes analysis and compdresaesn the pro-
posed and reference algorithms usmgges from the Berkeley Segmentation database
BSDS500 [8]; Section 5 presents the concluson

2 Distance Estimation Criteria

Our proposed algorithms improve the results of a previous work treaféll the
previous work algorithmP E D VL F D Ccofsidtinihikele steps:

1. Filter the noisy image: # Nby a mean filter [10] using a window processing of 3X3
pixels, so a filtered image# B is obtained.

#BL /A=J(EHPRN )

2. Obtain the angles # J g4vEuclidean: & ¢ ;and absolute distancesiy g 4 be-
tween pixels in the same spatial positiopBE L rAsatadaa/a F L basatadaaoa
tween the filtered image and the noisy image, assuming them todeedimen-
sional (4, ) $ points.
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&oo:b 7B FABRAEDNF#RLAFNE#BL ©)

8oab S@MN,E#B A E @N,E#B A E #N,E#By 5 @)

°8A0 BYA 288 0 8. 0 28% 0 88* 640 M (5)

08% . 208 . =08, . oz~ > 20U . 30k~ ~
8°8A0438°2, 043" 538° Y043V 043" Y 640

#IGak ?KOL

3. Compute the mean and the standard deviation for angles, Eurclatel absolute
distances obtained from Eq.(3), Eq.(4), Eq.(5) respectivelyrasguhat a Gauss-
ian distribution describes the data to be taken into account.

As an example, the results obtained from the proposed algorithm ajopthes well-
known image Lena by contaminating it with a noise level of 25shown in fig 1
Even when Absolute and angle distances were analyzed, for comronljitshe po-
cess for the Euclidean distances (fig 1a) is shown, fig 1a waseb by applying eq.
(4) to each pixel, between noisy image and filtered imkgelidean distances histo-
gram normalized and its approximated Gaussian distribution in fig 1ibtamed in
order to calculate the mean Euclidean distamddts standard deviation, this parameter
is supposed to be equalthe noise levelntroduced in the original image in an artificial
way using Matlab functions.

@ (b)
Fig. 1. @ Euclidean distances between pixels in noisy and filtered imapasrmalized histo-
gram and approximated Gaussian distribution for Euclidean distances in (a)

The previous method has low accuracy because it assumes that filteredhimagas
noise, which is not true, for most of the real images to beepsed. The Gaussian noise
added artificially has an standard deviation of 25 and after applying the basithadgor
to estimate the noise level was obtained to be equal to 17.31 by lusihgstogram
distances. This result shows that the estimated value is differenttfeconiginal noise
level artificially added; this is the main objective treated in this paper.

37 Research in Computing Science (81) 2014



F. Gamino, A.J. Rosales, F.J. Gallegos

2.1 Basic algorithm performance

After several experiments, where different noise levels were addethges from
BSDS500, it was found a relationship between the results obtained frdrasihal-
gorithm presented in section 2 and the standard deviation of the AWGN pihgvious
added to the images. This is shown in the fig. 2, only the asddysmean Euclidean
distances is shown because after some analysiss demonstrated to have a better
performance for Gaussian noise estimation, also in fig 2a could héhse¢he relation
between the noise level added to the image and the mean of the Euclidinoedista
tends to be a monotonic function which could be modeled as an stimagghthile in
fig 2b its possible to see that the standard deviation of the Euclidianadisteesult in
a non-monotonic function which should be modeled as a polynomial fanctio

In fig 2a and 2b, is shown the avergggformance and the uncertainty for each point
from applying the basic algorithm to all images in BSDS500, adding @iffemmounts
of noise from 0 to 100 in increments of 2 in its standard deviation.

(@)

(b)

Fig. 2. Average performance for all images in BSDS586ted and circles line LQFOXGLQJ XQ
certainties® E O BdatMuousO L Fdd &ach point analyzed, a) using the mean Euclidean dis-
tance, b) using the standard deviation of the Euclidean distances.

So, our proposed algorithms were based in the results presented intfiggpegposals

are explained in section three, on the basis of the basic algorithm presethedet
ginning of this section.
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3 Proposed Algorithms for Noise Estimation

As it could be seen in fig 2a, the average behavior can be modeled as &lgteigh
just by applying a linearization method, while in the fig 2b this doespply &decause
in that case the average performance is a non-monotonic function aodutes that
for certain amounts of noise two results could be obtained froraldgoeithm where
only one of them is the correct output.

3.1 First Proposal (EstGl)

I HWsflppose that the red line in the fig 2a is an straightéirepresented by eq.
(6), which is equal to mean Euclidean distari¢® plus-minus its uncertainty¢, €, in
order to obtain a value representing the noise level from this equatimtéssary to
approximate it to the ideal case, which is when the value obtained isyeth@came
noise level which was added artificially to the processing imagehis is an straight
line with slope equal to one, first of &lis necessary to adjusgtto cero by taking from
it, WKH PLQLPXRyY BhénXhdrnfalize it by dividing foFRes DQG ILQDOO\
multiply the value resulted by the maximum veluFRQVLGHUHG IRRLLWKH HVWLPDWRU
which we proposed as 100 in order to avoid arithmetic overflow (arithmetil@wver
will be discussed in Section.5)his procedure is simplified a&( L : T as : RosF
Rua ;. After testing this adjustment for the basic algoritinmvas experimentally
obtained equal to 0.95 arg, ;; s2qual to 10.96.

BLRG @ (6)
€oasad (RF(RuaG (¢ € (7)

&5 5 3 skepresents a line whit the same performance shown in fig 2a,0sdeinto
KDYH D EHWWHU BeVilislpRpoder pidcewiseHineamz Qion, developed
by applyinga least squares linearization, for three segments. Intervals for exgry se
menty Mmits which resulted in lower errors were proposed. Thakimg the assump-
tion that eq. (7) represents an straight line equalth | 4 T E p&vhere Trepresents
the AWGN added to the imagé, 4 is the slope in tha-th segment andis the point
where the line |} crossey axis the term ¢, &could be omitted in order to avoid uncer-
tainties propagation. So after Isolati@ algebraic treatment, we obtain the equation
(9), and to simplify we propose the use®fand - 4 variables.

‘RFRs(LIZTEZ (8)
T 1S peBop @ )
ay ayp ay
4
-4 La_u’ (10
$, L FE2OF QU (12)
ay ay
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The term¢, 4R eq. (12) is the uncertainty of the estimator which is calculated
under several experiments.

é@ael? 'éR E§G (;gaeg (12)
Table 1.Values for constants4, $; and intervals for each segment.
n-th Segment | Proportionality constant Adjust to cero con- Values obtained from eq.
-4 stant $; ()]
1 1.02 -32.40 Lower than 13
0.82 -7.21 From 13 to 67
1.13 -10.41 Higher than 67

The estimator proposed will be called EstGl, given by &§), @lthough a specific
process is necessary to determine the value of the constants to lre eged 2), this
process is explained in the next blocks diagram.

Fig. 3. Proposed Estimator EstGl.

3.2 Second Proposal (EstBI)

An adjustment on EstGl called EstBI consistanhomogeneous area pre-selection,
it consistdn dividing the image in blocks of 13X13 pixels and then apply th€Eer
each block as if they were complete images, taking as the result obtgitieel esti-
mator the smallest value obtained from the blocks which represents theonasye-
neous area in the image, where, as mentioned in [6] is more likelytam the real
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noise level, this is mainly because homogeneous areas do not coetails which
could be mistaken for noise in the noise estimation algorithm.

4 Results

In order to probe the performance of the proposed algorithmesiowere applied,
the first one ifor noise estimation (Section 4.1), which consist in contaminating the
images from BSDS500 by a known noise level, then estimating the leoisl using
the proposed algorithms arithe reference algorithmthe second one in Section 4.2
consistsn contaminating the images from BSDS500 by a known noise kveffilter
those noisy images using the CBM3D algorithm taking into acciwgnestimations
obtained by the proposed algorithmid)V i€fidrence algorithmand the real noise level.

4.1 Performance Results in Noise estimation

We use all images in BSDS500, and the implementation of a compé&oistire
reference algorithr) the proposed methodology evaluation consists on the next steps:

1. Acquire an original image from the database BSDS500.
2. Add an amount of AWGN to the original image.
3. Estimate the noise level from the noisy image.

(a)

(b)

Fig. 4. Display of uncertainty (a) and error percentage (b), for proposed estraatbrefer-
ence estimator. ESSGIFRQWLQ XR XV O LE3B| ZHRMKWHEIQXROXHNVO L st ZLWK WULDQJOHV’
timation for red by reference estimatdG L V F R Q W L,@s{iRatidh Orlge@eh by reference
estimator3 | S R L @nd &stimation for blue by reference estm@#@ RWWHG OLQH’
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This procedure was applied for all images in BSDS500 and for a odirsgrounts
RlI QRLVH 3lUR Rts éWdhe by dn®increments DIWHU REWIDBotQLQJ
proposed estimators and reference, their average performance wigedlas well as
their uncertainty and mean percentage error which are shown in fig 4

In fig 4 is shown the uncertainty (a) and error percentagén(t)e proposed algo-
rithms we have a lower error for amounts of noise greaterltiahe proposed algo-
rithms have higher accuracy for amounts of noise from 1@®dbut with lower preci-
sion for amounts of noise from 0 100, this will be discussed in Section 5.

So, after proving that our proposed algorithms have an acceptablevzarée for
noise estimation a second test was proposed which consists indillerages artifi-
cially contaminated, this test and the results obtained from it are explaiSedtion
4.2.

4.2  Filtering images

For some filtering algorithms is necessary to know a priori theuataf AWGN
contained in images, one of them is the CBM3D presented in [9] and alsizthas
been used as reference because it has proved to be one of the bsistgdaigorithms
Therefore, another comparison between proposed estimatos/eréfidrence estima-
tor“ performance, is made by adding a fourth step in the proe@desented in section
4.1, which is:

4. Filter the noisy imagedy CBM3D, taking into account the real and estimated
amounts of noise.

As mentioned in Section 4.Rhe reference algorithfmestimates amounts of noise
for eachchannel in the R,G,B color space model, so in order to have pisistimation
from the reference algorithna mean value was obtained from these results calculating
the average of the noise values computed for every channel

Results for filtered images were evaluated using the Peak S@Nalise Ratio
(PSNR) eqg. (13) whereand Grepresents the evaluated and reference images respec-
tively; the average PSNR for different noise levels and its uncertaingidasing all
results obtained are displayed in fig 5.

699

2 4 IsrH
504 1s K eF— Aaé‘g/%g AgRa asA:Uawp :0aY;.

1a%a¢

13
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(@)

(b)

Fig. 5. Display of uncertainty (a) and PSNR (b), for filtering using CBM3D considersgtee
obtained from EstGFkcontinuous line with circleSEstBISFRQWLQXRXV OLQPMEHWK WULDQJOHV’
UHIHUHQFH TFRIRVILOMKPMaAl OG IQH RIAWA.QXRXV OLQH"

In fig 5 are displayed results obtained from the analysis ofiages, even when
BSDS500 has 500 images only 439 images where used for this ansilysés3 W K H
UHIHUH Q F H ap@ithmddlivVéikcBrhplex numbers as estimation after processing
61 images at low noise levels lower than 5.

5 Discussion

In section 4.1 uncertainty and error percentage are displayed indigdstiltsob-
tained from proposed andW KH U HIH U H Q Fasl merifichRd,) prdpised algo-
rithms have lower error ith greater uncertainty especially EstBlI.
However uncertainty increases as the noise level increase this effecbeautibn-
sequence of arithmetBRYHUIORZ HUURU ZKLFK 3FXW3aIl® QG GHIRUPVY GLVW
example if the AWGN added hadig standard deviation, representing the noise level
and we assume that after this process is possible to split the image and AWIBHF,
them would have been modified because of the arithmetic overflowwenrch in this
case leads to the consequence of the impossibiligpresenting some values obtained
by adding noise to an image.
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In section 4.2 uncertainty and PSNR criteria are displayéd 5, it is remarkable

WKDW HYHQ ZKHQ SURSRVHG D OdlRNLeNd(RNVEonipamss® DQG (VW %O’

with %he reference algorithfr(fig 4b) , they have a similar average performance in the
quality of the filtered images measured by the PSNR (figdsi)sidering estimations
by all analyzed method® Q G W Kridisé UekeD except for EstGl when the noise
level is lower than 10.

Also it is important to say that uncertainty shown in fig 5a, is sirfélaestimations
made by EstBlI, an@&he reference algorithfrand are also similar to the results obtained
by considering the real noise level.

6 Conclusion.

Two algorithms were proposed the EstBl and the EstGl, was demonstratényhat
haveanacceptable performance, in noise estimation for images from the BSR26&00
in real applicatios.

However, arithmetic overflow errors are still a problem mainly for higise levels
(for our consideration greater than 35) as shown in the resuhs 6§ 4 and the fig 5.

Another important fact is that these algorithms were proposetsted for general-
purpose images. So it is possible to apply the same principle fepeaific type of
images in order to have a better estimation, the variation would be the reqaicémen
having to calculate all the constants needgdR | E,J- & &ind proposing limit inter-
vals in order to obtain better results for noise level estimation as dicteatle 1.
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Evaluacién cuantitativa de la postura humana
mediante el analisis digital de imagenes
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Jaime Rebollo VazqueZz, Ricardo Alvarez GonzéaleZ, J. Francisco Portillo
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Abstract.  Postural evaluation is based on traditional methods without
a uni ed approach to obtain quantitative results. Digital image analysis
applied to the postural evaluation presents an alternative that comple-
ments evaluation and allows obtain better diagnostic. This paper descri-
bes an algorithm that applies two methods to obtain quantitative results
in postural evaluation. Both methods are designed to identify markers
located in speci c anatomical parts on the evaluated patient. The rst
method uses regions analysis for detecting areas corresponding to the
markers. The second method uses the Hough transform to detect circles
taking advantage of marker's geometry. The results obtained by imple-
menting both methods are the coordinates of the markers, from these
points the slope equation is implemented to generate a quantitative eva-
luation result.

Keywords: postural evaluation, marker identi cation, image analysis,
regions analysis, Hough transform.

Resumen. Las valoraciones posturales se basan en métodos tradicionales sin un
parametro uni cado para la obtencion de resultados cuantitativos. El analisis
digital de imagenes aplicado a la evaluacion postural presenta una alternativa
que complementa la evaluacion y permite obtener un mejor diagndstico. En el
presente trabajo se describe un algoritmo que aplica dos métodos para obtener
resultados cuantitativos en la evaluacion postural. Ambos métodos fueron di-
sefiados para identi car marcadores ubicados en partes anatémicas claves del
paciente evaluado. El primer método utiliza analisis de regiones para la detec-
cion de &reas correspondientes a los marcadores. El segundo método utiliza la
transformada de Hough para la deteccion de circulos aprovechando la geome-
tria de los marcadores. Los resultados obtenidos al implementar ambos métodos
consisten en las coordenadas de los marcadores, a partir de esos puntos se im-
plementa la ecuacién de la pendiente para generar un resultado cuantitativo de
la evaluacion.
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1. Introduccion

La evaluacion postural es un campo correspondiente a la sioterapia [1], esta
enfocada a la exploracion del aparato locomotor principalmente rodillas, cadera
y hombros. Se evalla la posicién de las articulaciones, idealmente éstas deben
alinearse de tal forma que una linea recta imaginaria cruce a través de ellas. Si
la linea no intersecta alguna articulacion entonces se diagnostica una alteracion
en la postura [1]. El método de evaluacion consiste en colocar al paciente detras
de una cuadricula para ubicar la silueta con puntos de referencia, por lo que la
evaluacién se basa en la percepcién del sioterapeuta. Los trabajos desarrollados
por [2] y [3] mostraron el potencial de utilizar procesamiento de imagenes para
analizar el rango de movimiento del cuerpo humano. Otra alternativa que se ha
reportado es el uso del sensor KINECT de microsoft, el cual ha tenido aplicacion
en el campo de analisis biomecanico para rehabilitacion como lo muestran los
trabajos de [4] y [5], aunque se debe considerar el grado de error del sistema
KINECT que se ha reportado por [6].

Para un tema relevante como la salud de un paciente, se desea reducir al mi-
nimo los errores que pueda generar el resultado del procesamiento. Otra técnica
que se destaca en el andlisis postural es el uso de marcadores colocados por un
experto en el cuerpo del paciente como en los trabajos de [7] y [8]. El éxito de
sus resultados se debe a que al estar colocados en el cuerpo del paciente se tiene
una mayor precision en la deteccién y diagndstico de patologias posturales. En
este documento se describe la implementacién de dos métodos para la deteccion
de los marcadores.

El primer método consiste en el analisis de regiones para la deteccién de areas,
en el cual se busca los grupos de pixeles que cumplan un requisito especi co y
conformen un area determinada. El segundo método implementa la transformada
de Hough para la deteccion de circulos (CHT) [9], esta técnica fue seleccionada
con el proposito de aprovechar la geometria de los marcadores. Los resultados que
aporta la CHT son las dimensiones geométricas de los marcadores (radio, area) y
las coordenadas del elemento detectado. Una vez detectadas dichas agrupaciones
se calcula el centroide de los elementos para obtener su ubicacion dentro de la
imagen. A partir de las coordenadas obtenidas por ambos métodos se implementa
la ecuacién de la pendiente para obtener un resultado cuantitativo el cual se
representa con un valor angular para la posicién de las articulaciones.

2. Metodologia

Para realizar la captura de las imagenes se desarrollé un sistema de vision
por computadora compuesto por una camara digital, sistema de iluminacion y
marcadores re ectantes. Un experto en sioterapia coloca los marcadores a la
altura de maléolos exteriores, condilos femorales, trocantérs mayor y acromios.
Se capturan imagenes de un fondo al igual que tomas de los planos sagitales
izquierdo y derecho del paciente. La primera parte del algoritmo consiste en
segmentar la silueta del paciente y generar una imagen que pueda ser procesada
mediante los métodos de andlisis de regiones y CHT.
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2.1. Segmentacion de la silueta

El proceso para generar dicha imagen se basa en cuatro pasos: primero se
realiza la operacién de resta tomando las imagenes de los planos y el fondo
para segmentar la silueta del paciente en ambos planos. En el segundo paso se
umbralan las imagenes resultantes de la resta a partir de un umbral dindmico
como lo report6 [10], la silueta segmentada se presenta como un objeto del cual
es posible obtener dimensiones. En el tercer paso se toman las dimensiones del
objeto segmentado y se recorta la silueta en las imagenes resultantes en la resta,
el recorte se efectlia para reducir el tamafio de la imagen a procesar. En el cuarto
paso las imagenes recortadas son sometidas a ltros, gaussiano y mediana, para
eliminar el ruido y agrupar los pixeles que conforman el area de los marcadores.
La imagen resultante del Itrado proporciona caracteristicas distintivas a los
marcadores pues estos se presentan cooecosdentro de la silueta del paciente.

2.2. Andlisis de regiones

La implementacion del algoritmo inicia con el umbralado de la imagen seg-
mentada, el resultado de este proceso presenta la silueta del paciente con huecos
conformados por el &rea de los marcadores. Posteriormente la imagen es revertida
y se aplica una dilatacion utilizando un elemento de estructura con dimensiones
3x4 como en el trabajo reportado por [11], la dilatacién da a los marcadores
un area caracteristica. Posteriormente se etiquetan los objetos presentes en la
imagen para analizar sus caracteristicas geométricas y seleccionar a aquellos que
cumplen con la condicién requerida, en este caso es el area la cual es calculada
mediante la cantidad de pixeles que conforman al objeto.

Para seleccionar los objetos de interés se realiza la comparacion de su area,
este valor debe encontrase dentro de un rango preestablecido. Los elementos que
no cumplen con el requisito son descartados, para los elementos que superan la
prueba se calcula el centroide de cada uno. La informacion de los centroides es
ordenada tomando el siguiente orden, el primer elemento es el marcador ubicado
en el tobillo (maléolo), seguido por los marcadores de rodilla (céndilo), cadera
(trocanter) y hombro (acrémio).

Las coordenadas de cada marcador se utilizan para calcular la posiciéon angu-
lar de las articulaciones mediante la ecuacion de la pendiente. El primer valor es
calculado a partir de la relacidn tobillo-rodilla, el resultado es la posicion angular
de esta ultima. El segundo valor es la relacién rodilla-cadera, su resultado es la
posicion de la cadera. Finalmente la posicion del hombro se calcula a partir de
la relacion cadera-hombro.

2.3. Transformada de Hough

La operacion de resta presenta a los marcadores como circulos oscuros, por lo
cual la CHT es una buena técnica para identi carlos. A pesar de su gran e cien-
cia, la CHT tiene algunas complicaciones al detectar circulos con radios menores
a 10 pixeles. MATLAB cuenta con una herramienta que implementa la CHT con
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un factor de sensibilidad (S), este parametro mejora las probabilidades para la
deteccion de candidatos que presentan oclusiones o distorsiones en su forma. Sin
embargo, al aumentar la sensibilidad sin una referencia pueden aparecer falsos
positivos. Para aprovechar la herramienta se disefié un algoritmo que permite
obtener resultados ajustando de forma automatica los parametros de entrada.

Los parametros de entrada son el radio del candidato a ser detectado y el
factor S, los resultados obtenidos del procesamiento son el numero y las coor-
denadas del centro de los circulos detectados. Para veri car que los candidatos
detectados sean los marcadores sus centros deben cumplir con la Eq. 1, donde
C(x;y) son las coordenada del centro del circulo ks es la imagen binaria obte-
nida del umbralado de la imagen resultante de la resta, la cual es posteriormente
revertida con el proposito de presentar a los marcadores como agrupaciones de
pixeles con valor légico de 1. Con este proceso es posible veri car que los centros
de los circulos detectados se encuentran dentro de un marcador, los candidatos
que no cumplen la condicién son descartados.

Cxy)=f(xy)jls(xy)=19g (1)

El nimero de candidatos aprobados debe ser igual al nimero de marcadores
colocados en el pacienteN] = 4), de no ser igual, la imagen es pasada nueva-
mente por la CHT pero con un incremento en S( S), los incrementos se realizan
hasta cumplir con la condicion requerida. Al realizar una retroalimentacion se
asegura la obtencion de resultados deseados. Con las coordenadas obtenidas al
aplicar la CHT se utiliza la ecuacion de la pendiente para calcular el valor an-
gular de la articulaciones analizadas, la gura 1 muestra el diagrama de bloques
del algoritmo.

Imagen de Verificacion
entrada CHT C(x,y)==1

Coordenadas

Fig. 1. Diagrama de bloques del algoritmo.

3. Comparacion de resultados
Las pruebas realizadas con ambos métodos se llevaron a cabo en la Escuela

de Fisioterapia perteneciente a la Universidad Autbnoma de Puebla. Se tomaron
fotos de 12 voluntarios a los cuales se les proporcioné dos prendas de vestir y un

Research in Computing Science (81) 201460



Evaluacion cuantitativa de la postura humana...

gorro, todo en color negro con el objetivo de facilitar la segmentacién y deteccion
de los marcadores.

Utilizando el método de analisis de regiones es posible detectar los marca-
dores, sin embargo esta técnica es susceptible a las variaciones de iluminacién
lo cual afecta en la segmentacion de los pies. Para solucionar ese problema se
analizaron las imagenes por segmentos a n de aislar la region de las extremida-
des inferiores y aplicar un umbral dinamico a n de reducir los posibles errores
por variacion de iluminacién. Este método tuvo una efectividad del 80 % con
respecto a los 12 pares de imagenes analizadas.

Por el contrario, la CHT es robusta ante las variaciones de iluminacién y a las
posibles variaciones de tamafio que pueden presentar los marcadores en la imagen
segmentada. Esta técnica requiere de menos procesamiento para realizar ajustes
y obtener los resultados deseados. Ambos métodos son capaces de detectar los
marcadores, sin embargo la CHT tiene una efectividad del 100 % al detectar los
marcadores.

Conociendo las coordenadas de los marcadores, la Ecuacion de la pendiente
es una forma e ciente de obtener valores cuantitativos en la evaluacion postural.

A partir de las coordenadas es posible trazar lineas que muestren la distribucion
de las articulaciones, la gura 2 muestra los resultados del analisis sobre los
planos sagitales izquierdo y derecho utilizando ambos métodos. La linea recta
blanca representa la referencia donde deben ubicarse las articulaciones, la linea
punteada representa la distribucion de las mismas, las echas indican la direccion
del &ngulo, los puntos A, B, C y D son los puntos anatémicos marcados.

(a) Derecho (b) Izquierdo (c) Derecho (d) Izquierdo

Fig. 2. Analisis de postura: las imagenes a) y b) se obtuvieron con CHT, las imagenes
c) y d) se obtuvieron con analisis de regiones.
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Tabla 1. Resultados de la valoracion postural.

Plano Tobillo-Rodilla (A) [Rodilla-Cadera (B) |Cadera-Hombro (C)
Izquierdo (Regiones) 85.260 87.892 88.135
Izquierdo (Hough) 84.920 87.541 88.144
Derecho (Regiones) 82.042 88.522 87.238
Derecho (Hough) 82.385 88.891 87.749

La tabla 1 presenta los resultados cuantitativos de la evaluacién postural, el
diagndstico terapéutico a partir de la informacién de la tabla y el apoyo gra co
de las imagenes es una exioén constante en las rodillas y el hombro derecho caido.
Estos problemas son causados por la tensién en de los exores de la cadera para
el caso de la rodillas y abduccién en la escépula para el caso del hombro. Si
la silueta es segmentada por completo sin ninguna alteracién, ambos métodos
resultan efectivos y tienen muy poca variacion en sus resultados. Sin embargo, si
la silueta presenta objetos que poseen un area similar a los marcadores, el analisis
de regiones presenta problemas para diferenciar entre ambos como lo muestra
la gura 3b. Dicho problema puede resolverse agregando mas caracteristicas
a evaluar tales como perimetro y redondez de los objetos analizados. Por el
contrario, la CHT resulta efectiva en la detecciéon correcta de las regiones de
interés debido a los parametros utilizados para realizar la identi cacién como lo
muestra la gura 3c.

(a) Entrada (b) Regiones (c) Hough

Fig. 3. Comparacion de métodos.
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La ventaja de la CHT radica en que evallUa los parametros de forma y dimen-
siones de los objetos a diferencia del andlisis de regiones implementado el cual
evallia unicamente dimensiones haciéndolo susceptible a errores de identi cacion.
La tabla 2 muestra los resultados obtenidos en la valoracion de 12 pacientes, la
valoracién de cada paciente incluye los planos derecho e izquierdo por lo que se
analizaron 12 pares de imagenes en cada cada método.

Tabla 2. Resultados de 12 valoraciones.

Método |Aciertos |Errores Origen del error
Hough 24 0 Ninguno
Regiones 19 5 Incapacidad para distinguir forma del objeto

4. Conclusiones

La falta de higiene postural es uno de los principales problemas en las afec-
ciones del aparato locomotor. Sin embargo las técnicas de valoracion existen-
tes carecen de un resultado cuantitativo debido a la falta de herramientas que
los proporcionen. El procesamiento digital de imagenes aplicado a la valoracion
postural presenta una alternativa para la obtencién de diagnésticos mas com-
pletos. Se implementaron dos métodos los cuales aprovecha las caracteristicas
geométricas de los marcadores para la obtencién de resultados cuantitativos.
Los resultados obtenidos y la forma en que estos se presentan al sioterapeuta
y éste lo hace al paciente, facilitaron el entendimiento, diagnéstico y proceso de
rehabilitacién que debe seguir el paciente. Este trabajo posee las caracteristicas
para servir como herramienta didactica al proceso de aprendizaje y capacitacién
para los estudiantes de sioterapia. El trabajo futuro a desarrollar incluye el
analisis frontal y posterior en la valoracién postural al igual que el andlisis de
movimiento enfocado en la terapia de rehabilitacién.
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Resumen. En este trabajo, se presenta una nueva metodologra |a
identificaci—n automitica y la segmentaci—n de hiperintensidatdesndteria
blanca que aparecen en las imfgenes de resonancia magnZticadaxiales
del cerebro. Para ello, primero se eespluna secuencia de tZcnicas de
procesamiento de imfgenes para formar la imagen, donde las hip&aderssie

la materia blanca notablemente difierdel resto de los objetos. Esta etapa de
preprocesamiento facilita el proceso posterior de identificacsegmentaci—n de
las regiones ddéiperintensidaded.a metodolog’a propuesta fue probada en 55
imfgenes diferentes de resonancia magnZtica de seis paclestiEs imfgenes
fueron analizadas por el sistema propuesto y las imigemdtantes de

hiperiniensidades fueron comparadas con las im¥genes manualmente segmentadas

por un experto. Los resultados experimentales muestran la tasa prodeedi
positivos verdaderos de 0.9 y el 'ndice de similitud de 0.7. Al misemapd, los
falsos positivos se encuentran la mayor'a de los casos dentro de la materia gris

gue no causa problemas para el diagn—stico temprano. La metodolog’a propuesta

del procesamiento y antlisis de imfgenes de resonancia magnZticaqruestit
para la detecci—n temprana de lesionesrdattxia blanca del cerebro.

Palabras clave:imfgenes de resonancia magnZtiemmentaci—n de imfgenes,
hiperintensidades de la materia blanca.

Abstract. In this work, a new methodology for automatic idengfion and
segmentation of white matter hypeensities that may appear in magnetic
resonance images of brain axial cuts is presented.ti®rpurpose, firstly a
sequence of image processing techniques is employed to form an imagehehere t
white matter differnotoriously from the rest of the objsc This preprocessing
stage facilitates the posterior process of identification and segmentatithe of
hyperintensity regionsThe proposed methodology was tested on different 55
images magnetic resonance images of six patients. Thesesimage analysd by

the proposed system and the resulted images were compardte images
manually segmented by an expert. The experimentaltseshow the mean rate of
true positives of 0.9 and the similarity index of 0.7. At the séime, the false
positives are found in the most cases within the grey matter thatrinecause
problems for early diagnosis. The proposed methodology of magnetic resonance
image processing and analysis may be useful in early deteatibrain white
matter deceases.

Key words: magnetic resonance images, image segmentation, whiteermatt
hiperintensities
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1 Introducci—n

Actualmente, las imfgenes de resonancia magnZfidRl) son instruments
importante usadosampliamente en diferentes aplicaciones mZdEaselos diferenes
tiposde posibes males que se pueden detectarMRI, lasimigenes de cortes axiales
del cerebreseusan paradetecar variasenfermedades caracterizages anomal’as de la
materia blancalas lesiones déa materia blancaes caracterizamor la presencia de
hipeiintensidadegdentro de ellafWMH), las que se pueden encontrar dentro de los
tejidos de lamateria blanca normaomo objetos mis brillosos cuando el sisténi
usa las tZcnicas de ponderaciFhy la recuperaci—n de inversi—n atenuada del I'quido
(FLAIR) [1].

El problema déda segmentaci—eela WMH es difcil porque las diferencias en brillo
entre regiones normales y daasadon peque—ay puede variaentoda la imagenLa
segmentaci—namuales posible pero es una tarea qeensume mucho tiempo ytégs
sujeta a la variabilidad deloperalor; por ello, lareproducci—n del resultado lde
segmentaci—n manul difcil; por otra partegl nivel de confidenga atribuidasufre
tambiZn[2]. Por estas razonek segmentaci—n automititmla WMH es prefeible,
pero es ungareabastante dif'cily pertenece al frea de investigaciones ac{¥ad, 5]
Recientementeun gran noemero de mZtodos de segmentaciHen WIMH fueron
propuestos ela literatua. En [2], describa tres generaionesde tales mZtodos

En este art’culopreseramas una metodoloa parala segmentei—1 de WMH
completamente automittiazsando imfgenes de escala de gridesponderaci—n2
FLAIR. La metodolog’apropuestapuede ser cetil palas radiHogos que analizan y
diagnosticanlos males cerebrales sin la necesidad de sastt/cnicas basadas en
muchos cortes multiespectrales diferenes ponderacionegue producen un gran
volumen de datos para cada paciefibtrabajo estt organizado astlespuZs déa
Introducci—h, la s2cci—A 2 desribe la metodolog’a dsegmentei—de la WMH; en la
sexi—A 3se presentalos resultdcs, y lasconclusionesebrindanen la sscci— 4.

2 Metodolog’a de la segmentaci—n de las WMH

La metodolog’a propuesta de la segmentaci—n deMas & imfgenes MRI consta de
varios pasos que se pueden dividir en dos etapas: preparaci—n de layimagen
procesamiento final. En la primera etapa, la imagen es prepdaceara el tratamiento
posterior,mediante la eliminaci—n del crfneo y la separacitamageria gris. Una vez

gue la imagen es preparada, en la etapa final diferentes tigefdds del cerebro se
analizan y la materia blanca se separa. Finalmente, las hiperintensdaldemateria
blanca se detectan y segmentan. El diagrama de bloques de la metoplapg&sta se
presenta en la figura 1.

2.1. Etapa de preparaci—n de la imagen

En esta etapa se realizan diferentes tZcnicas damtemto: preprocesamiento,
eliminaci—n del cringaextracci—n de la materia gris.
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Fig.1. Diagramadebloques de la metodolog’a propuesta pasegmentaci—eelas WMH.

2.1.1. Preprocesamiento

El paso de preprocesamiento permite disponer dedgen lista para laliminaci—n del
crineo. El resultado de este paso es la imagen etiquetada cuyos sdjetd cerebro y
partes del crineo que despuZs se eliminan. El preprocesamienttecmsisumbralado
por el mZtodo de Otsu [6], el filtrado morfol—gico por apeytatausura, el suavizado
con promedio deslizante y el etiquetado de las componentes conectadas

La tZcnica de Otsu segmenta los objetos de la imagerobviamente difieren del
fondo, esto es, el cerebro y las cavidades del oréeneMRI como se muestran da
figura 2. DespuZs del umbralado se aplican tres filtros denasjento de imtgenes:
filtros de apertura y clausura [Zon el tama—o del elemento de estructura de 4x4
pixeles, y el filtro de promedio deslizante [&]n la ventana de 5x5 pixelesl dbjetivo
del filtro de apertura es eliminar las uniones indeseables ehjetos despuZs del
umbralado Otsu y separar en las imfgenes MRI el crineo y léscarseque tienen
mucho menor tama—o0 que el cerebro. El filtke clausurasuaviza el contorno del
cerebro y rellena hoyos; el filtrde promedio deslizantuaviza la imagen y repone los
puntos de las esquinas perdidos en el procesamiento previo.

En el paso siguiente los componentes conectaddisetan. Para ello, se emple— el
algoritmo de conectidad 8 [9], el cual considera todos los pixeles vecinos tratados que
permite etiquetar de una manera mi¥s correcta el objeto completubjetivo del
etiquetado es distinguir los objetos en la imagen por syse¢dis para poder contarlos y
determinar sueventual tama—o. La figura 3 ilustra el etiquetado: en la imagen
preprocesada se asigna una etiqueta a cada objeto de diferente giel de
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Fig. 2. Umbralado Otsua) imagen original; b) imagen resulante del umbraladd.as fechas
indican las uniones indeseablesrelts objetos.

Fig. 3. Componentes conectadas etiquetadas de la imageerdélo

2.1.2Eliminaci—n del crfneo y separaci—nldanateria gris

La diminaci—n del crineo se realmabre la basele que el tama—o del cerebro es
mucho mayomue el tama—o de los artefactos obtenidos con el preprocesamiento de la
imagen. Para ello, primero se cuentan todos los objetestiquetas se guardarsg
deternina el tama—o de cada objet&egundq los objetos de mayor tama-see
seleccionary los de menotama—o se eliminarseparando as’ los objetos de tejidos del
cerebro deresto.Como resultado se obtiene la imagerdadados |—bulos cerebrales.

En el paso siguiente, solo algunas partes de larimapes se extraen porque ellas no
estfnbien definidas en la imagen original we se pueden reconocemnejorandoel
contraste. Ello sdustraen figura4a donde despuZs de mejorar el contriesteggiones
de matria grisdeben elimineseya querepresentan las hip@tensidades de lmateria
gris, las cualesse pueden confundir con ldspeiintensidades de lahateria blanca,
resultandola identificaci—de WMH err—nea

Para extraer la parte informativa de la materia, grisnero se aplica el algoritmo de
relleno de hoyos [7] a las regiones del cerebro porqualggmos casos las WMH se
encuentran en los bordes de los hoyos. DespuZs, se aplica etmalgae
tama—o/porentaje especialmente dise—ado para eliminar un porcentaje de los objetos
externos del cerebro.
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Fig. 4. Imigene de I regiones de materia gris despuZs del aumento de contraste y la extracci—n
dela parte informativa de lenateria grisa) regiones de contraste aumentaoloextracci—n de la
parte informativa de la materia gris

Algoritmo de erosi—mtiama—o/porcentaje

Este algoritmo eliminaak regiones usando erosi—n morfol—-fgjia@n un elemento de
estructurade 3 pixeles de ditfmetro El algoritmo erosionala imagen hastajue la
diferenda entre la imagen original obtenida despuZs del aumento de conteal&e d
regiones de materia griseyrelleno de hoyosfh(x Y), yla obten'daporerosi—n,fe(x, y)

, Seaproxima al porcentajpredetermiada
1) Calcula eltama—odelos pixelediferentes de cerb’0 enlaimagen fh(x y);

2) Realizar la erosi—n con un elemento de estructBgpokeles deditmetro ded
imagen de entrada cualse designa comdg(x, y).

3) Calcula eltama—oV, delos pixelesdiferentes de ceren la imagenfe(x, y).
4) Compaar Vg Y Ve. Si (Vo" Ve/Vy)!100% < 3555%, regresaral paso2.

La imagen obtenida con el algoritmo tdenma—oporcentajepropuestose interseca
con la imagen binaria del cereb©omo resultadse obtienda parte de materia gris
(ver la figura4). La figura 4b muestraguetodos losobjetos con el contrastaejorado
pertenecientes a ldpelintensidades de materia grisedaminaron.

2.2.Procesamiento final

En esta etapk imagen se procesa hasta geeobtengda WMH segmentadd.a etapa
consta de tres pasostratamient de la imagen identificaci—nde la WMH vy
segmentei—rde laWMH.

2.2.1.Tratamiento de la imagen

El objetivo de este paso es mejomdrcontraste de la imagePRara ello, el filtro de
promedio deslizanti8] con la ventana de tama—o0 5s&aplicaa la imagen original del
cerebro segmentadbespuZsdimagen se delimia y secorta en los I'mites del cerebro
usandouna cajadelimitadora Seguidamented fondo de la imagemse sustituye por el
valor promedio de los pixeles diferentes de cero como se meedtdgura 5

DespuZs, se mejora el contraste de la imagen medsmigoritmo de correcci—n
gamma [8] con un factor de 30. As’, se acentoean las lesionesngelde & imagen y
sus tama—o0s se reestablecen. Finalmente, el contrastej@& mgregando la imagen
resultante a la imagen original del cerebro segmentamtop se muestra en la figusa
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La imagen f(x, y) obtenida as’ es la imagen de entrada gdmaso de crecimiento de
regiones.

Fig. 5. Tratamiento dela imagenmediante la caja delimitadorg el fondo promedio a)
delimitaci—n dé&imagen dd cerebrg b) corte dda imagen decerebro con el fondo promedad

Fig. 6. Mejoramientodel contrastea) aumento decontraste por saturaci—bjila imagen despuZs
deaplicar la correcci—gamma

2.2.2. Segmentaci—n e identificaci—n de las WMH

En esta etapa, primero se determinarrégsones de interZs con base en los pixeles mis
brillantes, pues ellos representan las regiones mis signifealit@a vez que las
regiones de interZs se han determinado, el halla @mtie cada regi—n. Los pixeles del
centroide resultante son las sk@s para el proceso siguiente de crecimiento de
regiones; ellas forman la matriz de semillgls,y). La figura 7a muestra el resultado
del proceso de crecimiento de regiones donde a cada regi—n se asaniaps«ell de
semilla.

Fig. 7. Segmentaci—de la WMH: a) deteci-n de las regiores de interZs; b) la imagen
segmerdda.
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Los pixeles centroides de las regiones de interda ieagen resultante del proceso
de identificaci—n de la WMH son semillas para la segmentaci-ereqimiento de las
regiones [8, 10]; para este fin se utiliz— el algorttamconectividad de &I resultado
obtenido por el procedimiento de crecimiento de regiones es la inggggh mostrada

en la fgura 7b.

3 Discusi—n de resultados

En estaseai—rse presentalos resultados de kwvaluaci—del proce® de identificaci—n
de lasWMH. Para la evaluaci—n se usabérimigenes ponderadd® FLAIR de 6
pacientes diferentescon esclerosis meeltipeoporcionads por ellnstituto Nacional de
Rehabilitaci—nEstas im¥genes son de escala de grises de t&#808x600 pixets Para

la comparaci—astas imgene fueron segmerddas manualmente por uradi—logo
experto y compamdas con las imigenes segmadas automiticamente con la
metodolog’a propuestaEl criterio emplado para d antlisis comparatio fue la

diferencia de tama=o/g =(Vman" Vaut)/Vinan)!100%, dondeV, , esd tama—o de la

imagen segmentada automiticameyltb’man

es d tama—o de la imagen segmentada
manualmente

Las segmentaciones manual y automiftica fueron cadasrutilizando la tasa de
verdaderos positivoéTPR), la tasa ddalsos positivogFPR)y el 'ndice de similitud
(SI). La tasa media de los positivos verdad€id®R) se define com@Ong et al., 2012)
TPR=V(AS! MS)V(Ms), donde V(!) es d namero deelemenots en el conjuntg MS es
el conjuntoobtenido de lssegmerdci—manualde WMH, AS es d conjuntoobtenido

de lasegmeraci—rautomiticade WMHy ! denot el operador de intersecci—n. La
tasa media defalsos positivos (FPR) se define como (Ong et al., 2012)
FPR=V(AS! MS)VV(MS), donde MS es elconjunto de puntos diferentelel conjunto

de segmerdci—me WMH manual. El 'ndice de similitu@SI) se define, com¢Ong et
al., 2012) si=2v(As! MS)V(AS)+V(MS).

El promedio de verdaderos positivos obtenidoreR= 0.9, lo que significa quda
mayora de las WMH segmentadas manualmente tambiZn fueron detesctada
automtticamente86% delas imfgenedienen TPR en d rang de 0.8a 1, 7% tienen
TPR= 07,y 7%tienenTPR en d rang de 0.4 a0.6.

Al mismo tiempo la tasa media de falsos positivos fitekR=0.7: 50% de las
imfgenes tienerPRen d rang de0 a 0.5, 48%tienen FPR en d rangp de0.8a 1,y
2%tienen FPR en el rango d@.6 to 0.7.

El 'ndice promedio de similitud esSI=07 que indica una coincidencia
significativa entrelasdossegmentaciones manual y automiti€la70% de lasmigenes
tienen SI en el rango d8.7a 1y el 30% restantdienen S| en el rango d€.3a0.6.
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Fig. 8. Diferencia de tama—entrelas segmentacnesmanualy autontticade las WMH

Fig. 9.Grifica comparativa de los resultados obtenidos lpoZéodo de detecci—n automitica de
valores at'picos y el mZtodo propuesto.

Los resultados de la comparacidenla segmentaci—de las WMHen tZrminos de
diferencia degama—osemuestra enla figura8.

La metodolog’a propuesfae compaadacon el mZtodale detecci—n automitica de
valores at’pico$3]. Los resulades oberidos conla metodolog’a propuestnmejores
en tZrminos del 'ndice de similituddg latasa de verdaderos positiypsroexistenmis
falsos positivos al compaarla con el modelo de intensidad lo¢d]. La figura9 muestra
estogrificamente

4 Conclusiones

Se ha propuesto una metodolog’a automitica pamefdificaci—n y segmentaci—n de
las hiperintensidades de la materia blanca (WMH) del cerélo resultados finales
obtenidos en la identificaci—n y segmentaci—n de las WMH se ackrsaasultados
obtenidos con la segmentaci—n de las WMH manual supervisadem gxpertoLa
exactitud de la identificaci—n de las WMH obtenida fue de 87.&%.WMH
identificadas se segmentan mediante el algoritmo de crecimieatarediones,
obteniZndose una tasa de \&teros positivos y de 'ndice de similitud de 70%. El
trabajo futuro ha de ser orientado hacia la reducci—ntaealae falsos positivos, para
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lo que deberin incluirse etapas adicionales de procesandentonigenes en la
metodolog’a propuesta.
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Resumen El avance de la tecnologia ha llegado a impactar incluso en la
democracia, que involucra la toma de decisiones no solo a niligt@o
sustentando asi lo que se ha denominado como voto electrénico.
Actualmente existen paises que ya han implementado este tipo de eleccion
en base a modelos de votacion electronica que se apegan a laitegidia
cada uno de ellos y que ademas hacen uso de dispositivos espesalaad

la emision y recepcion del sufragio. Sin embargo, aunque igée exna
cantidad considerable de avances tecnoldgicos para la captacidiey de
votos, aln no se ha considerado un modelo que pueda basatseserde
dispositivos mdviles, que le brinde a los electores la oportunidad de emitir su
voto desde cualquier lugar en el que se enceregtcon la certeza de que los
principios del voto y las garantias procedimentales seran respetados.

Abstract. The advancement of technology has come to impact even in
democracy, which involves decisions not only at the political leveteliye
supporting what has been called e-voting. Currently there ardrimsuthat
have already implemented such choices based on models of electitimgc vo
adhere to the laws of each of them and also make use of spetiddizices
for transmission and reception of suffrage. However, although these is
considerable amount of technological advances to capture and stdlihgs

not been considered a model that can be based on the msbit# devices,
that gives voters the opportunity to cast their vote from wherever tieey a
located and with the certainty that the principles of the vote, angrdaess
will be respected.

Palabras clave Voto electronico, Seguridad, Dispositivos mdviles,
Autenticacion, Firma digital.
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| Introduccién

Con el avance de las nuevas tecnologias de la informacion y la comunicacion,
especialmente el Internet, se ha potencializado el flujo de informacion a niveles
sorprendentes que ha llegado a producir cambios sociales en los paiseseajue
acceso a este tipo de servicios.

Estos cambios han provocado que la democracia evolucione, los proceso
electorales se envuelvan en el flujo de informacién y la toma de decisofeslite;
y asi todo concurre para considerar la insercion del voto electrénico [2].

Existen paises que han ido introduciendo el voto electronico en sus tdderen
procesos electorales de acuerdo con diversos modelos de votacién que Beahpega
sistema politico de cada uno de ellos. Sin embargo, todos estos madeliaaion
incluyen dispositivos especializados en la recepcién del voto y ain n@ se h
considerado inclinarspor los dispositivos propios de los usuarios, por ejemplo los
dispositivos moviles, para emitir el sufragio.

Por otra parte, el avance continuo de los dispositivos méviles y agidag de
conectividad con las redes inalambricas les permite a los usuarios estar comunicados
en cualquier momento y desde cualquier lugar (anytime-anywhere); togulleva a
uno de los principales retos que tiene que cumplir toda votacion electiténara a
cabo por este medio, es decir, proveer seguridad al mandar datosdiodehaire,
ya que es uno de los canales de propagacién mas inseguros pardirtr@aesio que
es necesario hacer uso de modelos de seguridad adecuados para cubriegdtdnec
[10]. Esta es la razén por laigel presente trabajo de investigacion esta enfocado en
desarrollar una Arquitectura basada en un Modelo de Votacién Electronica sobre
Medios Movilkesel cual le permitira al usuario emitir su voto por medio de un proceso
de identificacién y autentificacién a través de su dispositivo mévil, desde cualquier
lugar en el que se encuentre, siempre y cuando cuente con una canexsnet.

A continuacion en la Seccién Il se brindard un marco teérico dondeuseiam
algunos de los conceptos mas importantes para el presente trabajo; en la Sexion Il
plantea el problema en base a los antecedentes abordados en el marcy t@rico
define la problemética a resolyegn la seccién IV se describe la Arquitectura
propuesta para dar solucion a la problematica planteada y finalmente en la ¥eccion
se presentan las conclusiones y el trabdijmueo.

[ Marco Teobrico
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Siendo el voto la expresién publica o secreta de una preferencia ante una o mas
opciones [1], se puede decir que el voto electrénico (VE) tiene el mismo opgativ
la excepcién de que se emplean mecanismos electrénicos para realizarlqueosdo
pueden identificar dos aspectos del mismo [2]:

a)

b)

VE ensentido amplioes todo mecanismo de eleccion en el que se utilicen
los medios electronicos o cualquier tecnologia en las distintas etapas del
proceso electoral, principalmente el acto efectivo de votar.

VE en sentido estrictoes el acto preciso en el que el emitente del voto
deposita 0 expresa su voluntad a través de medios electrénicos (urnas
electrénicas) o cualquier otra tecnologia de recepcién de sufragio.

Teniendo en cuenta esta clasificacion, el presente trabajo considerara el voto
electrénico en el sentido amplio, lo que lleva a definir algunos conceptos hagiaos
este aspecto.

Existen diversos sistemas de voto electrénico que actualmente ydilizaos
en diferentes paises, principalmente los occidentales; de manera generalfsmiden
tres tipos de sistemas principales y un cuarto [2] que va en proeestoptarse por
ser mas recienté.os sistemas antes mencionados son:

1)

2)

3)

4)

Mediante tarjeta perforada. El elector recibe una tarjeta, en la cual debe
perforar su opcion por medio de un aparato. Este sistema es un tanto
problematico, pues la precisién de la perforacion depende del usuario y
podrian no contarse adecuadamente la perforacion de cada tarjeta. Este es un
sistema obsoleto, pero aun lo continian empleando.

Mediante un aparato lector. El votante realiza marcas con un boligrafo en
una papeleta, para que después éstas puedan ser introducidas en un aparato
lector y se cuente el voto. El votante no entra en contacto directo con la
tecnologia, pero si su papeleta.

Mediante aparatos de grabacién directa. Usan aparatos similares a un cajero
automatico, el elector establece su preferencia por medio de una pantalla
tactil o un teclado. Puede que el mismo aparato registre el voto o que el voto
se grabe en un soporte externo. Tras emitir su voto, el votante utiliza su
tarjeta a modo de una papeleta tradicional, introduciéndola en una urna, que
a su vez serad un aparato lector de tarjetas magnéticas, y que realizara el
recuento.

Voto electrénico remoto. Es el que provee que el votante no deba
desplazarse hasta el colegio electoral y pueda emitir su voto a través de la
red (puede ser interna o desde cualquier plataforma conectada a Internet).
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El modelo sobre el cual se basa la Arquitectura propuesta corresponde a éste
Gltimo tipo de sistema..

En generald seguridad se refiere al cumplimiento de los servicios de seguridad
gue se listan a continuacion 3

x Confidencialidad. Garantiza que la informacion privada pueda ser accedida
Unicamente por las entidades autorizadas.

x Integridad de los datos Se refiere a la proteccion de los datos de tal manera
que no puedan ser modificados, destruidos o extraviados de una manera
maliciosa o accidental.

X Autenticacién. Es un servicio relacionado con la identificacion de
identidades o de datos. La autenticacion de una entidad es la confirmacion de
su identidad, es decir, una comprobacién de que es quien dice ser. La
autenticacion de datos se refiere a la validez de los datos, lo que implica la
integridad de los mismos.

X No rechazo Asegura que el remitente de cierta informacion no pueda
rechazar/negar su transmisién o contenido y que el receptor no mgada n
su recepcion o contenido.

La firma digital es un esquema mateméatico que garantiza la privacidad de la
conversacion, la integridad de los datos, la autenticidad del mensaje/digiisd vy
el no repudio del remitente [4]. También se puede decir que es unométod
criptografico que asocia una identidad, ya sea de una persona en partiailan o d
equipo a un mensaje enviado a través de transmision por la red.

La firma a ciegases una clase de firma digital producida para mensajes que se
mantienen ocultos para el signatario y por lo tanto una tercera entidad solicitala firm
[5]. Este concepto fue introducido por Chaum con la finalidad de garantizar
anonimato en los sistemas de pago electrénico [6], pero actualmente tamiaém
dado uso en los sistemas de votacion electronica. Las firmas a ciegas regpigosn
entidades, el usuario quien solicita la firmd gignatario quien firma el mensaje.

De manera general, un sistema de votacién electrénica por Internet debe cubrir
con todos los requisitos funcionales del proceso electoral, asi como lasosede
seguridad necesarios para protegerse de ataques potenciales provenientes de la red.
Algunos de los requisitos esenciales son los siguientes [5]:

x Autenticacién solo los votantes incluidos en el padron electoral seran
autorizados para emitir su voto.
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X Anonimato y no coercidmadie debe ser capaz de determinar el valor del
voto ni de vincularlo con el votante.

X Unicidad ningun votante debe votar mas de una sola vez.

X Verificacion y auditoriadebe ser posible verificar que al final del proceso
electoral, todos los votos fueron contados correctamente.

Otros requisitos propuestos por [7] son:

o0 Precision Se debe evitar que el voto emitido sea alterado, duplicado o
eliminado por cualquier persona. Cada voto legitimo debe ser contabilizado
correctamente.

o Simplicidad El proceso de votacién debe ser lo mas simple posible. En otras
palabras, una interfaz de eleccidn electrénica amigable al usuario y que no
necesite aprender técnicas complejas y cualquier equipo adicional.

11 Planteamiento del Problema

Los avances tecnoldgicos aunados a las técnicas criptograficas han sidmun
para la paulatina insercion del voto electrénico dentro de los sistemas tradicilenales
sufragio. El Internet y diversos dispositivos electrénicos facilitan la iGgptcepcion
y transmisién del voto, ofreciendo asi un proceso mas comodo yntigiara todos
los participantes.

No obstante, el nuevo sistema de votacién que se deriva del voto electednico,
decir, el e-voting remoto acarrea también ciertos problemas o riesgonaldisia los
gue ya existen en el sistema tradicional. Por ejemplo, la autenticacion aéb uga
gue debe de ser identificado para tener los respectivos permisos paraa/stavgz
guardar su anonimato al momento de emitir su voto.

Otro problema viene de considerar el Internet como el principal medio de
transmision, pues es necesario implementar los esquemas de seguridad para
votaciones electrénicas que ofrezcan seguridad al sistema y confidencialidad a los
votantes.

Ya que generalmente el voto es capturado electrénicamente y enviadoraauna u
electrénica para ser contabilizado al finalizar el periodo de votacioén, la auditoria se
convierte en otro problema, ya que no hay una garantia de que esogueizen
siendo almacenados no sean alterados mientras finaliza la eleccion.
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En la actualidad hay muchos protocolos y esquemas de votaciéoratecie
van de acuerdo a ciertos modelos de votacion. Por ejemgl@ HVTXHPD YHULILFDEOH
GHO YRWR HOHFWU Yy @rafeRioBaRud eshpd ldéJd@rrbvdar seg@miento
al proceso de la votacién, especificando 4 fases, a saber, fase de registro,
autenticacion, votacion y conteo, ademas propone cinco entidades participantes
Votantes, Autoridad Certificadora, Centro de autenticacion, Centro de supegvision
Centro de conteo, siendo la mayor aportacion de este trabajo la verificabilidad.

2WUR WUDEDMR WLWXODGR 338Q 3URWRFROR 6HJXUR GH 9F
(OHFFLRQHYV *H@pbdeDud Eevitro e @oto que estd compuesto por cuatro
pasos con los que navega a través de cinco médulos.

8Q WHUFHU SURWRFROR HV 38@Andfik& baRddy RiRelGH 9RWDFLYQ
SURWRFROR GH ,QWH[YFést mhade usoHledlafibnyaHaVCiegas y del
protocolo de Diffie-Hellman para el intercambio de llaves entre el votante autenticado
y el servidor encargado de recibir el mensaje correspondiente al voto.eUas d
desventajas de este protocolo es que no permite al votante verificar que sayaoto h
sido contado correctamente.

En la tabla | podemos observar la comparativa de las diferentes propuestas de
modelos y protocolos de votacion.

TABLA I
COMPARATIVA DE POTOCOLOS DE VOTACION ELECTRONICA

Protocolos
Protocolo de Protocolo de | Protocolo de Modeloy
Requerimientos Liaw [8] Chang-Lee Chun-Ta Li Arquitectura
[9] [7] propuestos

Precision 9 9 9 9
Simplicidad X 9 9 9
Apegado a la Ley 9 9 9 9
Verificabilidad 9 X 9 9
Privacidad 9 9 9
Esquema sobre 9 9 9 9
Internet
_Basgdo E redes No especifica| No especifica| No especifica 9
inaldmbricas
ComiEnplen X X X 9
dispositivos moviles

IV Arquitectura Propuesta
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Con los modelos de votacion electrénica que se han propuesto hastaeitmo
se puede observar que la mayoria toma en cuenta lugares especificosepalta q
elector acuda a emitir su voto y/o contemplan dispositivos dedicados@efzion y
conteo del voto. Es verdad que ya existen modelos planteados para umaesque
basado en Internet, pero sus descripciones en cuanto al tipo de comunicacién que
emplearan son muy vagas o casi nulas y dichos modelos se enfocgapmente en
el acto efectivo de votar, dejando de lado las especificaciones y protocolos que se
deben de seguir al hacer uso de una red alambrica o inalambrica.

En cuanto a la seguridad, la mayor parte de los protocolos propusstos
relativamente mecanismos sencillos de autenticacién, por ejemplo, tarjetas
inteligentes y/o una comprobacién de que el votante se ha registrado previamente en
una base de datos, por lo cual es necesario hacer uso de distintosmexate
autenticacion para poder brindar confiabilidad en el sistema de votacion.

Por otra parte, los modelos de votacion electrénica ya propuestos solamente
mencionan que las diferentes entidades gubernamentales deben participar y vigilar
gue el proceso de la votacion se realice correctamente, pero dichos modelos no
contienen un apartado dedicado a la parte legislativa que es aplicada en cada una de
las naciones democraticas.

La importancia de llevar la votacion electronica a un esquema mévil es de vital
importancia, ya que brindaria a los votantes un modelo de votacion miého
conveniente para ellos, haciendo uso de las bondades que brindan sus propio
dispositivos moviles, es decir, permitirles emitir su voto desde cualquier dmgar
donde se encuentren (y esté disponible una red inalambrica), sin necesidad d
trasladarse a un lugar donde se encuentre algin dispositivos especializadarem recib
contabilizar el voto.

El modelo propuesto es una alternativa que se podria ir adoptando en lasdivers
paises democraticos, ya que ademas de brindarle beneficios a los \aitamiheser
con las barreras geograficas, también es conveniente para las entidades encargadas de
gestionar todo el proceso de la votacion, pues evitaria gastos innecesanateeal
(papel, boligrafos e incluso dispositivos especializados que pueden llegar ayser mu
costosos) y la mayor parte de los esfuerzos se podrian enfocar etizgadan
seguridad del sistema y del votante.

El Modelo de Votaciéon Electronica Moévil propuesto, consta de cuatro capas
como se observa en la Fig. 1
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Fig. 1. Modelo propuesto de Votacion Electronica Movil (Figepropia)

Cada capa esté enfocada a diversos aspectos y fases dentro del proceso de
votacion, a continuacion se describe cada una:

A. Facultad o derecho de ejercer el vot®e refiere primeramente al proceso de
registrar a los votantes que cumplen con los requisitos basicos para pod
votar, de esa manera se les otorgara un nombre de usuario y contragefia par
después hacer uso de ellos en el proceso de identificacién del votante.

B. Principios que rigen el votoEn esta capa se especifican el proceso de
autenticacion del votante, la cual se realizara por medio de la Firma
Electrénica y la implementacién del algoritmo de encriptacion RSA para
autenticarse a través de su dispositivo movil, ademas de especificar los
principios del voto, como son el sufragio universal, libre, igual yesgcpor
mencionar algunos.

C. Garantias Procedimentale€sta capa involucra la emision de documentos,
certificados, por ejemplo el certificado de autenticacién de usuario; también
se especifican los aspectos legislativos que regiran el proceso de lanvotacio
y se definen las reglas de acuerdo con la legislacion del pais o de la entidad
organizadora de la votacion.

D. Garantias de ServiciosEn esta capa se especifican las garantias con las que
debe cumplir cada procedimiento especificado dentro de la votacién, por
ejemplo la transparencia, la verificaciéon de la autenticacion, verificacion del
voto emitido por medio de un certificado digjtah integridad de la
informacion, comunicacion segura en el envio de datos a través de la
implementacion del algoritmo AES, entre otros.
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Cada capa tratara de cubrir una de las cuatro caracteristicas esenciales del voto
tradicional que también se deben aplicar al Voto Electrénico sobre medios mdviles,
como se enlistan a continuacion:

X Universal porgue el derecho al voto es inherente a todos los ciudadanos, sin
mas restriccion que cumplir las condiciones que establece la entidad que
organiza.

X Libre, porque el ciudadano vota por la opcion de su preferencia de manera
consciente e informada, sin que persona alguna ejerza presidn
condicione de alguna manera.

X Secretg porque el ciudadano emite su voto privado, y ninguna persona
puede requerirle informacion sobre el sentido del mismo.

x Directo, porque el ciudadano acude a votar personalmente.

Para verificar la funcionalidad del Modelo de Votacidon Electrénica, &se h
disefiado una Arquitectura para poder montar un caso de estudio gstecensina
Urna Electrénica Movil que sera implementada sobre dicha Arquitectura que se
muestra en la Fig. 2, donde también se aprecia en qué parte de la Arquitectura s
implantara cada capa del Modelo propuesto.

Fig. 2. Descripcion de cada capa del Modelo en la Arquitegbropuesta. (Fuente propia)

El flujo de datos que seguira la Arquitectura sera como se describe a
continuacion y se aprecia graficamente en la Figura anterior

x El usuario ingresa a la interfaz de la aplicacion, si ain no esta registrado no
podra acceder a ningun servicio y tendra que proceder a registrarse.
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x Para el registro, el usuario tendra que mandar un paquete de datos a una vista
a través de la red, es decir, debe seleccionar la opciéon de registrarse, llenar
los datos que se le pidan y enviar ese paquete de datos a través de Internet.

x Estos datos seran redireccionados a un servidor, que es el orgguismo
brinda el servicio con la aplicacién de voto electronico movil.

X El organismo que brinda la aplicaciéon de voto envia el paquete de datos a
otro servidor, que le pertenece al organismo validador de registesten
caso un administrador se hara cargo de verificar que los registreslisen
de manera correcta.

x El organismo validador del registro revisara los datos del paquetecgaeiyr
una respuesta de éxito o fallo en el Registro.

x Dependiendo de la respuesta del organismo validador, sera la accion que
emita el organismo que brinda la aplicacién de votacion electrénica movil y
por ende las vistas que se le desplieguen al usuario.

V Caso de Estudio

Las tecnologias que se utilizaron para desarrollar el Caso de Estudio se dividen
en tres mddulos y se describen a continuacion:

1. Aplicacién Moévil

a. Sistema Operativo Mévil: Android

b. Lenguajes de ProgramaciéS8DK 4.0 Ice-Creame Sandwich API
level 15 debido a las herramientas de seguridad, criptografia y
canales seguros de comunicacion que se han incluido a partir de
esta version.

c. Sistema Gestor de Base de Datos: SQLite ya que es el sistema
gestor de base de datos que ocupa android y brinda la facilidad de
conectarse con MySQL.

2. Aplicacion Web
a. Lenguajes de programacion
i. Java SE7U25 JDK: Se eligi6 este lenguaje debido a la
portabilidad que brinda la maquina virtual en diversos
sistemas operativos.
ii. JSF 2.0: (Java Server Faces) Este framework simplifica el
desarrollo de interfaces web y permite el uso del modelo
vista controlador.
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iii. Primefaces 4.0: Es un complemento de cédigo abierto para
JSF que ayuda a mejorar la interaccion del usuario con la
pagina web.
3. Servicio Web
a. Lenguajes de programaciénlava para poder programar el
algoritmo de cifrado AES y RSA ya que es el lenguaje provee de
algunas librerias para la implementacion de estos algoritmos.
b. Sistema Gestor de Base de DatdySQL Server porque debido a
la compatibilidad que existe entre Java Server Faces y los
conectores brindados por Java se facilita la conexion entre estas dos
herramientas.

Restricciones del Sistema

X El sistema estara enfocado a smartphones con el sistema operativo android
con una version igual o superior a la 4.0.

x El sistema debe contar con una conexion a internet mediante datos moviles
para poder llevar a cabo la votacion.

x El sistema deberd de contar con un dispositivo de almacenamiento externo
gue contenga la informacion cifrada del usuario.

El sistema requerira de la validacion inicial de usuarios por parte del érgano
organizador o regulador del evento.

Cabe aclarar que la insercion del voto electronico a través de dispositivos moéviles
debe ser una transicion paulatina, usando primeramente este tipo de votaci@mcomo
apoyo a la votacion tradicional mientras se sigue trabajando en todos los etlemento
gue tienen que converger para que la votacion sobre medios méviles se pueda
implementar en su totalidad.

VI Conclusiones y trabajo a futuro

En el presente trabajo se describié la propuesta y avance de una Arquitectura
basada en Modelo de Votacion Electronica sobre Dispositivos Méviles. Como se
pudo observar, el Modelo se basa en cuatro capas para cubrir los diferentes aspecto
gue se deben de considerar en el Voto Electrénico y la Arquitectura nos larinda
conectividad entre cada uno de los componentes. Pretende como aportacion el poder
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garantizar no solamente la identificacion y autenticacion del votsini@ también
pretende lograr la proteccion de la identidad del usuario, asi como la seguridad de lo
votos emitidos. Por otro lado, con la implementacion del Modelo en latéctura se
brindara transparencia a lo largo de todo el proceso y no solameialiabf la
votacion.

Actualmente se estd trabajando en pruebas de seguridad del mecanismo de
Autenticacién de usuarios de la Urna Electrénica Mévil (caso de estudio) y pruebas al
canal por donde fluyen los datos, el cual es una parte de un Modelo del&kgur
Redes Moviles que la firma electrénica del usuario para su funcionamiehtp ¢n
la aplicacién para el usuario en el sistema operativo Android.
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Abstract. In order to expand their opportunities of selling products and
services, conventional stores have been creating their own e-coenmebc
sites, where they can carry out electronic transactions from any plaog at a
time. Store owners and their clients benefit from e-commercesited, le-
cause they are permanently online and provide cataloguesafgis and se
vices with images, descriptions, specifications, prices, comments from clients,
recommendations, among other features; so clients have enooghatibn to
make a decision on the products and services they will buy. Tdrersome
tools available on the web that generate this type of weh kiteshey do not
provide the functionality of displaying the web site on mobild@Evautomat
cally. This paper presents a configurable web system for gempeatthadmi-
istering e-commerce web sites, which are automatically displayed biemo
devices, using the responsiweb design pattern

Keywords. Configurable Web System; E-Commerce Web Site; Responsive
Web Design; Web-Based Application.

1 Introduction

In order to expand their opportunities of selling products and sendgoaesentional
stores have been creating their own e-commerce web sites, where treyrgaout
electronic transactions from any place at any time. Store owners and their ldients
efit from e-commerce web sites, because they are permanently online camdk pr
catalogues of products and services with images, descriptions, specificptioas,
comments from clients, recommendations, among other features; s digre
enough information to make a decision on the products and servicesitiheyy. A
fundamental feature of an e-commerce web ®tthe shopping cart, in which a client
puts the products wanted, so that when the selection is finished, clieneeg to
checkout, where they pay for the products through credit card, dedjtpzgypal, or
other mechanism. Once the products have been paid for, in mostaasbs the seller
sends them to the address provided by clients.

Some of the main features and components of e-commerce web sitese &b-
lowing: user registration for clients; visualization of catalogues ofymrs and se
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vices with several levels of categories; visualization of information of pandtuct or
service, such as its name, description or specification, price, and othels;tdind-
er; recommendation of products; shopping cart for storing prodettstion of pa-
ment and online payment; selection of delivery for products; visualizatiporchas-
ing history; modules for administration of catalogues, such as categonésicts,
payments, deliveries, sales history, sales statistics, among others.

The use of devices such as smartphones and tablets has increased tipengevelo
of mobile applications, which allow accessing different web sites. Thalization of
a web site in a mobile device is different to the one in a laptop or desktquissm
this is mainly due to the difference in the resolution of mobile devicestder to
have an effective and correct visualization on any device or computendtéssary
in most of the cases to modify the web site, so that it can be disptegeshtisfactory
way according to the device. Although there are some tools that generate ercemm
web sites, such assCommercgl], Magento[2], Prestashod3], Opencart[4], none
of them provide the functionality of having the resulting web s@ealized automat
cally on mobile devices. This paper presents a configurable web systgenérating
and administering e-commerce web sites, through the selectiomefamnfiguration
options. Additionally, the e-commerce web sites created will be displayed aiitomat
cally on mobile devices, without requiring the user to modify the web site.

The rest of the paper is organized as follows. Section 2 presents the mpo: com
nents of an e-commerce web site and some related work. The architedheenab
system is introduced in section 3. Section 4 describes the implememtitienweb
system, including a site map, some web user interfaces, and thelogédmased to
implement it. Finally, conclusions and future work are provideskition 5.

2 Related Work

This section provides a description of the main components of an merom web
site, and reviews some existing tools that generate e-commerce web sites.

2.1 E-Commerce Web Site Components

There are three components of an e-commerce web site: online stooatesni;
administration panel or back-end; and the data persistence componentaiftfeam
tures of each component are provided in the following paragraphs.

Online store. The client interacts with this component, in which it is possible to
visualize the offered products, carry out transactions, and there is communiggtion
the store. The main features and modules that compose it are therfgllpvoducts
catalogue, product view, categories of products, promotions, recommesgdatiah
uct search, user registration, shopping cart, payments, deliveries, athersy

Administration panel. This component is used by the system administrator to
create the online store; it has options to add, update and delete catalogeesgn th
tem, such as products, categories, clients, payments, deliveries, prormaitioitsgan
also search historical data, as well as statistics of the store, and managindrehe en

Research in Computing Science (81) 201494



A Configurable Web System for Generating E-Commerce...

system. The main features and modules that compose it are the fgllonanag-
ment of products, categories, paymedtiveries, statistics, historical data, invoices
promotions, users, communication between users, among others.

Data persistence.This component is in charge of storing the information of the
system; it guarantees its integrity and persistence. Most of the merom systems
examined are based on relational models of persistence, among whichfatie the
ing database management systems: MySQL, PostgreSQL, Oracle, SQL Server

2.2 Existing Tools

osCommerce [1].According to its documentation, it is an online program for e-
commerce and administration, which was developed in PHP by Harold Ponee de L
on. In order to create an online store va§Commerceit is required a MySQL dat
base, and an Apache web seremCommercés composed of two parts: the products
catalogue; and the administration module to manage the online store; it alg® allo
updating products, categories, languages, new offers, currency tygess, @lients,
payment and delivery types, etc. An online store createdos@fommercés divided

in three panels: the left panel shows categories of products, selectionudbntarers

of products, product finder with advanced search, new productsmiation for shp-
ping, private notice, conditions of use, and a contact form; the centralgbeed the
catalogue of products with images, descriptions, and prices; and thpaigttshows
the shopping cart, the bestsellers, special products, product revieverasersion of
currencies. At the top of the web site there are three buttons: one for agdhssin
shopping cart content, one for going to checkout, and one foreéhacsount.

Magento [2]. It is a system for creating online stores, where its source code is
available and free. It is possible to upgrade to commercial versimhsnerease the
functionality of the online store. The main featuresMzgentoare the following: it
can create traditional online stores with physical products; but it also allovimgrea
online stores with downloadable material, such as music or ebooks. It atiaby-
stores; it has a search system; it allows complete customization of the web site
through an administration panel; it has a module for orders manageate. An
online store generated witflagentois divided in three panels: the left panel shows
two random offers of products, and popular tags for searchirdupts; the central
panel shows some other offers of products with discounts, anel ciotine best seller
products with their images, descriptions, and prices; and the rigat gaows a md-
ule for comparing products, the shopping cart, an advertisement, anceg. Atrthe
top of the web page, there are the following links for the user of fireatore: my
account, my wish list, my shopping cart, checkout, log in, andugtdthder.

Prestashop [3].It is an open source solution that combines the PHP language, an
Apache web server, and a MySQL database. It allows store owners to m#iatain
online stores without any license cod®sestashofis flexible in terms of design and
distribution of the web page. It uses a hook mechanism to put ashylerio any pois
tion on a web page, such as the shopping cart, currencies, product stardline
hooks are calls to components, which are positioned using Java®déptAamong its
main features are the following: ftiulanguage support; it is possible to creats-cu
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tomized web pages, including images and other multimedia compprsevisral
payment modules; integrated clients module; definition of tangible and v{digé&

tal) products; use of bar codes, etc. An online store generated®r@igtashoasa
three-column layout, where the central column has the catalogue of theastbre,

list of outstanding products. The left column contains a section wittofgg®ducts,
cakgories, manufacturers, and general information, such as deliveries, legal notice,
conditions of use and contact. The right column has the shopping cartat,thad a
section for new products. The user menu is displayed at the thp site, with links

for contact, site map, favorites, currency converter, user account,@hetpsearch.

Opencart [4]. It is an open source e-commerce system, which is based on the PHP
programming languag®penCartwas created with the following features: it is a light
version derived fronosCommerceit has good documentation for developers;rinte
changeable template system with easy development; it uses the Model-View-
Controller (MVC) design pattern; it is modular; multiple languages; severgs wf
payments; comments on products; different ways of delivery; evaluatiproducts
with star ratings; etc. An online store generated WigienCartis simple and orienta
ed to the Web 2.0. Its interface preserves the layout of three columiie ft cd-
umn the categories of products, and other information, such aswaqurivacy pat
cy, terms and conditions, contact us, and site map; the catalogue ottgrisdocated
on the center, with images, descriptions, and prices for each prtdugght column
contains the shopping cart and the best sellers. The user meisisystiem is in the
form of tabs, and it has the main page, log in, account, shopaithg-heckout, pr-
uct search by product, by category, and advanced search.

Other systems.There are severalstems for creating e-commerce web sites. The
most used systems were described and analyzed in the previousssdmftosome
other systems can be found in the comparative table of shopping ftaersosshown
in [5]. However, there are many of them unavailable or with obsolestonsr Some
of the systems still in use are the following: Zen-Cart [6], Gore@erce [7],
Shoppizer [8], Konakart [9]and JadaSite [10]The scripts described in this section
have been created using Java Server Pages (JSP) mainly. These sgstemeth
been used as much as the other systems analyzed, because they are dawaplex
applications; they are difficult of customization; they do not have a vefsiodis-
playing the resulting e-commerce web sites on mobile devices; andigianhite-
ture and implementation, it is difficult to incorporate such functionality.

3 Web System Architecture

The web system presented in this paper is modular, client-serverawé@mplate
system for its appearance; and ibased on the JSP technology, and uses a MySQL
database]JSP and MySQL were chosen mainly because they are robust, patable,
widely used in the market. The systerohitecture is suported on the Modl-View-
Controller (MVC) design pattern, and the Responsive Web DER@#D) patern for
adjusting its web interfasto different devices. The system atebiure is composed

of five components: the core, the Java beans, the model, the actidhe aielvs.
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3.1 Components of the Web System

The Model Component is in charge of the data persistence; it maintains compectio
to the database; it carries out transactions; and executes all the necessadg foeth
maintaining the data in the database. This component is divided in threengobco
nents: a model class with all the methods for accessing data; a welh chass,
which is in charge of obtaining data from the application contmd;the init model
class, which initializes all the necessary information before establishing connections.

The Action Components are in charge of the communication with the @aemv
ponents. They are implemented as classes with some attributes that odpiaisise
from clients, pass requests to the controller, obtain context from theamplicand
provide the model of the application. Following the MVC design pattern, the Action
Components work directly with the model and return a response toritre lter.

The Bean Components allow creating specific objects for manipulatindrdata
the database. There are bean components for users, products, categofasamand
other entity in the system; which haset and get methods for reading and setting
their attributes; they also have a method to retrieve #iding representation. The
bean components obtain data as follows: views request user data to tbéecpttie
controller searches and executes the corresponding action; the action retsuk a r
set object; a method in the bean component converts the result deéeitype of the
bean, and returns it to the view; the view uses this object as aybethn. It should
be noticed that the data is encapsulated in the bean component.

The View Components are the interface to the user of the system. Tihese co
nents are implemented with XHTML and JSP. The responses from thelleordre
actually calls to JSP; they obtain parameters that allow them displayargation.

An special function of the system presented in this paper, is the alfilitgtaining
information from the model without the need of an action bean.

It should be noticed that the Action and Bean Components were amateq le-
cause they allow diegaing intermediary actions between controller amabel.

3.2  Model-View-Controller (MVC)

The Model-View-Controller (MVC) design pattern is an ordered set ofystdns,
which are omposed of other systems that are below them, and provide the lhse of
implementation for those systems that are above. The objects in eaclalayno-
mally independent, and there is a client-server relationship among thm lzottbthe
top layers. The system presented in this paper is based on the BB ¢hattern,
which is divided in three layers: the view, the controller and theeindtie View is
the presentation layer, which provides the graphic interface and it is in clidtge o
presentation of the data to the user, as well as to collect information feooséh.
The Controller is the business layer, which provides the functionality of théicapp
tion; it is the layer where user and system interchange messages; ititsclaocge of
managing the requests from the user, and executing the necgssatjons to solve
such requests. Thdodel is the persistent layer; it stores all the information of the
system; it also allows access to the information in a secure and controliethisa
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level is composed of the database and a class called model, which contains all the
methods that provide access to the data. The MVC desitgrn was chosen because
it allows modifying the layers independently, without affectingréet of the system.

3.3 Responsive Web Design (RWD)

The Responsive Web Design (RWD) is a recently created pattern; it has bptadado
by web developers, because it tries to solve the problems that exist whergareditin
pages for different devices. Figure 1 shows a web page in differentti@ss|where
the elements of the page are distributed according to the resolution ofvibe de
where the web page is being displayed.

Fig. 1. Distribution of elements on the web page according to the resuluti

This RWD pattern is centered in a unique design that is adaptable to ditfevéees
and their resolutions, without developing specific implementations; igialynbased

on Media Queries (MQ), which are part of the last CSS 3 specificationalkvd
changing styles according to the resolution of the device where the web page is
alized. For example, if a web page is designed for a resolution of 1024, ghe font
size would be 12 pixels; however, when changing the resolution, theifenwould

be the same size, making it difficult to read the web page. MQeatamaine parts of
the CSS code to appear, or change attributes of classes depending on tkierresolu
This way, there can be sections of CSS code for different resolutions.
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4  Web System Implementation

This section provides details about the implementation of the systarst firbvides
a site map with all the web pages that compose the system; it shows theedntdrf
some parts of the system; it also describes some tests on different denitésally
it describes the technologies and tools used for developing the system.

4.1  Site Map

Figure 2 shows the site map of the web systghich is considered to be simple and
organized, compared to those of the products analyzed. It considegsdifferent
users: athinistrators, registered and non-registered users of the e-commercéeveb s

Fig. 2. Map of the web site for administrators, registered and non-registered users.
The left side of the site map illustrates the actions that an administratoarcgrout

on the system, such as administering products, sales, categories, statibétasb
reviews, users, and deliveries; the center of the figure illustrates thesatigtna
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registered user can carry out on the system, such as editingfits, pnodifying its
orders, and its shopping cart; and the right side of the figuré&rditas the actions that
non-registered users, administrators, and registered users canuwtasrythe system,
such as visualizing products, searching products, viewing promotionmecoame-
dations, marking products, recommending products, commenting oncfspak+
viewing products, looking for help, and contacting the web site administrato

4.2 Web Interface

This subsection provides some screenshots of an e-commerce weansitated with
the web system presented in this paper. The screenshots show a eetithaa list
of products, in three different resolutions, according to the device whemeb site
is being displayed. Figure 3 shows the web interface displayed esktod computer
with a resolution of 1240 x 1024 pixels, which is the maximund; Bigure 4 shows
two web intefaces, the first one displayed on a tablet with a resolution of 960 x 720
pixels, and the second one displayed on a smartphone with a resofud@® x 480
pixels. The web page is divided in two panels: the left panel showsethesnfor all
the categories of products, news, reviews, bulletins, among othernieanght panel
visualizes the list of products, with their ids, names, category, gtoick, state, and
some actions. The screenshots in Figure 4 show the same welbytagéh reduced
information and simplified menus, due to the resolution of the deuvises. For »-
ample, in the web page shown on the smartphone, the left panel is hdtdean be
displayed through a button on the top of the page.

Fig. 3.E-commerce web site displayed on a desktop computer (1240x1024).
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Fig. 3. E-commerce web site displayed on a tablet (960x720), and on alsom{320x480).

4.3 Tests on Different Devices

The functionality of the welsystem was tested by generating an e-commerce web
site, and testing every functionality on three different devices: a ddskebp/, 8GB

RAM, Windows 7 Operating System, with a monitor with resolutiod@?4x 1240
pixels; a tablet HP Touch Pad SnapDragon 1.2GHz, 1GB RAM, Android Ice Cream
Sandwich Operating System, with a resolution of 960 x 720 pixels; and a
Smarthphone Sony Xperia mini pro SnapDragon, 1.6Ghz, 1GB RAM, Ahtire
Cream Sandwich Operating System, with a resolution of 320 x 480 phtedsweb
browsers used were the following: Firefox V.17, Google Chrome \a@8 Internet
Explorer 8, for the desktop computer; and Firefox Mobile, Google Ghrgliobile,

and Android web browser, for the tablet and the smartphone.

4.4  Technologies and Tools Used

The main technologies and languages used for the implementationveéblsgstem
were the following: Apache Tomcat web server, JSP, servlets and Jawg bea
MySQL database management system; HTML and XHTML for the web page co
tent; CSS for the presentation and appearance of the web pages; JavaSaitsfor v
tions and dynamic generation of content for the web pages; JQuery frammiwo
some of the functions that facilitate some tasks; Twitter Boostrap frarkdar the
creation of complex structures, such as predefined columns andcbagionents;
Java beans as reusable software components; servlets for the blajiess the
system, and the implementation of the controller; and JSP forgsingdnformation
and generating dynamically the web interface of the system.
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The tools used for the implementation of the system are free andoyee: Star
UML was used for creating UML diagrams for the analysis and destgges;
NetBeans as an IDE for creating and editing Java classes, JSP, C3&/a8dript
files; Apache Tomcat web server for deploying the web application; DBDesigner as
the IDE for modeling the database, creating an entity-relation model, retetianal
model; Web Developer Toolbar is a plug-in for different web browsenghwhas
debugging tools, and other web page design facilities, such as the riutactiesize
the web pages to test different resolutions without closing the web browser;
ResizemyBrowser is a web page that resizes the web browser to a specific resolutio
which allows testing for mobile devices.

5 Conclusions and Future Work

This paper presented a configurable web system for generating e-comvabrsies,
which can be displayed on mobile devices adjusting the resolution automati¢ally
have successfully tested the functionality of this prototype on thffegent devices:
a desktop computer with the resolution of 1240x1024 pixels, a tablet vadoktion
of 960x720 pixels, and a smartphone with a resolution of 320x480 pixels.

The architecture of the system is client-server, supported on the ModeCdie
troller design pattern for the internal functionality, using a controller, demand
several actions; and the Responsive Web Design pattern for the web intehfage. T
have proved to be design patterns that adapt to these types of applicdteoaschF
tecture of the system is composed of five components: the coréavhebeans, the
model, the actions and the views. A site map of the web systerals@mpresented
with all the functionality for administrators, registered and non-registesexs.

It is needed to carry out more functionality and usability tests with disers, and
administrators of e-commerce web sites, in order to evaluate the systeadjasicit
accordingly. As part of the future work, it is also planned torpomte a ream-
mender system for products, based on user preferencesddites.

References

. OsCommerce. Available at: http://www.oscommerce.com/. Last accesigkirz014.
. Magento. Available at: http://www.magento.com/. Last accessed in Jade 20
. Prestashop. Available at: http://www.prestashop.com/. Last accessed 20Jd4ne
. Opencart. Available at: http://www.opencart.org/. Last accessed in June 2014
. Comparative table of shopping cart software. Available at:
http://en.wikipedia.org/wiki/Comparison_of_shopping_cart_software. Lastsaed in u
ne2014.
6. Zen-Cart. Available at: http://www.zen-cart.com/. Last accessed in Jade 20
7. Go eCommerce. Available at: http://www. go-ecommerce.const decessed in June
2014.
8. Shoppizer. Available at: http://www.shoppizer.com/. Last accessed ir20tde
9. Konakart. Available at: http://www.konakart.com/. Last accessed in Jude 20
10. Jada-Site. Available at: http://www.jadasite.com. Last accessed in June 2014.

abhwbNPE

Research in Computing Science (81) 201402



A visual aid on the ecological impact of products
for online retail

Sandra Cecilia Urbina Coronado, Satu Elisa Schae e}, and Sara Elena Garza
Villarreal

Facultad de Ingeniera Mea@nica y Eéctrica, Universidad Aubnoma de Nuevo Leon,
San Nicoas de los Garza, Nuevo Leon, Mexico,
! Corresponding author: elisa.schaeffer@uanl.edu.mx

Abstract. We propose a browser plug-in for online retail that visual-
izes information regarding the ecological impact of a product to aide
the user in making \greener" purchases. We document the design and
implementation of such a tool, outlining also the design for a back-end
recommendation engine, and report user experiments on the proposd
plug-in, with favorable results.

Keywords: Eco-labels, shopping assistant, usability, ecology, browser
plug-in, e-commerce

1 Introduction

The use of information technology already assists people in many of their evy-
day tasks, at home and at the o ce, helping human beings avoid errors and
increase their e ciency. Shopping online is very common and more and rare
people prefer to shop for groceries online and have them deliveredbme instead
of going to a supermarket themselves [9]. This opens a window of oppontity for
informing the consumer of the products at the moment of (considering) purchase.

Interesting information could include details such as food calorie ritake or
the presence of allergenic agents (although the legal implications of failg such
a warning make this a risky task for a service provider), and in thiswork we pro-
pose a prototype for providing the user of an online retail store with irformation
regarding the ecological impactof the products viewed with the web browser.
The goal is to guide the consumers towards environmentally friendly poducts
and hence help them be \green" without the increased cognitive load imped in
having to remember to check whether a detergent is non-toxic andf a packaging
material is recyclable, for example.

The proposed browser plug-in could easily be adapted to provide diery
(calories, ingredients), nancial (budget concerns, unit prices vhen not shown),
or ethical (use of child labor) information about a product and/or its manufac-
turer, but we chose to begin with ecological information as the rst case tudy
due to the pressing need in developing countries to elevate theonsciousness of
the consumers to the importance of preserving the nature and the dfnate [4].
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(a) Recycle. (b) Recollect.

Fig. 1: Eco-labels used to indicate characteristics of product packagin

Whether or not a product is eco-friendly depends on its useful I (for how
long will it be used before being discarded), the implied waste (pckaging and
remains of the product itself), the manufacturing (ingredients, energy usage,
contaminants produced in the process), and also the transport of the pduct
from the place of origin to the place of purchase (local products are likg to
contaminate less during transport).

Our proposed system processes the web page displayed in a browsgron
viewing a product in an online retail site, extracts information on the product
to consult it with a recommendation back-end, and then visualizes tte received
ecological information in the browser for the user to view and considerThe rest
of the paper is organized as follows: Section 2 brie y touches the backgraal
to establish terminology and context for the present work, and then Setion 3
discusses related work, after which Section 4 describes the propeib solution in
terms of the software involved and the functionality provided. Then in Section
5 we describe and report the experiments carried out with the imptmented
prototype, and nally in Section 6 we conclude the present work and diguss
directions for future work.

2 Background

There are many ways to describing consumer behaviour as ecologicallgsponsi-
ble, all implying that the purchase decisions are made consideringhie ecological
impact of the product, its entire manufacturing process, the wase generated
by the product itself, its packaging, the transport of materials, and the nal
product [13]. We refer to consumers with heightened awareness of éise issues
as green consumersand to the products they nd appropriate as green products
[6]. Among the main factors in determining the \greenness" of a productlies
also the energy consumption and that of clean water [8].

In order to help green consumers identify green products, severalrganiza-
tions maintain and enforce normativity of ecological excellence of some sse,
both to certify the manufacturing phase and to ensure eco-friendlycharacter-
istics of the nal product. Contamination is to be avoided in obtaining and
transporting the raw material, in the process of manufacturing the product, in
the transport of the product to the consumer, and also in the procesf con-
sumption and the resulting waste.
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The conformity to a certain ecological norm or (voluntary) regulation is often
indicated by introducing an ecological label(eco-label for brevity) in the pack-
aging of the product. These are commonly logotype-like gures, accompange
possibly by a brief text. A typical example is the symbol indicating that the
packaging material can be recycled (c.f. Figure 1a), and also one indicatinthat
the packaging is reusable (especially for plastic and glass bottles) isefquently
used (c.f. Figure 1b). There are hundreds of eco-labels worldwide.dpecially the
paper industry has been active in the eld; FSC certied by the Forest Stew-
ardship Council, for example, indicates a proper use of the forests [L1Another
active eld of eco-labels is that of the carbon footprint, promoted by the Carbon
Trust (http://www.carbontrust.com/).

3 Related work

Published literature on consumer behavior as such is abundant in reamt years.
Wang [17] analyzes the relationship between consumer lifestyle and pchase
decisions in order to identify green-consumer pro les among a samplef 433
persons (16 years or older), whereas Wang [16] explores the connection Wwetn
lifestyle and green marketing strategies; both studies were carrgeout in Taiwan.
Clare et al. [3] analyze factors a ecting green consumption in Australia. A sudy
of the e ect of ecological beliefs on purchase decisions in Iran is presied by
Hossein Khorshidi et al. [10].

The e ect of consumer consciousness of ecological aspect on their purcleas
in practice is discussed by Pereira et al. [15], and also Juwaheer anduBaruth
[12] take a marketing approach to studying and exploiting consumption pat
terns to promote ecological lifestyle. The positive e ect of marketing on green
consumption is demonstrated by Kumar [14].

In their study, Bosch and Valor [2] found that consumers struggle to unde-
stand eco-labelling and are unable to assess the credibility of ecologicinforma-
tion on products; only the consumers who express the most interest ecology
are unhindered in their comprehension. Also Grunert et al. [7] repdra study on
ecological labels, with emphasis on food products. The focus of the worpro-
posed in the present work is making ecological information more readily ailable
and easier to interpret for the general population of consumers, not onlythose
that are motivated enough to inform themselves.

4 Proposed solution

The development of the software took place in four stages: planning, degn, im-
plementation, and testing [1]. The intended users were de ned as adts between
ages 18 and 40 with an interest in using information technology in their day
lives and who shop for groceries at least once a month. Due to the availakiy
of an API for developing plug-ins for the Chrome browser by Googlé, we chose

! https://www.google.com/intl/en/chrome
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to implement the prototype for that platform, and also expect the target users
to be familiar with Chrome and with plug-ins in general.

The main functionality for the plug-in is the interactive visualizat ion of eco-
logical impact of the currently selected product. This needs to bedone in a
visible, but non-disruptive way that the user perceived as pleaant and informa-
tive. Technically this is achieved by code injectior? to the websites of the stores
to include the ecological information within the store website. Some tres block
injection of code to their content, in which case we would have to acess the
store via a proxy, which in turn would have to be re-directed to the original
site for the actual purchase. For the prototype we chose to work with sies that
permitted code injection as such to avoid this issue.

Architecturally, the process is as follows:

1. Upon selecting a product, the plug-in identi es the information associated
to it and creates a query from it.

2. The query is sent to a recommendation-engine back-end running on sepa-
rate web server.

3. The server processes the query to produce a response with tleeological
information available, if any.

4. The plug-in adapts the styles and the sizes on the website to accomrdate
the response within the view of the browser.

5. The user may interact with the visualization of the plug-in to acces further
details.

The user is given the liberty to hide the plug-in at any time, as well as to
customize the preferences regarding the type of information showmithe plug-
in.

4.1 Product recognition

Upon activating a speci ¢ division (<div> in HTML5) on a web site, the plug-in
processes the HTML content of that division to attempt to identify a product.
The generalization of this to be automated over several websites is a mhine-
learning task, and we discuss here the particular case of the web storf the
Soriana supermarket chain in Mexico. The divisions for showing prodcts at the
Soriana web store are all identi ed ascarR2, and hence an event for the mouse-
over on such a section is easily created. Within that element, the ppduct name
is placed within a font -directive and can be extracted with a simple HTML
parser.

The design of the plug-in was done withBootstrap® to obtain a responsive
design. The back-end server is based on th@oogle App Enginé. The implemen-
tation with the API for Chrome plug-ins involves HTML5, JavaScript, and CS S3.

2 A mechanism that inserts program code into a web page to modify its functionality
or the way it looks.

% https://getbootstrap.com/

4 https://developers.google.com/appengine/
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Fig. 2: Principal elements of the plug-in.

A content script is used to detect when the user enters a compatible web store
(such as the Soriana web site) and begins reacting to the mouse-overants while
the user remains on that same site. Also the user location is retriew® and the
distance between the user and the place of origin of the product is comyted to
estimate the ecological impact of the transport involved. The plug-in isdescribed
in a le called manifest.json , determining its permissions and the scripts it is
allowed to access whereas the libraries of Chrome are utilized imackground.js ;
Figure 2 shows the principal elements of the plug-in.

On the server side inGoogle App Engine a simple GETsu ces to receive the
query parameters. A web application written in Python® processes the resulting

5 The geolocalization of HTML5 is used; user permission is requested explicitly.
6 https://www.python.org/

Fig. 3: An extract of the server-side database.
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Fig. 4: Sequence diagram of the client-server communication.

HTTP request (produced in the plug-in with AJAX, checks if the product already
exists in the recommendation engine (in our prototype implemented as simple
data base), inserts the product if it is not found, and uses the data ®red in the
database (if any) to produce a HTTP reply. Figure 3 illustrates the sever-side
storage, which is very simple in the present prototype, whereas Fige 4 shows
the sequence with which the communication takes place. The ecologicakores
were arti cially created on a scale to ten.

For the visual design, two alternatives were implemented: a summar view
(shown in Figure 5a) and an extended view (shown in Figure 5b). The cate
gories used for the aspects of eco-friendliness are very simple, shibeing a rst
prototype and the environmental information being locally stored. Our future
work includes crawling on the web for ecological data, providing a soal net-
work for recommendation sharing, as well as information modules providedy
government agencies or independent organizations.

5 Experiments

We carried out an experiment to assess whether the use of the plug-ia ects
the purchase decisions, i.e., whether there is some sign of an elegdtecological
consciousness upon its usage. The sample consists in 24 persons betwk® and

" https://developer.mozilla.org/en/docs/AJAX
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(@) Summary (pop-up). (b) Extended (sidebar).

Fig.5: Screen shots of the plug-in used on a web store, cropped for detalil

40 years of age who have purchased something within the last month and are
interested in trying out the proposed system. Each subject was praded with a
list of basic products commonly acquired at a supermarket [5]. The samip was
divided in two groups: one half used the Soriana website with the plg-in and
the other half without it.

The task assigned to the subjects consists in purchasing productadicated
on a shopping list with nine items, provided to the user. The contol group uses
the website only, whereas the other group employs the plug-in. Theubjects are
requested to select the products they would actually purchase, akonestly as
possible. The plug-in stores automatically the information regarding the prices
and the ecological prole of the selected products, allowing us to deairmine
whether the users of the plug-in are in fact willing to pay more in orcer to select
greener products. The results are shown in Figure 6.

After the website usage, those who had used the plug-in answered a cgt®on-
naire regarding their assessment of the environmental impact of theishopping
habits and the usability of the plug-in on a scale from one (totally agree) to
ve (totally disagree). The results are shown in Table 1 and are quite fvor-
able. The table indicates the questions posed to the users and the peentages

10 40
m With === m
8 Without ———=
o 30
o
3 6
—_ (]
8 £ 20
g 4 *
3
0 0
Products Products
(a) Ecological score. (b) Price in Mexican pesos.

Fig. 6: Averages per product with and without the plug-in.
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obtained for each answer option. The rst set of questions were simple gs/no
guestions, whereas the second set was on a scale from one to ve, one itatting
the strongest agreement and ve indicating the strongest disagreement

Table 1: The percentage of responses per category in questionnaires.

(a) Ecological conscience.

Question Yes| No
Do you prefer to purchase products that do not harm the environment? 75| 25
When you shop, do you check if the products are reusable? 42| 58
Do you feel that the plug-in helped you obtain information on the e cological impact?| 83| 17
Do you feel that the plug-in helped you make purchase decisions? 83 17|
Do you think that the plug-in should be promoted among shoppers? 92 8
(b) Usability.

Question 112 3 415

The plug-in is easy to use. 75/ 17] O] 8 O

| can easily nd what | want in the plug-in. 75/ 17 8 0] O

| enjoy using the plug-in. 58 17| 25| O O

It is confortable to shop with the plug-in. 59/ 33 0] 8 O

The information provided in the plug-in is relevant. | 50| 50, 0| 0| O

I would use the plug-in again in the future. 67/ 25 8/ O O

| would recommend the plug-in to a friend. 42| 50, 8/ 0| O

The plug-in is attractive. 59/ 33 0] 8 O

The plug-in is simple and clear. 75/ 25 0] 0O O

6 Conclusions

In this work we describe a prototype for providing ecological informaton on
products while a consumer browsers an online retail store. The pmucts are
identi ed on the client side within a browser plug-in and then a server is con-
sulted for information regarding the ecological impact of the product, after which
the client side visualizes the received recommendation within ie view of the
browser. The design and implementation of the prototype is describe, together
with experiments that indicate a favorable e ect on consumer behavor in a
laboratory setting.

As future work, we leave the generalization of the present plug-in inb a multi-
platform tool that functions on di erent browsers and also on mobile devices.
Also the automatization of the product recognition as well as the constructon
of a full-scale recommendation engine for the back-end are outside thegpe of
the present paper. Increasing the complexity of the system will &o require more
extensive usability evaluations as part of future work.
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Abstract. This paper presents the design of a model for programmiadjgba
applications in a structured way. To achieve this, thdeinof High Level Pa
allel Compositions or CPANS under the paradigm of objaentation is used
to solve problems which are parallelizable algorithosing the concept of
structured parallelism and possible integration withinpgaedigm of oriera-
tion objects to make way for the definition and model CPA$ing the Parallel
objects (PO). The types of communication of PO, the teaypthat define the
components of a CPAN as well as the syntactic and semafitiitide of a
CPAN are also described in this paper.

Keywords: CPAN, Programacion Paralela Estructurada, Objetasdtas,
Programacion Orientada a Objetos, Paralelismo Estaatiur

1 Introduccion

Un enfoque que intenta atacar el problema de la paraiélizde algoritmos y -
gramas consiste en tratar de hacer que el usuario desarrofieogremas segin un
estilo de programacion secuencial y ayudado de un sisieendorno especifico de
programacion, intentar producir su contraparte paralela autemmdnte[l1], [6].
Existen, sin embargo, dificultades de implementacion icas a la definicion de la
semantica formal de los lenguajes de programacién que impadparalelizacion
automatica sin contar con la participacion del usuario, pquéoel problema de gen
rar paralelismo de manera automatica para una aplicaciérodésitio general sigue
considerdndose un problema abierto. Un enfoque alternatigbparalelismo ested
turado. Las aplicaciones paralelas generalmente siguen apedeterminados de
ejecucién, que son rara vez arbitrarios y no estructurades &gicg4]. Las Can-
posiciones Paralelas de Alto Nivel o CPANS son patrpaeslelos de comunicacion
bien definidos y l6gicamente estructurados que, una vezfidadtis en términos de
sus componentes y de su esquema de comunicacién, puedesellavia practica
como constructos afiadidos a un lenguaje de programaciéradoenbbjetos y estar
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disponibles como abstracciones de alto nivel en lhsagnes del usuario. Esto es
posible ya que las estructuras de interconexion de procesauds comunes, como
los pipelines, los farms y los trees, pueden ser absrafiizando CPANS dentro de
un modelo general de desarrollo de Objetos Parg&los

2 El Paralelismo Estructurado

El enfoque estructurado para la programacion paralelassedael uso de patrones
de comunicacion/interaccion (pipelines, farms, trees) ptedefinidos entre los pr
cesos de una aplicacion de usuario. Este permite disefiacaplies en términos de
CPANS capaces de implementar los patrones ya menciorlami@ncapsulacion de
un CPAN debe seguir el principio de modularidad y debe proporaimr@abase para
obtener la reusabillidad del comportamiento paralelo detldasl software que éste
implementa. Se crea entonces un patron paralelo gemgrcproporciona una pes
ble representacion de la interaccion entre los prodedependientes de la funcian
lidad de estos. Asi, en lugar de programar una aplicaciélelpadesde el principio y
de programar con un nivel de detalle cercano a la pagacolo de red, el usuario
simplemente identifica los CPANS que implementan lo©pas adecuados para las
necesidades de comunicacion de su aplicacién y logautilnto con el codigoes
cuencial que implementa los cémputos que realizan sus ps§éed5].

2.1 El Paradigma de la Orientacion a Objetos (OO)

El paradigma de la OO se utiliza en el presente trabajo grer@psular y abstraer
patrones comunes de interacciones paralelas hacia undestitralelismo estructay
do. La idea es considerar a los CPANS como objetos enlcarga controlar y coo
dinar la ejecucion de sus componentes internos proporcioreanacteristicas impo
tantes de la OO tales como la uniformidad, la genacida reusabilidad.

3 La definicion del modelo CPAN

El objetivo es la de representar cualquier tipo de patrpaelelos de comunicacion
entre los procesos de un algoritmo paralelo y distribuahocclases, siguiendo el
paradigma de la Orientacion a Objef2s Un CPAN es una composicién de um-<o
junto de objetos de tres tipos. A partir de dichas clasesbjeto puede ser instaaci
do y la ejecucién de un método del objeto se puede llewabo a través de unaipet
cion de servicio (ver fig. 1). Los tipos de objetos que cormpam CPAN son:

- un objeto managerque controla las referencias de un conjunto de objetosctimil
y Stages, que representan los componentes del CPAN y cuyad@jeseitieva a cabo
en paralelo y debe ser coordinada por el propio manager.

- los objetos Stagejue son objetos encargados de encapsular una interfadieipo
te-servidor que se establece entre el manager y los okigtt®/os (entidades exte
nas que contienen el algoritmo secuencial que constitis@uaion del problemay,
de proporcionar la conexion necesaria entre ellos par@nmepltar la semantica del
patron de comunicacion que se pretende definir.
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- y un objeto Collector que es un objeto encargado de almacenar en paralek los r
sultados que le lleguen de los objetos stage que tenga cosectado

— Stage > Objeto
Colector — Esclavo
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Fig. 1. Estructura Interna de un CPAN (Composicién de sus Componentes)

3.1 EI CPAN visto como una composicién de objetos paralelos

Los objetos manager, collector y stages se engloban dkntaodefinicion de Objeto
Paralelo (PO) [3][4]. Los Objetos Paralelos son objetos activos, con cdghae
ejecucion en si mismos. Las aplicaciones dentro dellm&d® pueden explotar tanto
el paralelismo entre objetos, como el paralelismo interradloe Un objeto PO tiene
una estructura similar a la de un objeto en Smalltalk, g@gmas incluye una politica
de planificacién determinada a priori que especifica ladadmsincronizar una o mas
operaciones de la clase del objeto susceptibles de nseoea paralelo (restricciones
de sincronizacioén, exclusion mutua y paralelismo maximo).

3.1.1 Definiciéon Sintactica

Desde el punto de vista sintactico, la definicion de Isectpie define un Objeto Rar
lelo sigue el siguiente patrén o template:

CLASS: <nombre de la clase> INHERITS_FROM: <lista de los
nombres de clases padres directas>
INSTANCE_STATE: <lista de los nombres y tipos de las
variables de instancia>
INSTANCE_METHODS: <lista de métodos publicos>
PRIVATE_METHODS: <lista de métodos privados>
SCHEDULING_PART: <lista de restricciones de
sincronizacién>
END_CLASS <nombre de la clase>
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3.1.2 Tipos de Comunicacion en los Objetos Paralelos

1. El modo sincrono detiene la actividad del cliente hqiséael objeto activo serv
dor le cede la respuesta.

2. El modo asincrono no fuerza la espera en la actividadielelec El cliente envia
simplemente la peticion al objeto servidor activo y itur# su ejecucion. Su uso
en la programacion de aplicaciones también resulta &b hay que crear un
hilo y lanzarlo para su ejecucion.

3. El modo futuro asincrono hace esperar la actividad deitelis6lo cuando,ed
ntro de su codigo, se necesita el resultado del métod@yaltar una expresion,
[7]1, [4], [8]. Su uso también es sencillo, aunque su implementacifiere de
un cuidado especial para conseguir un constructo con la sesndeseada.

4 Definicion Sintactica y Semantica de las clases base de un
CPAN

En los PO las clases basicas necesarias para defirobjiet®es manager, colector,
stages de un CPAN sota clase abstracta ComponentManadgrclase abstracta
ComponentStagg la clase concreta ComponentCollector. Las definiciongact
cas siguientes han sido escritas utilizando una gramétieade contexto publicada
en [9].

4.1 La clase abstracta ComponentManager

Define la estructura genérica del componente manager @GPAN, de donde se
derivardn todos los objetos manager concretos, dependiendmrdebrtamiento
paralelo que se contemple para la creacién de cada CPAN cadsidm la aplia-
cion.

CLASS ABSTRACT ComponentManager
{

ComponentStage[] stages;

PUBLIC VOID init (ASOCIACION[ ] list ) {ABSTRACT;}
PUBLIC ANYTYPE execution(ANYTYPE datain)
VAR
ComponentCollector res;
{
res = ComponentCollector CREATE();

commandStages(datain,res);
RETURN res.get();

}

PRIVATE VOID commandStages(ANYTYPE datain,
ComponentCollector res)
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4.2 La clase abstracta ComponentStage

Define la estructura genérica del componente stage @PAN, asi como de sus
interconexiones, de donde se derivaran todos los stage®tosndependiendo del
comportamiento paralelo que se contemple en la creacion dél.CPA

CLASS ABSTRACT ComponentStage

ComponentStage[] otherstages;

BOOL am_i_last;
METHOD meth;
OBJECT obj;

PUBLIC VOID init (ASOCIACION[ ] list)

VAR
ASOCIACION item;

{
item = HEAD(list);
obj = item.obj;
meth= item.meth;

if (TAIL(list) == NULL)

am_i_last = true;

}

PUBLIC VOID request (ANYTYPE datain,
ComponentCollector res)

VAR
ANYTYPE dataout;

{
dataout = EVAL (obj,meth, datain);

IF (am_i_last)

TREAD res.put(dataout)
ELSE commandOtherStages (dataout, res);

}

PRIVATE VOID commandOtherStages(ANYTYPE dataout,
ComponentCollector res)
{ABSTRACT;}
MAXPAR (request);
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4.3 La clase concreta ComponentCollector

Define la estructura concreta del componente colleatocuhlquier CPAN. Este
componente implementa basicamente un buffer multi-iterdalea iran almacenando
los resultados de los stages que hagan referencia ataollBe esta forma se puede
obtener el resultado del célculo iniciado por el manager.

CLASS CONCRETE ComponentCollector
{
VAR
ANYTYPE]] content;

PUBLIC VOID  put (ANYTYPE item)
{ CONS(content, item); }

PUBLIC ANYTYPE get()
VAR
ANYTYPE result;

{
result = HEAD(content[]);
content = TAIL(content[]);
RETURN result;

}
SYNC(put,get);
MUTEX(put);
MUTEX(get);

h

4.4  Las restricciones de sincronizacion MaxPar, Mutex y Sync

Cuando se producen peticiones paralelas de servicio en un,CBANa necesario
disponer de mecanismos de sincronizaciéon para que lo®®lgjee lo constituyen
puedan gestionar varios flujos de ejecucién concurrentementgayas#ice al mismo
tiempo la consistencia de los datos que se estan prdoesara conseguirlo, dentro
de cualquier CPAN, se pueden utilizar las restricciones MARAUTEX y SYNC,
para la correcta programacién de sus métodos.

441 MaxPar

El paralelismo maximo, o MaxPar, es una variable dect@argermanente que indica
el numero maximo de procesos que pueden ejecutarse al tresnpo dentro de un
componente en el modelo que estamos utilizando. Dichtraéooma, el MAXPAR
referido a una funcién del componente representa elnoimé@ximo de procesos que
pueden ejecutar esa funcion concurrentemente. El algogitradia servido parael
var a cabo correctamente la restriccion de sincagion MAXPAR es el siguiente:
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l.Incorporar una variable de clase en la clase de interés
e inicializarla a cero.

2. Cada vez que se genere una instancia de esa clase, hay
gue actualizar su variable de clase sumandole uno a I
valor que tenia anteriormente, de forma que el nime ro
de instancias creadas correspondera al nimero maxim o de
procesos que puedan ejecutar una funcion particular

3. En la funcién de interés implementar un semaforo de la

siguiente forma:
3.1. Si n es el nimero maximo de procesos que pueden
ejecutar la funcion y si k es el ndmero de proc  e-
sos que actualmente se estan ejecutando entonces:
3.2. 6L N'Q HMHFXWDU HQ SDUDOHOR ORV N SURFHVRV
bloguear los k -n procesos y no despertarlos hasta
que por lo menos uno de los n procesos que se
estan ejecutando haya terminado de forma que
siempre se mantenga el limite de n procesos gj e-
cutdndose concurrentemente.

4472 Mutex

La restriccién de sincronizacién mutex lleva a caboaxtdusion mutua entre prec
S0s que quieren acceder a un objeto compartido. Un muteaesntidad de sincron
zaciéon de Programacion Concurrente que preserva sexadtieas de codigo para
ser ejecutadas por un solo proceso cada vez, asi camdinpe obtener acceso ex-
clusivo a los recursos. El algoritmo que implementa d&iceion de sincronizacion
Mutex es el siguiente:

1.Utillizar una variable de condicion que funcione como
una bandera y un candado mutex.
2.Inicializar la bandera a falso
3. En la funcién particular de interés implementar un
semaforo de la siguiente forma:
3.1. Aquel proceso que adquiera el candado pondra la
bandera a verdadero y podra ejecutar la funcién de
interés
3.2.Mientras la bandera sea cierta todos los demas pro-
cesos que intenten adquirir el candado para ejecuta r
la funcion se bloquearan y esperaran a que la band e-
ra sea falsa para que alguno de ellos pueda tomar e I
candado
3.3. El proceso que actualmente posee el candado podra
ejecutarse
3.4. Al terminar su ejecucion, pondra la bandera a falso
y liberara el candado
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3.5. Aquel proceso que este al principio en la cola de
espera, adquirira el candado repitiéndose la secuen-
cia desde el paso 3.1.

4.4.3 Sync

La restriccion SYNC no es mas que una sincronizacidn tige produc-
tor/consumidor El algoritmo de implementacion es el siguiente:

1.Utilizar una variable de condicién (digamos, n_items)
gue contabilice el nimero de elementos colocados en un
contenedor.
2.Inicializar n_items a cero
3.Implementar un semaforo compartido por las funciones
productor y consumidor de la siguiente forma:
3.1 Un proceso consumidor permanecera bloqueado mie n-
tras n_items sea igual a cero, pues con ello se
indic a que el proceso productor no ha colocado
ningun dato en el contenedor que comparten.
3.2. Un proceso productor colocara un dato en el co n-
tendor, adquirira el candado y aumentara en uno
el valor de n_items.

3.3. Despertara al proceso consumidor y continuara
ejecutandose en caso de procesar mas datos
3.4. En el momento en que el n_items sea mayor que ¢ e-

ro, el consumidor adquirird el candado, dism i-
nuird en uno el valor de n_items, indicando con

ello que se ha procesado un dato del contenedor,

y sacard el dato.

3.5. Mientras el n _items sea mayor a cero el consum i-
dor se estard ejecutando en paralelo con el pr o-
ductor.

5 Caracteristicas importantes del modelo CPAN

x Capacidad de solventar los requerimientos de serviciosdmbjetos en los o1
dos de comunicacién sincrono, asincrono y futuro asiocron

X Los objetos que se han definido poseen paralelismo intesrdgofr, capacidad
de gestionar varias peticiones de forma concurrente;

X Implementacién de mecanismos de sincronizacion con semdlificcente para
atender pettiones paralelas de servicio;

x Mecanismo flexible de control de tipos, es decir, es fgsibociar tipos dindm
camente a los parametros de los métodos de los objetos.

Con este modelo se han implementado los patrones deicaion de procesos mas

comunmente utilizados: cauces o pipelines, granjasnusfay arboles o trees como

CPANSs para resolver problemas de ordenacion, busqueda y zzmiom de datos
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sobre un modelo de programacion de memoria compartida [10hasjese han reut
lizado algunos de estos CPANSs para proponectwias paralelas bajo el esquema de
éste modelo y resolver problemas NP-Completos comoojaupsta de una solucién
al problema del Agente Viajero usando la técnica de Ramifin y Poda utilizando
los CPANSs[11]. Finalmente se han obtenido resultados de analisis denienth y
acleracion (speedup) de las implementaciones citadas (ve2 figfig. 3), en una
maquina paralela con arquitectura de memoria compaiisti@buida para daostrar

el buen rendimiento de dichas aptimes, ver detalles en [1213], [14].

Fig. 2. Escalabilidad del Speedup para el Pipeline y Farm como CPAINS 4, 8,
16 y 32 procesadores para el problema de ordenacion de 5000 @uketros

Fig. 3. Escalabilidad del Speedup para el Tree Yy la técnicaateBi& Bound como
CPAN con2, 4, 8, 16 y 32 procesadores para el problema de ordenacién de 50000
datos enteros y del Agente Viajero para 100 ciudades respeetite

6 Conclusiones

Se ha definido el modelo de las Composiciones Paralelakaldlivel o CPANS. El
modelo de los CPANS puede ser explotado para definir nuevos agrobase a los
ya construidos. Se han programado las restricciones derszacion sugeridas por
el modelo del CPAN para su funcionamiento paralelo yuwacte: MaxPar, Mutex
y Sync.La programacién del modo de comunicacién futuro asincronoresuétados
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objetos y clases. Se han programado los otros dos modasndmicacion clasicos

entre procesos: el modo de comunicacion sincrono yrasmmclLa programabilidad

del modelo esta garantizada al adoptar el enfoque basamitirenes como clases y

objetos paralelos en la creacion de los CPANS. La Plidtabise da por la tranap

rencia en la distribucion de aplicaciones paralelas, lo gumitgeque los CPANS

puedan ser portables desde algun sistema centralizado hacignma slstribuido sin

necesidad de afectar el cédigo fuente.
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Abstract.  The DoS vulnerabilities have become the most common type
of vulnerabilities in the Linux kernel. In the last years, researc hes have
focused on the design and implementation of detection and prevention
tools of these vulnerabilities; however, despite all e orts th ey still prevail.

This fact reveals the lack of a complete understanding of the causes
and characteristics of such vulnerabilities. Because of that, we propose
a faceted taxonomy, designed through the analysis and characteization

of known DoS vulnerabilities to help developers and researchers orgnize
and understand the records of actual vulnerabilities and then, fo cus their
eorts to remove and prevent the introduction of new vulnerabilit ies
through the development of applicable solutions.

Keywords: Taxonomy, Vulnerability, Denial of Service, Linux Kernel

1 Introduction

Despite signi cant advances in system protection and exploit mitigation tech-
nologies, the exploitation of software vulnerabilities persist as one oftlte most
common methods for system compromise. Vulnerabilities are continualy dis-
covered even in the latest versions of widely used software.

Linux kernel is a commonly attacked target. Its size and complexity are
the main reasons for the existence of vulnerabilities in it. Only in2013, almost
200 vulnerabilities in the kernel were discovered and added to theCommon
Vulnerabilities and Exposures (CVE) database. This is a serious proldm taking
in count that the OS kernel is part of the trusted computing base (TCB) and
thus, any vulnerability in it could compromise the security properties of the
entire system.

In the last years, the number of new CVE entries related to denial-ofservice
(DoS) vulnerabilities in the Linux kernel has quickly increased. From 2005 to
date, each year more than half of the new CVE entries related to the Linux
kernel have been DoS vulnerabilities [1].

This situation has given rise to several researches on detection of vugrabili-
ties via code analysis and defenses against vulnerability exploitatin. However, a
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complete understanding of these vulnerabilities is necessary fahe development
of applicable solutions.

The rst step in understanding vulnerabilities is to classify t hem into a tax-
onomy based on their characteristics. A taxonomy classi es the large numer
of vulnerabilities into a few well de ned and easily understood @tegories. Such
classi cation can serve as a guiding framework for performing a systemat se-
curity assessment of a system. Suitable taxonomies play an importantale in
research and management because the classi cation of objects helps rasghers
understand and analyze complex domains.

Because of that, our research focuses on the design of a taxonomy for the
classi cation of denial of service vulnerabilities in the source cod of the Linux
kernel through the analysis of vulnerabilities and identi cation of characteris-
tics to make easier the development of applicable solution for their ntigation
and identi cation. The main contributions of our work are the de nition of the
taxonomy and the results of the analysis in which it is based.

The paper is organized as follows: we examine previous work on vulneraltyl
taxonomies in section 2, followed by a description of the methodology uskin
order to develop the taxonomy in section 3. Afterwards, in section 4, we pesent
the current results of our research; the de ned taxonomy, the classcation of
the vulnerabilities we analyze, as well as statistics related to theoccurrence of
certain vulnerabilities in our vulnerability set. Finally, in se ction 5, we conclude.

2 Related Work

Substantial research has focused on creating security taxonomies. Mgrof them
center on di erent aspects of a security incident: some classify winerabilities,
some methods of attack, and others security exploits. All previous taxonmies
have one main objective; to minimize exploitable software vulnerabities.

[2,3,4,5,6,7,8,9,10,11] presented general vulnerability taxonomies. Otherarks,
like [12,13,14] focus on over ows and constructed C vulnerabilities tawrnomies
focusing on C over ow vulnerabilities. [15] and [16] center on DoS and DBS at-
tacks and defenses taxonomies. Most of these taxonomies were later sutpsently
reviewed and analyzed further, as was done by [15] and [17].

3 Methodology

Based in [18], we de ne in Figure 1 our methodology for the design of the taxon
omy. We begin examining a subset of the vulnerabilities we want to @ssify. Next,
we identify general characteristics of these objects. Identi caton of these char-
acteristics leads to the rst e ort at a taxonomy. The characteristics are grouped
into dimensions that form the initial taxonomy. Each dimension contains char-
acteristics that are mutually exclusive and collectively exhaustive. This process
is based on the empirical data that has been gathered about the vulnerabtles
and deductive conceptualization.
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Once the taxonomy is de ned, we review it to look for additional concepu-
alizations that might not have been identi ed or even present in the mllected
data. In the process, new characteristics may be deduced that t imo existing
dimensions or new dimensions may be conceptualized each with thedwn set of
characteristics. It may even be the case that some dimension or charagtistics
are combined or divided. After that, we examine the vulnerabilities using the
new characteristics and dimensions to determine their usefulrss in classifying
vulnerabilities. Out of this step comes a revised taxonomy. Then weepeat this
approach, as appropriate, until we are su ciently satis ed that the taxon omy is
mutually exclusive, exhaustive, unambiguous, repeatable, accepteand useful.
However, such closure is subjective and di cult to de ne. After t he taxonomy
is completed, we proceed to evaluate and test the taxonomy identifyig missing
or unclassi ed vulnerabilities.

Fig. 1. Investigation Methodology Fig. 2. Vulnerability analysis process

3.1 Analysis of the vulnerabilities

The analysis process consist of four steps [19]: information recolleoti, veri ca-
tion, reproduction and documentation as presented in Figure 2. For therecollec-
tion phase, multiple reliable sources of information of the vulnerabiities should
be consulted.

The second step involves the veri cation and technical examination of ach
of the vulnerabilities. Based on the recollected information, a manualeview of
the source code of the kernel is performed to con rm their existene in code and
determine their cause and location. Then, in the reproduction st@, the objective
is to create or test a proof of concept or exploit to reproduce the vulerability and
recollect additional information. Finally, all the ndings must be doc umented.
This phase is done in parallel with the other phases and ends with anding
summary as showed in Table 1.
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Table 1. Finding Summary

Property Value
ID Di erent identi ers founded. For example, CVE and bugtraq IDs.
Localization  Localization of the vulnerability. File(s), fu nction(s), line(s).
Description Description of the vulnerability.
Cause Cause of the vulnerability.
Prerequisites  Prerequisites for the vulnerability to be exploit ed.
Remediation Founded remediations. Patches, modules, tools etc.
Exploit Existence of exploits.
CVSS Severity CVSS Severity score.
DREAD Risk Score according to DREAD metrics.

3.2 Evaluation and Testing

The evaluation of the taxonomy consists in proving that the taxonomy complies
with the characteristics of a well-de ned taxonomy. According to [7], satisfactory
taxonomies have classi cation categories with the following charactestics:

{ Mutually exclusive. Classifying in one category excludes all otherdbecause
categories do not overlap.

{ Exhaustive. Taken together, the categories include all possibilitis.

{ Unambiguous. Clear and precise so that classi cation is not uncertain, re
gardless of who is classifying.

{ Repeatable. Repeated applications result in the same classi cation,egard-
less of who is classifying.

{ Accepted. Logical and intuitive so that categories could become generally
approved.

{ Useful. Could be used to gain insight into the eld of inquiry.

A taxonomy, however, is an approximation of reality and as such, a satisfac-
tory taxonomy should be expected to fall short in some characteristicsMoreover,
this evaluation is subjective and di cult to de ne. Because of that, the phase is
complemented with a test, which should show the de ciencies oftie taxonomy
in a clearer way.

The test is formed by two parts: The classi cation of the set of vulnerabilities
analyzed, and the classi cation of a set of vulnerabilities that were notanalyzed.
The results of these two tests will show the correctness and robtisess of the
taxonomy.

Finally, according with the results, missing and unclassi ed vulnerabilities
have to be identi ed and evaluate if the process should be done again orhe
taxonomy is nished.

4 Results

In this section, we present the current results of our research. Athe time of
writing this paper, two iterations of the methodology shown in Figure 1 (step 1
to 8) has been performed.
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4.1 Analysis of the vulnerabilities

For the analysis, a set of 36 CVE entries of DoS vulnerabilities in the Limx
kernel 3.12 were selected. These vulnerabilities comprehendétentries added in
the rst 8 months (between November 2013 and June 2014) of the 3.12 kernel
lifetime. Linux kernel 3.12 was selected, as the latest longterm kel at the time
this research started.

For the recollection phase, multiple reliable sources were selemd. We col-
lect information of each vulnerability from sources like CVE[20], CVEDetails[1],
NVDI[22], Openwall[23], SecurityFocus[24], Linux kernel Mailing List[25]and Git
Linux kernel source tree[26]. Collected information included a bri€description of
the vulnerability, severity scores (usually CVSS[21] based), vularability types,
vulnerable software and versions and references to advisories, comrations,
tracks, solutions, exploits and patches.

During the reproduction step, a subset of the vulnerabilities was selected to
try or create a proof-of-concept (PoC) or exploit to reproduce them. Only those
vulnerabilities with a low access complexity (according to CVSS saore) or with a
usable existing PoC or exploit were considered. A virtual machine wh Debian
7.1.0 and a 3.12.0 vanilla kernel were used as a test system. Additiona]liternel
dumps were con gured and inspected to complement the veri cation sep.

As an example, we show part of the analysis of the vulnerability CVE-2014-
2523.

(a) CVEDetails (b) NVD

Fig. 3. CVE-2014-2523 information

Figure 3 shows the information recollected from CVEDetails and NVD web-
sites. Both sites present the o cial description from the CVE database. NVD
presents raw CVSS information, while CVEDetails present the same iforma-
tion but in a more descriptive way. Fortunately, the description is good enough
to start the code analysis. Now we search any of the three mentioned fuations
(dccpnew, decp_packet and decpeerror ) and check for any use of a DCCP header
pointer.
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Fig. 4. dccp_new vulnerable function

Table 2. CVE-2014-2523 Finding Summary

Property Value

ID CVE-2014-2523, 66279

Localization net/netlter/nf _conntrack _proto _dccp.c dccpnew (line 431),
dccp_packet (line 489), dccp_error (line 580)

Description Incorrect use of a DCCP header pointer, which allows rem ote at-
tackers to cause a denial of service or possibly execute arbitrarycode
via a DCCP packet that triggers a call to the dccp _new, dccp_packet,
or dccp_error function.

Cause Bu er over ow trying to copy dccp header in a pointer addre ss.

Prerequisites Net Iter enabled in kernel con guration (disabl ed by default). con-
ntrack and dccp _conntrack modules installed and running.

Remediation Change &dh for & _dh in dccp_new, dccp_packet and dccp-error
functions. (commit b22f5126a24b3b2f15448c3f2a254fc10cbc2k®)

Exploit Non-existent. A PoC was created.

CVSS Severity High (10.0) (AV:N/AC:L/Au:N/C:C/I:C/A:C)

DREAD Risk High Priority (8.4) (DP:10/R:9/E:9/AU:6/D:8)

As we can see in Figure 4, *dh is the pointer we are looking for. This pointe
is used to store the returned value of the functionskhheaderpointer. As pa-
rameters, we send the bu er, a data o set, the size of the dccp headeand the
reference of the header; however, we are sending the referencetibé pointer
instead. If we take a look at the code of theskh headerpointer function, it calls
another function that copies the content to the referenced bu er. However, the
reference received as a parameter is a pointer not the bu er. That mans that if
we receive a malformed DCCP packet, we could end overwriting memgron the
stack causing a complete denial of service. Worth noticing that if we eceive a
special crafted packet and have no stack protection, we could end up exuting
some malicious code.

Finally we document the results of our analysis. As mentioned before &
create a nding summary. Table 2 presents the nding summary for the vulner-
ability CVE-2014-2523.

4.2 Taxonomy
With our rst analysis, we identi ed 7 facets:

{ Cause of the vulnerability. Re ects the kind of error in the source mde that
caused the vulnerability.
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{ Location of the vulnerability. Refers to the location, in the source wde,
where the vulnerability is present and de ned as subsystems of th kernel.

{ Auvailability, integrity and con dentiality impact. Refer to the avai lability /
integrity / con dentiality impact of a successfully exploited vul nerability.

{ Access vector. Re ects how the vulnerability is exploited.

{ Exploitability. This taxonomy classi es vulnerabilities according to the cur-
rent state of exploit techniques and code availability.

The cause facet includes the next 5 categories:

{ Validation Error: These vulnerabilities arise due to failures in responding to
unexpected data or conditions.

{ Synchronization and Timing Error: These are caused by the improper sg&
alization of the sequences of processes or an error during a timing wiow
between two operations.

{ Resource Management Error: Vulnerabilities in this category are relatd to
improper management of system resources.

{ Exception Handling Error: These are caused by the improper responseot
the occurrence of exceptions.

{ General Logic Error: These vulnerabilities are caused by a bad logic in ta
implementation. Errors like using the wrong operator, uninitialized variable,
missing parameter, assigning instead of comparing and wrong operand order
belong to this class.

The location facet has the next categories:

{ System Call Interface (SCI): Layer that provides the means to perbrm
function calls from user space into the kernel. Founded in /linux/kernel an
llinux/arch.

{ Process Management (PM). Focused on the execution of processes. roled
in /linux/kernel and /linux/arch.

{ Virtual File System (VFS). Provides a common interface abstraction for le

systems. Sources are founded in /linux/fs.

Memory Management (MM). Sources founded in /linux/mm.

Network Stack (NS). Sources founded in /linux/net.

Arch-dependent code (Arch). Sources founded in /linux/arch.

Device Drivers (DD). Sources founded in /linux/drivers. Part of th e kernel

that makes a particular hardware device usable.

B e e R R

The availability facet includes the next categories:
{ Partial: There is reduced performance or interruptions in resourcs availabil-
{ I(t:y(.)mplete: There is a total shutdown of the kernel.

Con dentiality facet includes the following classes:

{ None: There is no impact to the con dentiality of the system.
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{ Partial: There is considerable informational disclosure. Access to somsys-
tem les is possible, but the attacker does not have control over whatis
obtained, or the scope of the loss is constrained.

{ Complete: There is total information disclosure, resulting in all system les
being revealed. The attacker is able to read all of the system's data (ilemory,
les, etc.).

Integrity facet includes the following classes:

{ None: There is no impact to the integrity of the system.

{ Partial: Modi cation of some system les or information is possible, but the
attacker does not have control over what can be modi ed, or the scope of
what the attacker can a ect is limited.

{ Complete: There is a total compromise of system integrity. There is acom-
plete loss of system protection, resulting in the entire system bing compro-
mised. The attacker is able to modify any les on the target system.

The access vector facet includes the next 3 categories:

{ Local. Refers to vulnerabilities exploitable only having an interadive, local
(shell) account that interfaces directly with the underlying OS.

{ Local Network: These vulnerabilities require having access to eiter the
broad-cast or collision domain of the vulnerable software.

{ Remote. Refers to those vulnerabilities remotely exploitable.

And the exploitability facet includes the next four categories:

{ Unproven: No exploit is publicly available or an exploit is entirely theoretical.

{ Proof-of-Concept: Proof-of-concept exploit code or an attack demonstrabn
that is not practical for most systems is available.

{ Functional: Functional exploit code is available. The code works in nost
situations where the vulnerability exists.

{ High: Either the vulnerability is exploitable by functional mobile au tonomous
code, or no exploit is required (manual trigger) and details are widelyavail-
able.

4.3 Evaluation and Testing

For this phase, we only performed the evaluation and the test with our seof
analyzed vulnerabilities. We classify our set of vulnerabilities oneach of the
described dimensions of our taxonomy. Tables 3 to 9 show the results dhe
classi cation.

During the classi cation, we identify the following problems on our taxonomy:

1. The facets' hierarchies need to be expanded. Subclasses are regdor a
better description.
2. The location and access vector dimensions are ambiguous.

Because of that, we decided that at least another iteration of our processsi
necessary. The location dimension could be divided according to theource les
and directories structure, rather than by subsystem. With the cause and access
vector dimensions, hierarchical classes could be de ned to avoid anduity.
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Table 3. Vulnerabilities based in their cause

Type Number %
Validation Error 22  61.11
Synchronization and Timing Error 7 19.44
Resource Management Error 3 8.33
Exception Handling Error 2 5.56
General Logic Error 2 5.56

Table 4. Vulnerabilities based in their
location

Location Number %
System Call Interface 3 8.33
Process Management 1 2.78
Virtual File System 3 8.33
Memory Management 3 8.33
Network Stack 14  38.89
Arch-dependent code 6 16.67
Device Driver 6 16.67

Table 5. Vulnerabilities by availability
impact

Availability Impact Number %
Partial 1 2.78
Complete 35 97.22

Table 8. Vulnerabilities by existence
of exploits

Existence of exploits Number %

Unproven 23 63.89
Proof-of-Concept 11  30.56
Functional 1 2.78
Complete 1 2.78

5 Conclusion

Table 6. Vulnerabilities by con den-
tiality impact

Con dentiality Impact Number %

None 27 75
Partial 2 5.56
Complete 7 19.44

Table 7. Vulnerabilities by integrity
impact

Integrity Impact Number %

None 27 75
Partial 2 5.56
Complete 7 19.44

Table 9. Vulnerabilities by access vec-
tor

Access Vector Number %

Local 22  61.11
Local Network 6 16.67
Remote 8 22.22

The results of an analysis of DoS vulnerabilities on Linux, a new DoS vularabil-
ities taxonomy and the classi cation of the analyzed vulnerabilities with the new
taxonomy were presented. The analysis results will enable Linux kerel main-
tainers, developers and researchers to better understand denial-service vulner-
abilities and prioritize their e orts according to the results pre sented. That way,
better tools, techniques and defenses will be created. Di ereity from previous
work, the scope of our taxonomy is DoS vulnerabilities in order to highligh the
characteristics and provide more useful information with the classkcation.
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Abstract. In recent years there has been an increase in the develogment o
different applications that rely on web browsers as their main interfacgets
and developers. This paper introduces a simple interface that allows tingpec
and navigating Java and C# objects through any XML-aware weiséroThe
web browser interface also allows displaying and executing all ¢tieoas that
belong to a specific Java or C# object that has been persisted on the 3yste
web browser interface is part of a framework for distributed object
programming in Java and C#, called Web Objects in XML (WOX).

Keywords. Web Browser Interface, Java Objects, C# Objects, Object Blavig
tion, Method Invocation, Web Objects in XML.

1 Introduction

Recently, there has been an increase in the development of differécatapys that
rely on web browsers as their main interface to users and devel®pe&rpapern-
troducesa simple irterface that allows inspecting and navigating Java and C# objects
through any XML-aware web browser. The web browser interface alsesadlis-
playing and executing all the methods that belong to a specific &% abject that
has been persisted on the system. The web browser interface istsinngde

The web browser interface presauhin this paper is part of a framewockeated
for distributed object programming, called Web Objects in XML (WOX) yhich
allows building distributed systems; it uses XML as the representatidhd objects
and messages interchanged [2]; and provides both synchrondussgmchronous
communication between clients and servers [3]. The WOX framewaskshecial
features; some of them taken from two paradigms used to congistrihuted sg-
tems: the object-based paradigm and the web-based paradigm, where J&# and
objects can be persisted by distributed or local applications.

The rest of the paper is organized as follows. Related work is presenteddn sect
2. An overview of the WOX framework is given in section 3. Secfialescribes how
to inspect objects through the web browser interface. Sectionvilgsoan explaar
tion on how to execute methods on specific objects that have leesisted on the
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system. Section 6 discesshow to navigate objects through the web browserr-inte
face. Finally,conclusions and future work are provided in section 7.

2 Related Work

This section describes some related work used to browse objects. Alttheaug
are existing tools to browse objects, none of them is incorpat@t@dramework for
distributed object programming, such as the one presented in this paper.

The Portable Explorer of Gictured Objects (PESTO) [4§ an integrated usen4
terface that supports browsing and querying of object databasaovis users to
navigde in a hypertext-like fashion, following the relationships that exist gnobn
jects. In addition, PESTO allows users to formulate object queriesgthrauinte-
grated query paradigm that presents querying as a natural extenbi@wsing, call
it query-in-place. This interface can be configutedlifferent object databases.

In [5] the authors propose an interactional operator dedicated to navigation
through time, which would allow visualizirgsnapshot of a claction of objects at a
given instant, or detecting and examining changes within objatdss They also
study how this operator can be integrated with the two maiestyb interactions
given invisual object database browsers: navigation within dectidn of objects,
and naigation between objects via their relationships, where users can expldr
navigate the states of a set of related objects.

The authors of [6] worked more on the definition of a language rataerthie @-
velopment of a tool for navigation. They created XQBE (XQuery By E@ma
visual query language for expressing a large subset of XQuery ina fosm, in-
spired by QBE, a relational language initially proposed as an alternative tp SQL
which is supported by Microsoft Access. According to the hierarchicalrenaif
XML, XQBE's main graphical elements are trees. One or more trees dematecth
uments assumed as query input, and one tree denotes the document pogdheed
query. Similar to QBE, trees are annotated so as to express selection prgdioates,
and the passing of information from the input trees to the output tree.

SOPView+ [7] is an object browser that supports navigation of a Batabase by
changing the base object. The base object is an object which is aobasisifation;
forward navigation is provided for the reference paths aheadedfdke object and
backward navigation for the ones behind it. SOPView+ allows userhange the
base object along the reference hierarchy among a number of databatg thgec
makes it possible for them to explore a large database until they findsobfabeir
interest on the limited screen space, solving the screen real estate problem.

The CORBA Object Browser [8% a web browser that can be used to directly i
voke methods on CORBA Objects using a specifically designed URinge The
URI for an object not only identifies the object but may also opfipiraclude the
name of the method to be invoked on the object and the parametergdetjuiras
been implemented by extending the HotJava bravidex browser has a mechanism
for supporting access to CORBA Objects that run on a secure ORBgththe
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CORBA Object Browser. Accessing secure objects through the éroeguires the
authentication with the remote ORB and may also need secure comtimmica

3  Web Objects in XML

This section provides a brief overview of the WOX framework, wiizinbines fa-
tures of distributed object-based systems and distributed web-basedssyStene of
the features of this framework are presented in the following paragraphs.

WOX uses URLs to identify uniquely remote objects, following the priasipf
the Representational State Transfer [9]. This is an important feature becaude all o
jects are uniquely identified by their URL and can be accessed anywhtre \dfeb,
either through a Web browser or programmatically.

This framework uses an efficient and e&syse serializer, called the WOX
serializer [2], which is the base of the framework to serialize objectsestxy and
responses exchanged between clients and servers. This serializer is a stetid-alon
brary based on XML, which is able to serialize Java and C# objects toaxilback
again. One of its main features is the generation of standard XMibfects, which
is language independent and allows reaching interoperability betweeremntiftir
ject-oriented programming languages. At the moment, applications writtea ava
and C# programming languages can interoperate.

WOX has a set of standard and special operations supported on remote and local
objects. These operations include the request for remote referencesmetdutix
invocations (web service calls), instance method invocations, destructijeats,
request for copies, duplication of objects, update of objects, uploadjesftsband
asynchronous method invocations. Some of the operations are descrlthgdTine
mechanism used by WOX in a method invocation is shown in &itur

Fig. 1. A method invocation in WOX.

The detailed steps carried out in a method invocation in WOX are the following:
1) The WOX client program invokes a method on a remote reference (thénwa
which the client invokes a method on a remote reference is exactiginieas that on
a local object, as far as the client program is concerned); 2) The WOritypeoxy
takes the request, serializes it to XML, and sends it through the netwiivd WOX
server; 3) The WOX server takes the request and de-serializes it to a WOX 4pject
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The WOX server loads the object and executes the method on it; 5¢dtheaf the
method invocation is returned to the WOX server; 6) The WOX server seritlezes
result to XML and either the real result or a reference to it is sent back ¢tethte
The result is saved in the server in case a reference is sent babk; WJOX dynan-

ic proxy receives the result and de-serializes it to the appropriate objécthjes or
remote reference); 8) The WOX dynamic proxy returns the result to @ ient
program.

JURP WKH :2; FOLHQW SURJUDPTV SRLQW RlaYLHZ LW MXVW
tion and gets the result back in a transparent way. The WOX client librariesooarry
the process of serializing the request and sending it to the WOX ;sasverell as
receiving the result of the method invocation and de-serializing it.

The following sections introduce the web browseerface, which allows theni
spection of objects through an XML-aware web browser, the exeaftimethods on
objects, and the visualization of them with three different madexperation: xml,
html, and image. It can also navigate remote objects, which allmhsré program
retrieving child objects of a given root object, through their XML represient

4 Inspecting Objects

Every Java or C# object that is persisted in the system, it is represeititl jrand
can be inspected through a web browser by typing the URL thasigned to it &
tomatically by the system. Figure 2 shows a web browser witexample of the
XML representation for an object of tihecturerclass. In order to inspect an object,
the user types the object URL in the address bar of a web browserxdmple:
http://carlosj:8080/WOXServer/WOXObject.jsp?id=62205878¢hich is a URL
representing an object wiild=6220587860on the system, which corresponds to an
instance of théecturerclass

Fig. 2. Inspecting a Lecturer object through a web browser.

The XML representation of theecturer object is easy to understand, clean and
compact. Every object is represented byhbjectXML element; and every field of an
object is represented byfield XML element, withname type andvalue attributes.
The Lecturer object in Figure 1 has five attributerstName with string type;
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lastNamewith string type; employeeNumbaewith int type; salary with doubletype;
anddepartmenwith string type. Figure 3 illustrates a diagram with ttecturerclass
and an instance of it, which is represented in XML previously.

Fig. 3. The Lecturer class and an instance of it.

Alternatively, objects can be inspected through the server database, hshdsh
all the objects that have been persisted on the system. Figure 4ashexample of a
server database, which can be accessed through the following: URL
http://carlosj:8080/WOXServer/WOXObjects.jsp

Fig. 4. A server database showing the objects persisted on the system.

The server database provides a table with three columns: the first coloms sh
the URL of the object; the second column provides its implementation atabshe
third column shows two hyperlinks. Thiéeew Objecthyperlink can be used to request
the specific object through its URL, and shows its XML representatiothe web
browser, as it was illustrated in Figure 1. Miew Metlodshyperlink is used to show
the web browser interface with all the possible methods that can be ingnkibe
specific object. The invocation of methods is discussed in the folloseictipn.

The server database is an interface provided by the system, which atioses to
persisted objects. This database can be seen as a directory for all thedoebgets,
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where the user can request the object to inspect its XML representation deexgcu
of its methods available through the web browser interface.

5 Invoking Methods on Objects

Since every object can be identified uniquely through its URL, dse possible to
invoke methods on persistent objects through a web browser. Agsample, the
URL below shows an invocation of tlgetDepartmenmethod, on an object of the
Lecturerclass, identified by th62205878@bject id:http://carlosj:8080/WOXServer/
WOXInvoke.jsp?objectld=622058786&method=getDepartment

The result of the method invocation is returned to the web browser as XML
which is the default mode of operation for the system, but it can alsetlirned as
HTML (by specifyingmode=htmlin the query string), in which case only thteing
would be returned. There is a special case in which the systenscamtirn anm-
age (by specifyingnode=imagen the query string), when the return type of a method
is an array of bytes that represents an image.

Using a web browser, the system is also capable of invokatlyads with pana-
eters of primitive data types, but not with parameters of other data tigsesser-
defined classes. This way of operation through the web browserilardgionthe way
in which Apache Axis [1Pallows invoking methods of classes. The main differences
are that Axis, which is SOAP based [11], does not have the concepbbfean, thus
the methods are invoked as if they were static methods. Another impoftardrate
in this mode of operation is that Axis does not support ppefaalified classes. In
this respect, the system enables the invocation of methods on any veeb (@bj
stance methods), and methods of any package-qualified class (statidshetho

Alternatively, the system provides the browser interface with all the pessib
methods to invoke on a specific web object. This is similar to thederofront end
for CORBA objects described in [8]. The web browser interface o$yhetem can be
accessed by typing the URL presented below, where it will presetteathéthods
available for invocation on that object (in our example, it ikeaturer object):
http://carlosj:8080/WOXServer/WOXInvoke.jsp?objectld=622058786=igure 5
shows this browser interface with three of the methods availabéelecturerobject.
The web browser interface can also be accessed from the server databasé sho
Figure 4, by clicking th&iew Methodsyperlink of the desired object.

When clicking thelnvoke Methodoutton of the desired method, a query string is
built internally with all the information needed for the method invocafldwe request
is sent to the system; the system will execute the method requested arategan
answer via an XML message with the result of the method invocatimsenh and
finally this answer will be returned to the web browser (the rejyre of the method
invocation is also specified in the web browser interface). The ggamfeexecuting
the method on the desired object is transparent to the user, since it ieedfd to
click the Invoke Methodbutton to request the execution of the specific method, and
wait for the answer.
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Fig. 5. Some methods available for a Lecturer object.

When the method to be invoked takes some parameters, the web hirdersace
provides the appropriate input boxes to enter the values to be sent wittetthed
invocation. Figure 6 shows some other methods bécturer object, which takes
some parameters. It should be noticed that the input boxes shahenvireb browser
interface are generated automatically by the system, according to the dataf tfyges
parameters. Also notice that every parameter is named according togheaxthich
they appear in the method signatysaraml, param2 etc.

In order to invoke thesetDepartmentmethod shown in Figure 6, the user must
provide theparamlparameter in the input box shown, which is of tgpéng. When
clicking the Invoke Methodbutton of thesetDepartmentmethod, a query string is
built with all the information needed for the method invocation orsgieeific object,
which is the following: http://carlosj:8080/WOXServer/WOXInvoke.jsp?objectld=
622058786&method=getDepartment&paraml=Finance

The web browser interface provided by the system is a veryeatnt way of
discovering and invoking methods on specific objects without needibeya or C#
client program.

6 Navigating Objects

The navigation of objects in the system allows a client program regieViid
objects of a persisted object. This is an important feature ofrémework, which is
very useful to retrieve only the child objects needed, instead of the eljgqe. This
can also be carried out through a web browser. In this sectiorillesgva different
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object, since we want to show how to retrieve and navigate thienuglbject which
has child objects.

Fig. 6. Some methods with parameters available for a Lecturer object.

6.1 Retrieving an Object

This subsection shows how to retrieve an object. Assuming thatbjbet to be
retrieved can be accessed through the followingURL.:
http://carlosj:8080/WOXServer/WOXObject.jsp?objectld=62205878bhe =~ XML
representation of the object retrievedhich is a list ofCourseobijects, is shown in
Figure 7. It can be observed that the root object has three chddt®ljentified by
theirid attributes with values 1, 2, and 3. The root object is identifjeithdoid attrib-
ute with the value of 0.

6.2 Navigating an Object

The inner or child objects of a root object can be retrieved indepiyndgrsped-
fying its id attribute in the URL of the specific object. For example, the following
URL retrieves the Course  object identified by id="1":
http://carlosj:8080/WOXServer/WOXObject.jsp?objectld=622058786&id=1.

The XML representation of th€ourseobject after it has been retrieved is shown
in Figure 8. It can be observed that only the child object specifieddesretrieved.
This is accomplished partly because of the XML representation of tleetsbpy
using identifiers for every child object.

Research in Computing Science (81) 201440



A Simple Web Interface for Inspecting, Navigating...

<object type="list" elementType="Object" length="3" id="0">
<object type= "Course " id="1">
<field name= "code" type= "int " value="6756" />
<field name=  "name" type= "string " value= " XML Technologies " />
<field name= "term " type= "int " value= "3" />
</object>
<object type= "Course " id= "2">
<field name= "code" type= "int " value= "9865" />
<field name=  "name" type= "string " value= "O- O Programming " />
<field name=  "term " type= "int " value= "2" />
</object>
<object type= "Course " id= "3">
<field name= "code" type= "int " value= "1134" />
<field name=  "name" type= "string " value="Web Progra mming" />
<field name=  "term " type= "int " value= "2" />
</object>
</object>

Fig. 7. XML representation of a list of Course objects.

Using this important feature, it is possible to retrieve only partspdrsisted lo-
ject. This feature can be used through an XML-aware web browsse wie object
can be seen, but it can also be used programmatically from a Javecler€#appi-
cation, using the framework for distributed object programming.

<object type="Course" id="1">
<field name="code" type="int" value="6756" />

<field name="name" type="string" value="XML Techno | ogies" />
<field name="term" type="int" value="3" />
</object>

Fig. 8. XML representation of a list of Course objects.

7 Conclusions and Future Work

This paper presented a simple web browser interface to inspect, navigateaked
methods on Java and C# objects, which are persisted gydtean. The web browser
interface is part of Web Objects in XML (WOXan interoperable framework for
distributed object programming. It has been shown how objectdbeanspected
through a web browser; how to dizer the methods to be invoked on them; and
finally, how to navigate through objects in order to retrieve spediiid objects. One
of the key advantages of the web browser interface is that a usespaant, navigate
and execute methods on objects though any XML-aware web browseuinitbel -

ing any Java or C# program. The interface is intuitive and easeto
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Further work is needed in order to allow the invocation of metgtls parane-
ters representing objects of user-defined classes, because at the nararmetqrs of
methods can only be of primitive data types. Additional work is eg&udthis respect
to provide an interface to upload this type of parameters. The faepodsenting
objects in XML is a great advantage, since they can be stored presKiL files,
which facilitates their management.
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Abstract. The voice is a natural means of interaction between users and mobile
devices. Currently, most of the applications based on speech recognition for mobile
devices performsearches on large databases through web services without strict
voice recognition. These web services require too many resources of storage and
processing, which creates a dependency between the mobile device and the
communications network. In this paper a word recognition algorithm is presented to
perform speech recognition. The processing algorithm is performed in the mobile
device. The main contribution is the recognition of words, not just limited to
syllables. Word recognition is performed by extracting characteristics through
discrete wavelet transfornitaar, to calculate the estimate of the variation of the field

of sampling and finally we applied fuzzy logic.

Keywords.- speech recognition, mobile devices, discrete wavelet transform, fuzzy
logic.

1. Introduction

The ability to recognize human speech has been an area of interest mainly to the large
variety of applications that can be performed. One of the priorities in the development
of mobile device technology is to improve the quality and capacity for speech
recognition. The speech recognition allows mobile devices adapt the voice
information in a comprehensible way, which means the identification and
understanding of the information received[1].

One objective of speech recognition systems is to facilitate communication
between the user and the device, through the development of applications. There are
applications for control systems, through spoken commands, utilizing a voice user
interface (VUI), useful for controlling multiple devices, especially for people with
certain physical disabilities or working with multimodal interfaces [2]. Other
applications allow the user iteration with lexical recognition systems, predefined or
online. In this paper, an adaptive VUI [3] mobile device is proposed, to identify words
in a noisy environment.
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Notwithstanding the recent development of methods for speech recognition based
in a data base (Google speech recognition API) [4] and synthesis [4], implementations
have been performed on personal computers and through remote servers, still have
some unresolved needs of embedded systems for mobile devices, autonomous
systems, offline systems, control systems, interactive voice, computer equipment for
people with physical disabilities. The recognition of large vocabulary of the human
speech requires complicated algorithms with big amounts of computations and large
memory spaces [1-4]. This results in high energy consumption, greater recognition
time and increased error rate. In this paper we use of the discrete wavelet transform
(DWT), for extraction of the main characteristics of the voice signal, is proposed in
addition to providing compression of the voice signal, resulting in reduced energy
consumption, computational complexity and eliminates dependence on the network
with an Internet connection. The proposed algorithm with the DWT, decomposes the
signals in different frequency components, it possible to locate a specific vibration
signal [5]. The DWT can be used for a wide variety of signal processing tasks, such as
compression, noise elimination and enhancement of recorded speech [5]. DWT Haar
is considered due to the facility in performing its calculations and characteristics
relating to the preservation, compaction and redistribution of energy, all without
altering the original signal [5]. After applying the compression and obtaining the
spectral content of the audio signal with the DWT,; continues for extracting
characteristics, such as: the variance, standard deviation and the average, and the
recognition result is obtained by means of a logic fuzzy that takes as input the result
of the application of the DWT-Haar. A method of speech recognition for mobile
devices offline for uncontrolled environments, as well as a system to reduce
dependence on the internet is proposed. This system of speech recognition is installed
on a smartphone with Android 4.0 operating system, with a RAM of 512 MB and a
processor Qualcomm MSM7225A @ 800 MHz-1256 DMIPS, with which superior
results were obtained at 70% for noisy environments these results are shown in the
fourth section. This paper is organized as follows: the second section presents some
recent works, the third section presents the architecture and the speech recognition
system proposed, the fourth section presents the speech recognition tests performed,
and an analysis of the results and finally, conclusions are presented.

2. Related work

According to [1], speech recognition is the ability of a machine or other device to
identify words or phrases and convert these in action.
There are two types of speech recognition systems:
l. recognition systems based on speech recognition methods operate directly on
a voice terminal.
Il. recognition systems based on methods of speech recognition voice operated
from a server.
Those that use a server to transmit the sound signal or voice characteris#cs to th
server, which runs on a search engine and returns the speech recognition to the
device, it runs so online. The speech recognition systems operate on a server has a
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search engine of the word possible matches found, this type of recognition systems is
restricted to small vocabularies of certain areas or geographic areas[1].

Placing a speech recognition system on a mobile device and is connected to the
server to continually search for the word causes the energy consumption is higher.
Currently, the way speech recognition for mobile devices is working through services
on the network. The speech recognition is essentially an integration of automatic
speech recognition (ASR) and search for the words that match the voice in a database
located on a server [6-7]. To improve search precision, some voice search systems
also include a module for natural language understanding (NLU) to analyze the output
of the ASR in significant segments [6]. Services of speech recognition in network
resource-intensive storage and processing[8-10]. An example of how these resources
are used in [11] where some of the important features for the development of the
Voice Search application are listed by Google as it is the power of the database and
the schema for the generation of the structure recognition of patterns of language you
lie to the specific case of the creation of the modeling language together its relevant
database is shown in [12], this for the Mandarin-Chinese language by Google.

Finally in [13] a system for speech recognition to the Japanese language is done
using the Google database. The use of these resources creates a dependency between
the mobile device and the communication network as well as has some other
problems such as vulnerability to noise, high computational complexity, high memory
consumption, high energy consumption and unfriendly interfaces to user [8-10].

3. Proposed method

The most significant problems in speech recognition systems are related to the
individuality of the human voice (such as age or gender to name a few), dialect,

speaking rate, the context of phonics, noise background, the characteristics of voice
acquisition device (microphone), and the directional characteristics of the source

speech signal, among others [1-3]. All these problems are considered in the proposed
method, because the objective of this research is that the speech recognition is
inherent to the environment and the people who use the application. The speech
recognition module, based on the DWT-Haar, comprises three main blocks: encoding
and compression, feature extraction and recognition, as shown in Figure 1.

Fig. 1 +Block diagram of the proposed method.

The following subsections explain each of the blocks of the proposed module.
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3.1 Block for enconding and compression

In this block, two vectors are obtained: The approximation vector (AV) and the
fluctuations vector (FV).

These vectors are obtained when DWT-Haar is applied in the original speech
signal. The size of the vectors AV and FV is half the size of the original speech
vector. The AV vector contains the low frequency components of the voice signal.
The vector FV contains high frequency components of the speech original signal. For
this work the AV was chosen, because this vector has the largest amount of
information about the speech original signal. To encode speech signal through native
methods of recording, signal compression is obtained through the AV with WAV
format. Compression has a rate of 22050 samples per second with 16 bits per sample
without encoding pulse code modulation (PCM). In the Figure 2, the wavelet

decomposition of the original signal is shown in the vectorypy pw, 21 » and the

vector FV, Yui_piws 2] - Where W/ 2 s half of the speech signal original vector
length.

Fig. 2 +Block diagram of wavelet decomposition to the speech original signal.

With the wavelet decomposition of the speech signal and using the vectors AV-FV, we
can see the spectral content of the signal, as shown in Figure 3.
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Fig. 3 tApproximations sub-vector obtained of the speech original signal.

In Figure 3, the plotting of the AV vector, obtained from DWT-Haar decomposition
of the speech signal is displayed. This graph shows the reduction of 44,100 samples
per second (standard WAV file) to 22,050 samples per second. In this vector, has the
highest energy input speech signal therefore has the highest content of key features to
extract the spectral content of the speech signal and is found in the word contained.

3.2 Block for extracting features

This block obtains the corresponding features of each input speech signal. This
extraction is performed in the AV obtained in the previous block. Acquired
characteristics are energy Eq. (1), the standard deviation Eq. (2), variance Bd. (3) a
the center frequency of the speech signal in the AV.

ElYio_o[nl] = oo olm =
n 5 2)
lyLo_D = CEQ(Oy(LO_D) - YLO_D ) /n
\ m=1 m
3)

> _ CnJO 2
]yLo_D = m:l'(OY( Lo D), " Yo D) /N

n
Wherey, p = C%, p/n represent de mean value of AV, amdw/2
b= =3
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3.3 Block to recongnition

This block is determined by the spoken word. The words used are suggestetl: "Hola
and "Adios", and also "High" and "Potato". The words "Hola" and "Adios" in
particular were chosen in order to show that the system works with high statistical
dependence as shown in Figure)4, contained in the green circle overlapping of
these two words is observed.

a) b)
Fig. 4 +Graphic of energy vs. standard deviatanwords3+ ROD "~ \ 3$%§5'High and
SRW.DWR~

Unlike the words "High" and "Potato", which in Figure 4 b), the statistical
independence is observed. This task is accomplished by using speech recofmiio
entries in this block are the characteristics of the speech signal.

Fuzzy logic was used for word recognition in speech signal. This technique
allows determining whether a spoken word in the set of speech signal features vector.
Fuzzy logic is performed using the membership functions [14] for each of the features
extracted from the equations (1), (2), (3) and (4). The membership function indicates
the degree to which each element of a given universe belongs to a set. If the set is
crisp, the membership function (characteristic function) take the values {0,1}, while if
the set is blurred, it will take in the interval [0,1]. If the result of the membership
function is equal to 0, then the element is not in the set. In contrast, if the result of the
membership function is 1, then the element belongs to the set completely[14].
Gaussian membership, Eq. (4), is used for the purpose of this word recognizer in the
speech signal by using fuzzy logic. The Gaussian membership is specified by two

parameters {C, j’. to determine the boundaries of the speech signal, and also to

determine where the greatest amount of information is presented in the spectral
content of the word to be identified.
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,,(;)2
Gaussiafix:c, ) =e * * )

The Gaussian function is determined by the valWl¢&K H\ W D N.HNVHerd® Q G
UHSUHVHQWY WKH FHQWHU RI WKH IXQFWLRQ DQG 1 LV WKH VW
c is the mean value, and each value is the mean average of each standard sample, and
1LV WKH VWDQGDUG GHYLDWLRQ Rl HDFK WHVW SDWWHUQ

4. Tests and results

The module for speech recognition embedded was implemented on a mobile device.
7KLY PRGXOH LGHQWLILHY ZRUGYV 3+ROD" DQG 33$GLyV" DQG DO
The speech recognition system was tested in a smartphone with Android 4.0 operating
system, 512 MB RAM and Qualcomm MSM7225A @ 800 MHz-1256 DMIPS
processor. A population with diverse gender and age were chosen for testing. Samples
are shaped with a total population of 12 people, 6 men and 6 women. The ages are
classified as follows. People over 50 years old: 3. People between 30 and 50 years
old: 3. And people between 20 and 30 years old: 6.

To execute the embedded module, the audio is acquired through the microphone
of the mobile device. The speech files that were used have different environmental
conditions, because they want to test the robustness and accuracy of the identification
of the word within the audio file. The module was also tested in different languages.

Tables 1 and 2 show the results obtained from the algorithm for the embedded
module. In these tables you can see the quantitative results of this algorithm. Also a
comparison between the signal acquired and processed audio signal is shown.

Tablel 5HVXOWYV REWDLQHG E\ WKH Hél& HI@@id PRGXOH WR LGHQWLI\
Embedded module
Processing

time (seg) Sp(%) | Se(%) | ACC(%)

age>50 0.109 69.35| 93.33| 71.08
age>=30&&age<=5( 0.116 71.87 | 96.66| 66.66
age>=20&&age<30 0.106 69.49| 100 70.55
Average 0.110 70.23 ] 96.66| 69.43

Agerange

Table 2 Results obtained by the embedded module to ideritiigh” DQG 33RWDWR’
Embedded module
Processing

time (seq) | SP(%0) | Se(%) | ACC(%)

age>50 0.107 68.25| 98.90| 73.34
age>=30&&age<=5( 0.120 64.82| 97.56 | 72.22
age>=20&&age<30 0.120 63.22| 100 73.33
Average 0.115 65.43| 98.82| 72.96

Age range

Performance results are calculated from the speech signal processing through the
mobile device. To test the performance of the proposed method, we consider four
cases: two for correct classifications and two for misclassification. The classifications
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are: true positive (TP), false positive (FP), false negative (FN) and true ng@aive
By using these different measures of performance metrics as the following relation is
obtained [15]:

Specificity = TN/(TN+ FP) (5)
Sensitiviy = TP/(TP+FN) (6)
Pr ecision=(TP+TN)/ samplesofseechsignb (7

Specificity (Sp) is the ability to detect samples that do not correspond to the
audio signal. The sensitivity (Se) reflects the ability of an algorithm to détect
sample audio signal. Accuracy (ACC) measures the ratio between the total number of
correctly classified samples (sum of true positives and true negatives) by the number
of samples of audio signal[15]. The positive predictive value, and accuracy rate, gives
the proportion of samples of the audio signal identified which are true [12,16]. That
is, the probability that a sample of the audio signal is identified as true positive. From
the results of tests concentrated in Tables 1 and 2, we note the following. The module
embedded on the mobile device detects up to 70% of search word (Sp) and up to
96.66% for detecting those who have the search word in the audio file (Se) for the
Spanish language. For English language, the embedded module detects up to 65.43%
the search word (Sp) and up to 98.82% for detecting those who have the search word
in the audio file (Se). In the case of the Spanish language, an accuracy thaaater
69.43% is obtained at a time of 0.110 seconds. And for English, an accuracy of
72.96% is obtained in a time of 0.115 seconds. The range of ages, regardless of
gender, who presented the best accuracy for word recognition within the mobile
device is above 50 years old, for the Spanish language, Table 1. In the case of English
language, the same behavior was presented. The greatest accuracy was obtained with
the elderly 50 years old, Table 2.

In the case of the Spanish words that begin or end with the same phoneme, such
as cases that were used in this research as "Hola" and "Adioés" as well as the noisy
environment of the cell itself and the age range of the people, causing the rpte of S
and Acc is, decrease its performance.

In [4], a module for recognizing isolated words, in real time, on a mobile device
is presented. In this study conducted with a sample population of 10 people in total.
This population consists of 5 men and 5 women, and the age range of the members of
the population is not mentioned. Replays of the audio signals on the mobile
performed 3 times to create an average error. The tests in this work were attacked
with white noise with SNR, Eq. (8), between 15 and 30 db[4].

SNR__M (8

Yio D

The SNR has a uniform distribution, so that altering the signal audio not affected
and a substantial modification of this signal is taken. This is different to present audio
signal to ambient noise, because in this case the signal is affected by impulsive noise.
And this kind of noise no predictable distribution, generating in certain sections of
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audio are altered significantly. The results presented in [4], are returned in a time of
11.61 ms and with an average of 61.4% in the worst case, when the signal is changed
to white noise. And an average of 90.2% is obtained when the audio file is in a
controlled environment.

5. Conclusion

The proposal presented in this research for isolated word recognition in a mobile
device in uncontrolled environments gives yields higher than 70% in less than the
time 0.120 seconds. This embedded word recognizer module requires no prior
training or generation of a dictionary as those currently commercially. Also the so-
embedded module works offline, ie; not require a connection to the network in order
to perform their job recognition. This streamlines its use and management, adding
portability and the generation of an App to be used as a tool in voice commands or
support systems in any treatment such as Luria tests. We note also that being a
working embedded system offline use so the battery is not as affected in the
performance of this. The word recognition system achieves work for any genre and
any age group not presenting any difficulty, to be altered or amended by voice acuity
or severity of the tone of speech signal for the gender of the user, as well as the
possible echo the voice generated by age.

Concluding finally that although in some cases the performance is not expected,
than the results shown in [4], embedded system mounted on an FPGA, where the
processing is done faster and transparent manner.

Aknowledgment

The work is supported by Instituto Politecnico Nacional (IPN), Mexico.
References

1. Husnjak S.; Perakovic D.; Jovovic |.: Possibilities of using Speech Recognition
Systems of Smart Terminal Devices in Traffic Environmé&mrgcedia Engineering,

vol. 69, p.p: 778787, 2014.

2. Oviatt S., Julie A. Jacko,The human-computer interaction handbook:
Fundamentals, evolving technologies and emerging applicatioRG-Press, p.p:
286-304 , 2003.

3. Ons B.; GemmekeJort F.; Van Hamme H.: Fast vocabulary acquisition in an NMF-
based self-learning vocal user interfa€emputer Speech and Languagel. 28, p.p:
9974017, 2014.

4. Sledevic T.; Tamulevicius G.; Navakauskas D.: Upgrading FPGA Implementation
of Isolated Word Recognition System for a Real-Time OperaibEKTRONIKA IR
ELEKTROTECHNIKAvol. 19, no.10, p.p: 1-6, 2013.

5. Walker,J. S., University of Wisconsi®y Primer on WAVELETS and Their
Scientific ApplicationsChapman and Hall/CRC, Second Edition. 2008.

6. Feng J.; Johnston M.; Bangalore, S., Speech and Multimodal Interaction in Mobile
SearchSignal Processing Magazineol. 28, no. 4, p.p:40-49, 2011.

153 Research in Computing Science (81) 2014



B. E. Carvajal, E. Hernandez, F. J. Hernandez, A. Meneses

7. Jeong, H.D.J.; Sang-Kug Y.; Jiyoung L.; llsun W.ooseok H.; Hee-Kyoung SA
Remote Computer Control System Using Speech Recognition Technologies of
Mobile Devices,Innovative Mobile and Internet Services in Ubiquitous Computing
(IMIS), p.p: 595-600, 2013.

8. Cohen, J.: Embedded speech recognition applications in mobile phones: Status,
trends, and challengeAgcoustics, Speech and Signal ProcesslBE&E International
Conference, p.p: 5352-5355, 2008.

9. Marshall J.; Tennent PMobile interaction does not esti Extended Abstracts on
Human Factors in Computing System$: 2069-2078, 2013.

10. Flynn R.; Jones E.: Speech Enhancement for Distributed Speech Recognition in
Mobile DevicesConsumer Electroni¢dnternational Conference, p.p: 1-2, 2008.

11. Schalkwyk J.; Beeferman D.; Beaufays F.; Byrne B.; Chelba C.; Cohen M.;
Kamvar M.; Strope B.; Google Search by Voice: A case study, Weinstein, A.
Visions of Speech: Exploring New Voice Apps in Mobile EnvironmeSB{singer
2010.

12. Shan J.; Wu G.; Hu Z.; Tang X.; Jansche M.; Moreno P.: Search by Voice in
Mandarin Chinesdnterspeechp.p: 354-357, 2010.

13. Shimada T.; Nisimura R.; Tanaka M.; Kawahara H.; Irino T.: Developing a
method to build Japanese speech recognition system based on 3-gram language model
expansion with Google databagsmnference Anthology IEER.p: 1-6, 2013.

14. Cavus N.: The evaluation of Learning Management Systems using an artificial
intelligence fuzzy logic algorithmAdvances in engineering softwam®l. 41, no. 2,

p.p: 248-254, 2010.

15. Mufioz Pérez C., Cabrera Padilla D., Carvajal Gamez B.E., Gallegos Funes F.J.,
Gendron D., Segmentacion automatica en imagenes RGB aplicando la técnica Fuzzy
C-means morfologia matematica para la ayuda de la foto-identificacion de cetaceos,
COMIA 2014 in press

16. Kumar A.; Tewari A.; Horrigan S.; Kam M.; Metze F., Canny J.: Rethinking
Speech Recognition on Mobile Devica M, p.p: 16, 2011.

Research in Computing Science (81) 201454



SECOND ORDER IDENTIFICATION FILTER

J. J. Medel 3, M. T. Zagaceta A K. A. Aguilar C

1.3 Computing Research CentAv. 100 Metres, St. Venus S/N, Col. Nueva Industrial fajle
CP. 07738

2 Mechanical and Electrical Engineering School Av. De3eanjas N. 682 Col. Santa Catarina
CP 02250.

Abstract. The identification process shows the internal dynamtestaased on
a reference system commonly known as a black box schemegrbthile tranis
tion and gain functions, and an innovation process. Unfdglynan this sense,
the exponential transition function considers the unknown int@arameters.
This means that the internal states description does ni@tepeth these con-
ditions considering the internal dynamic gains inaccessiblainagthis diff-
cult there is an approximation using the estimation technibjois paper p-
sents estimation for a single input - single output (SI®GJel with two delays
known as a second order system. This is a special technidcle ddscribes
the black box internal gains, allowing the transition fumctm have a sense of
identification. The estimator built on the second probabitigment form has
an adaptive strategy allowing a sufficient convergente irgo identification
results. The filter is integrated with two actionsjreation and internal states
description, seeking a good convergence level considerirgradeent descrip-
tion. Therefore, the theoretical result demonstrates ttez fitrategies.

Keywords: Digital Filter, Estimation, Functional Error, Ident#ition, Stocha-
tic Gradient, Reference Model.

1. Introduction

A physical system must be performed as a model mathmaihatvalidated with
different processes. The difference between the real osigptem and its mathemat
cal output representation tends to be a predefined bounde&mh.r&he model as a
black box scheme establishes a relationship betweesutpat and input signals sy
tem. In particular, the internal states are non-obbésaand are related mathemat
cally between the input and output signals through thefaafumction.

The system viewed as a black box permits the transfetifumwithout access to
their internal dynamics in a direct form. In this casefilter process is necessar
describing the states indirectly; i.e., the identifma is a technique describing the
internal states [1-2]. This system commonly givesdhigut online without knowing
what happens inside at a specific time. Therefore,etlntques were developed and
applied into the identification filter structure [3]. Theamtal dynamics description
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was based on the early work of identification dependindpertransition function [4],
which in its simplest form obtains the primitive eqaoatincluding the internal gain
[5]. The digital filter identification can be seen illusively in Figure 1.

Output
Signal
Estimation

| |
Input , '
o*—> . !
Sgnal . Filter Output
i st Signal
Filtered

—> Algorithm |

Figure. 1. Black Box and Digital Filter.

The black box system evolution is achieved through intetipplahethods ap-
proximating the response to a real output system [6]. @heneter function plays an
important role in the convergence rate considering it @ffida® model evolutions [7].

In control theory, equations are commonly used in thesstiace meaning the
mathematical model depends on internal states and paraff8dtdrs spite of this,
internal unknown conditions are described using combé@stichation and identife-
tion techniques [9]. The output velocity state changes witmded movements, so
that the model proposed corresponds to a second ordetwdtklelay states [10].
Therefore, the parameter estimation in state spacesciretdisorm is applied into an
identification model [10]. Once estimated and adapted tidentification technique,
the evolution adjusts the estimation results convergingutmubidentification filter
to the desired output answer [11].

The estimation technique is classified into recursive amdracursive. A Non-
recursive technique corresponds to a final parameter veétaecursive techniques
process evaluates the evolution parameters through time [h2¢ Qarameters are
obtained, the transition function is built [13].

The internal dynamics reference system in simple fornsiders the input and
output bounded signals viewed as linear and stationargipritbability sense [14],
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with unknown parameters [15, 16]. The traditional identifa@raprocess is not feas
ble if the gain used for the transition function isdesihe black box [17].

The transition function being applied in the adaptive piebased on: 1) thei-
tial conditions of the transition function. 2) The setq@nobability identification error
moment form. 3) A criterion dynamically modifies therga

The identification error was obtained by the differendsveen the reference sy
tem response and the filter. To achieve the identifinait is necessary to know the
transition role and parameters through the second pripabibment. Once internal
parameters are estimated, the transition function i$ taulbe applied in identifying
the internal states. The identifier signal and the fanat error built on the basis of
the second probability moment correct the estimatioradhcally, making the inte
action lead to the filter in the convergence region.

The estimation and identification are related by the foneli error, obtaining a
dynamic digital filter. According to the following order ethetrieved estimation is a
gradient stochastic type accessing the system output. Tintfigdgion is described
by the recursive structure and also, the functionat .efitte estimation and identifie
tion findings are presented. In general, the importantkeofransition in identifia-
tion is solved using the estimation as an adaptive proeedur

2. Theoretical Analysis

The estimation descriisthe black box internal parameters system, but is iti{poss
ble to estimate parameters that affect the identiicdtlter? The answer is yeseb
cause the transition function affects the convergémteeen the identification and
reference signal. Therefore, the estimation would Ibeqgfahe identification consid-
ering the transition function built with estimation paeters. The adaptive process is
built considering that the estimation is based on foneliidentification error affée
ing the gains in direct form as shown in Figure 2 udiregsymbols of Table 1,ed
scribed in finite differences.

Table 1. Black box symbols

Input,
) From inputto output,
Output,
V5 Signal delay , T, , A L JV°
@ Algebraic adding signals
o Algebraic multiplicity signals
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disturbance

Output Se

parametre

Stochastic
input
Rs

output

%

Excitationb
parametre

Ay

internal delay
parametres

Figure. 2. Filter Estimation Scheme.

Figure 2 considers the output state spagenith external perturbationn). Inside
the box with a dashed line is known as dynamic interagdpeters described in state
space recursive form.

The reference system according to [18] has a recursine (fo) in which the state
space according to [19-21] is a functionxf f(a,,a,,X, 1, %, ,,bV,): With ou-

puty,  f(c,x.,d,w,), as shown in Figure 2, whery, : w(k),k t0 " is a stochs:
tic description bounded by a Gaussian proceggp Ke - \@k f). ,» and
Y0 MK,k to with N(P Kk, 2 f) .

In Figure 2, the identification filter requires knowingethstimated internalap
rameters. Then the identification filter includes thBneation technique implemented

as a system.

Theorem 1 (Adaptive ldentification). Consider a black bastesy described by a
second-order stochastic model expressed in finite diffee(l)

Yo GX W withaninternal state ax , ax , by. (1)
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Bounded in time evolutionW f according to [22] and,_, is the frequency

k
representing either bounded , ~ f [23] with respect tO/\\I\(k),k t0 and
Mk),k t0 " such as discrete stochastic processes described by
N(P k, 12 f)k,f .+ N(P k,W¥ f)k «f . and satisfying

X % 10 Vi ® f’““@; with parametesa, a,  f based on an error identification

and its variance with respect[&0-23] and )Q described in (2).

YW D, D, A @

with

SR SR
Proof (Theorem 1): Considering the recursive funeti@nror in (3).
3o HEE (kDI ®3)
The identification error described in (4):
& Vi X% (4)
According to the system (1), the output signal is describ€)i
Yo d@%i: &%, by, dw (5)
With one and two delays, the output signal is (6):
Yer %1 OW,, Vo CX, dw, (6)
The unobservable states f§f ; and Y, , are solved in (7).
X1 C'¥i Cldw,
X > C'., cldw,
Substituting the equation (7) in (5) has (8):

(7)

Yo day.(c 1Yk 1 C ldV\& 1) Ay 4(C 1yk 2 C ldW( 2) bvi,) dw

Yo CaC'Y,; GacC'y, , cac'dw, cac'dw , cby, dw ®)
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Reducing terms as shown in (9)

Yo @Yk1 &Yko2 aWk

Where the Gaussian general noise (10)

d%, ~ ad® , adm , cby, d¥. & a, da a,

Considering the equation (9) in (4) the identification errorthagorm (11):

& AV, &Y., W W
Developing (11) in (3) obtains the functional error (12):
A arEY, aEy, dER END
2[(51E/§Q/k . &E bk » OE )@VK )
(BDEY M (@D)E Vi vk 2 (RADE yi W )]

The stochastic gradient of (12) with respec8toachieved in (13).

A)a AEVE L AEMk 1) (BEVK ko  dE i )]

From (13) the estimated val@ consideringE®, ,y, , 0, E¥, W,

described in (14)
I E = N
@ I&Q/Zk 1)
EYia
The stochastic gradient of (13) with respecagé), is shown in (15)

@( ENYi 2)

EVe »

The adaptive identification finally has the form (16)

¥ g;%yl(l @kykz awk v
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3. Conclusion

In the black box concept, the exponential transition fonds inaccessible consid-
ering the unknown internal parameters and the ideniticadoes not operate with
these conditions.

The estimation technique based on stochastic gradientssthie difficulty.
The system considered was a single input - single o(®80) model with two e
lays, described as a second order structure. The estinpatirameters were built on
the second probability moment form and have adaptiagegiies allowing a sufficient
convergence rate in the gradient sense. Finally,ddtification was integrated with
the both estimations into a traditional identificatidme theoretical result described
the filter strategies integrated as an adaptive filteicgire.
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Abstract. In this work anew experimentahodel of feature extractidior EEG
signalsis proposedhaving as main characteristic the generation of patterns that
can be classified with less computagl costand better performancéhe
proposed algorithnis based on segmentation stripes of the signal applied to a
testconsisting orrecaling the name obnecolor out of 4, that are presented to

a subject of study in screen. During this period th&Ei€tivity of the subject

is measured withraEMOTIV device. The proposed segmentation method was
applied to 100 samples to classify them according to the corresgocalior,

and then 9 different machine learning techniques were used. Ith@mafthe
proposed model performed bettdre simplicity of our modehelpsto achieve
better performance in space and time at the time of claatsific

1 Introducci—n

Desde sus inicios hace poco mis de 30 a—os lagaktesrCerebre Computadora o
BCI (por sus gilas en inglZs) se han enfrentado a diversos retos de investigaci—n y
desarrollo, debido principalmente a cuestiones tZcnicas, antlisifod@maci—n y
entendimiento sobre el funcionamiento del cerebro humblog. en d’a existen
diversos estudios alrededde este problemaor ejemplo Imagen por Resonancia
MagnZtica(fMRI) o Magneto encefalograf§MEG) [1, 2]; sin embargo parastos
celtimosse requiere de equipos altamente sofisticados con asbsscylaboratorios
con condiciones adecuadds opci—mzsviable para muchos de los investigadores
desde los inicios hasta fechasigue siendo la Electroencefalograf'a (EE&)4]. La
EEG requiere de equipos mena®stsos que otras interfacePentro de este
contextq los avances tecnol—gicos han dadso p@ una nueva generaci—n de
dispositivos portttilesalescomo NeuroSky EMOTIV [5], los cuales han permitido
gue la investigaci—neydesarrollo de sistemas BCl sea mis acceddsenportante
mencionar que el rendimiento obtenido en comparamr-guipos profesionales es
menor debido principalmente a la frecuencia de muestreo y la capacidagri@is

el ruido de la se—46, 7, 8].

* Agradecemos el apoyo del getno de MZxico y el IPN (CONACYBNI, SIRIPN,
COFAA-IPN y BEIFFIPN)
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Sin importar la finalidad con la que se emplge sistema BCI comoenmetite los
siguientes componentes: adqoisin de se—al, procesamiento de la se—al, extracci—n
de caracter’sticade la se—al eterpretaci—momo se muestra en la Figura 1.

Figura 1- Componentes de un BCI.

En la actualidad la mayor parte del trabajo de itgasi—restt orientado a los
componentesle[9]:

¥ Procesamiento Se utilizan tZcnicas tradicionales de antlisis deales
principalmente para realizar el filtrado y remoci—artdactos.

¥ Extracci—n de caracter’sticasEn la mayor'a de los casos se usan mZtodos
basados en estad’sticanto son Antlisis de Coeficientes Principald2GA)
o Patr—n Espacial Com¢@8P, aunque tambiZn son utilizadas tZcnicas
tradicionalesde procesamiento de se—ales cooeficientes de Predicci—n
Legal (LPC) o Spectrum

¥ Interpretaci—n En la mayor’a de losasos se usan clasificadores de tipo
Bayesiano, Log'stico, Linéy Mtquinas de Soport&/ectorial (SVM).

Dentro de este contexto tenemefa utilizaci—n de laoRencial Relaci— Evento
(ERP)[10] como medida de respuesta a est'mulos sensoriales grosutivos Este

tipo de est'mulo estf compuesto por factores ex—geedgenen que ver con el
entorno f'sico (sonido, luz, efecto de ruido y corrientes étéstique puedan generar
estttica al momento de obtener la se—pl)componentes end—gengse esth
relacionads con el estado mental del individuo (estado f'sico, an’'mico y de
concentraci—n). Con la informaci—n generada por el EEG y#intih dERP se ha
logrado encontrar patronesorfol—gicogue corresponden a la frecuencia y amplitud
delas se—ales en respuesta a la presentaci—n de est'mulussexteor el efecto de
pensamient@ evocaci—n.

El presentdrabajotiene como prop—sito proponer un nuevo maakgerimentade
extracci—n de caracter’sticas de se—alesdEGal identificaremos como SE@or
segmentaci—mEeniendo como principales caracter’sticas: la generaci-datateque
puedan ser clasificados mis ffcilmente y womenor costo computacional
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2 Metodolog’a experimental

2.1 Adquisici—n EEG

Se us—un dispositivo EMOTIV el cual consta con 14 electrodpssicionados de
acuerdo abistema 1®20[11] en las siguientes regiones=3, F7, F3, FC5, T7, P7,
01, 02, P8, T8, FC6, F4, F8 y AF4 como se muestrdaeRigura 2, con una
velocidad de muestreo de 128 Hz.

Figura 2- Ubicaci—n de los electrodos de acuerdo al sistead.0

2.2 Procedimiento

El sujeto fue sentado c—modamente frente a un mdeitb4pulgadas Antes de
comenzar con la adquisici—n de dabsujeto fue sometido a 5 sesiones de prictica
con el objéivo de familiarizarlo con la prueba y mantener las condici@xesgenas
de manera constantBosteriormente a fasesiones de prueba el sujeto deelestar
tranquilo y concentrado en la tarea asignada. La pruebsisteren 40 sesiones
cortas de 46 segdos con un intervalo de descanso de 60 segundos cada 5 sesiones.
Una sesi—n consta de 12 periodos de inactiddade se presenta el fondo blanco
con una duraci—n de 3 segundos, intercaladoperapdosde actividaddonde se
presenta el fondo con uno tes siguientes colore§Amarillo, Azul, Rojo,0 Verded

con una duraci—e 1 segundoDentro de este periogdel sujeto hace la evocaci—n
del nombre del color en pantallal final de la prueba se tienen 10 segmentos de
actividad por cada una de las sesis Como resultado se tiene un conjunto de datos
compuesto por 100 muestras de cada uno de los colores presentados

2.3 Anflisis EEG

Cada una de las muestras represdntanjunto de datos el cual serf analizado de dos
formas diferentesenla primera s tomat el conjunto de datos en bruto para aplicar

el modelo propuestcen el segundo casel conjunto de datos serf sometido a un

filtrado en eldominio de la frecuencigaplicaci—n de la Transformada Ripida de
Fourier (FF) para generar los coeficiestenientras que | ransformada Inversa de
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Fourier (FFT) realiza el proceso de filtrado), para posteriormente sdizados con

los siguientes modelos: Anitlisis de componentes principales)(Ribg&ficientes de
predicci—n lineal (LPC), Densidad espeatelpotencia (PSD), Transformada de
ondeletadiscreta (DWT), Patr—espacialcomcen (CSPYXon cada uno de los anilisis
realizados se genetaun conjunto de datoque representa los patrones que serin
sometidos a los siguientes tipos de clasificadoresefiagosMtquinas de Soporte
Vectorial (SVM), Regresi—rineal, entre otrasEstos clasificadores fueron elegidos
debido a que soles mis utilizados de acuerdo al estado del[8yt&2, 13]

3 Modelo propuesto

El modeloexperimentapropuestd SEG) parala extracci—n de caracter’sticas de una
se—al EEJas cualegeneralmentse encuentrarepresentada en forma de matrices
bidimensionales consta d& etapadas cualese describea continuaci—n:

1. Se realiza el proceso de normalizaci—n para cadaeadios canales que
componen la se-al.

2. Se propone un valor pafd el cual representara el ncemeroirdervalos
comprendids entre 0 y1. Por ejemplo si se elige N = 10 entonces
tendremos los siguientes intervalos: [09], [.10- .19],....,[.9 - 1].

3. Paracada una de las dimensiorass antlisise realiza la sumatoria de cada
uno de los valores que se encuentran dentrantiivalo correspondiente.
Por ejemplosi se tienen 5 muestras con los valo@k2( .14, .15, .19, .10),
los cuales se encuentran dentro del intervalo{.19], Ztos sertn sumados
obteniendo .70 el cual sert asignado como valor final al intervalo
anteriormente mencionado.

Este procedimiento se encuentra explicado de mamgfi@aen la Figura 3A. En esta
podemos verepresentada lse—al de un solo canal a manera de ejengpltacemos
la sumatoria de cada uno de los valores que se enauentel intervalo de 0.6 y 0.7
tenemos un valor total de 7.27 el cual se ve reflejado en la Figura 3.B.
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Figura 3A. Se—al normalizada para snolo canal
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Figura 3B. Resultado del procedimiento de sumafmaia cada uno de los intervalos

3.1Ps2udoc—digo

Entrada: Matriz EEG bidimensional N x M, donde N es el ncerdercanales y M

el n,emero de muestras.

Salida: Vector de logitud S x N donde S representa el noemero de segmentos

POOO~N 00O 01l A WNPE

12

13
14
11

atributos que contendrf el patr—n por cada canal.

Para i ! 1hastaN hacer
Normalizar elementos de i
Fin
Crear matriz PatronTmp Nxs PO
Para i ! 1hastaN hacer
Para j ! 1lhastaM hacer
Para k ! 1hastaS hacer
Patr—nTmp i,k t=Valor j j ! Segmento
Fin Para
Fin Para
Fin Para
Para i ! 1hastaN hacer
Patr—n = ConcatHorz(Patr —nPatr —ATmg)
Fin Para

Regresar Patr—n

Algoritmo 1- Extracci—n de caracter’sticas de una se—al EEG madeaci—n de

un patr—n con N atributos.
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4  Resultados

El conjunto final de antlisiestt constituido por 5 conjuntos de datos con 400
instancias, correspondientes a 100 muestras por wamae loscolores: Amarillo,
Azul, Rojo, Verde Cada uno de los ojuntos de datosfue subdividdo de igual
manera erB0% para la fase de entrenamiento y 20% para la fase de elisHit
Cada uno fue sometido a clasificaci—n con ayuda de los algortplemientados en
Weka 3.7.11 sin ningcen ajuste en particular pl@era conjuntoteniendo como
resultados los mostrados en la Tabla 1.

Tabla 1.- Tabla comparativa entre losodelosde extracci—n de caracter’sticas.

SEG CSP PCA LPC PSD
LibSVM 88.75% 70.00% 67.50% 61.25%  55.00%
SimpleLogistic 83.75%  75.00% 68.75% 66.2%  63.75%
SMO 82.50% 73.75% 65.00% 60.00%  50.00%
BayesNet 81.25% 68.75% 61.25% 65.00% 58.75%
LibLINEAR 81.25% 50.00% 36.25% 56.25%  20.00%
RandomSubSpac 80.00%  73.75%  73.75% 66.25% 67.50%
Bagging 77.50% 68.75% 63.75% 56.25%  60.00%
RandomForest 75.00% 75.00% 70.00% 57.50% 56.25%
NNGe 65.00% 71.25% 68.75% 66.25%  58.75%
Promedio 79.44% 69.58% 63.89% 61.67% 54.44%

Como podemos observael modelo propuesto denominado Segmentaci—n (SEG)
tiene un mejor desempe-Gabe mencionar que para este ejerciciegpec’fico se ha
elegido una valor de N = 58in embargpal aumentar el ncemero de segmentos se
puede obtener un mejor resultado. Bajo el mismo cont@ea@ la extracci—n de
caracter’sticas dentro del modelo propuesto notiie— ningcen tipo de filtto, ya

gue al momento de hacerlo se tuvo un menor rendimi€amo ejemplo de ello,
para el modelo de clasificaci—n LisbSVM sin filtrado se obtuvo un 88riéftras

gue para el mismo ejercicigpero con los datos filtradoen el dominio de la
frecuenca seobtuvo63.75%.Las ventajas del modeforopuesto no solo se limitan a
obtener un mejor resultado al momento de la clasificagia—que este resultado lo
realiza con un costo computanal inferior con respecto a los demis antligbido
principalmere al ncemero de atributos necesarios para obtener dichos resultados.

Dentro del estado del artes resultados obtenidos con diversos mZtodos de antlisis y
clasificaci—nson variades, pues existen diveras variables como equipo de
adquisici—n de las stkesaEEG, condiciones de laboratorio y sujetos de prueba, as’
como la metodolog’a de la pruebBodo estohace poco factible una comparaci—n
directa en este tipo de experimentsis embargpen la mayor'a dé&stos se tiene un
porcentaje de clasificaci—rnrreata que oscila entre el 60%89%. S tenemos esto
como referencigel obteneipuntajes de 65% a 88.753arece prometedor.
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5 Conclusiones

Dentro del estado de arte moderno del estudio deelagles EEG nos podemos dar
cuentade que la mayor'a de lasctiéicas de antlisis utilizadas y que presentan mejores
resultados son aquellas que estin basadas en #ce&tad'sticas, debido
principalmente a que toman en consideraci—n las peque-as variacienesdentma

de las muestrasEsto es fundamentalya que es all en donde se encuentra la
informaci—n que nos interesa en este tipo de se—al. Ters&nden consideraci—n y

con base en los resultadosdemos apreciar que los mode®BBEG, CSP y PCAlos

cuales son meramente estad’stficggieden realizar una ejor extracci—n de
caracter’sticas para una correcta clasificaci—n en comparaci—n con modelos com
LPC y PSDlos cuales esttn basados en antlisis tradicionales de se-ales

Dentro del antlisis de resultados se observ— quoedello propuesto tiene un mejo
desempe—0 en la mayor'a de los casos sin necesidad de hacer do &lreel
dominio de la frecuencia a comparaci—n de los delodide se obtuvo una mejor
clasificaci—ren especial LPC y PSD. En comparaci—n con CSP ydeémis de
obtener una mejorclasificaci—n, el modelo propuestizne tambiZncomo
caractelstica un menor costo computac#é en tiempo de procesamiento y espacio
del patr—n generado.

Uno de los factores importantes a considerar es que se puede redizariaci—n de

la cantidadde caracter’sticas que pueden ser generadtmsle permite ser un modelo
dinfmico que puede adaptarse a las frecuencias y amplitudes del tjge-ales a
analizar. Si bien este modelo estf pensado para tratar problemiaénmenkionales,

sin embargo ambiZn puede ser utilizado para la extracci—n de caracter'sticas en
se—ales unidimensionales.

Referencias

1. Yoichi Miyawaki, Hajime Uchida, Okito Yamashita, Mada Sato, Yusuke
Morito, Hiroki C. Tanabe(2008) Visual Image Reconstruction from Human
Brain Adivity using a Combination of Multiscale Local Image DecodBlesuron
60, 91580929

2. Alexander M. Chan, Eric Halgren, Ksg@ Marinkovic, Sydney S. Cash (2011).
Decoding word and categespecific spatiotemporal representations from MEG
and EEG Neurolmageb4 (2011) 302B3039.

3. Saeid Sanej J.A. Chamber$2007) EEG Signal Proessng. John Wiley & Sons
Ltd.

4. Shanbao Tong, Nitish V. Thak@R009) Quantitative EEG Analysis Methods
and Clinical Applications. Egineering in Medicine & BiologyArtech House

5. Emotv EPOC. http://www.emotiv.com

6. Nicholas A. Badcock, Petroula Mousikou, Yatin MalmajePeter de Lissa,
Johnson Thiey Genevieve McArthur(2013) Validation of the Emotiv EPOC

169 Research in Computing Science (81) 2014



J. L. Paredes-Paredes, H. Calvo, J. Figueroa-Nazuno

EEG gaming systemfor measuring research quality aydERPs PeerJ, DOI

10.7717/peerj.38

Matthieu Duvinage, Thierry Castermans, Mathieu Pati@dnhomas Hoellinger,

Guy Cheron and Thierry Dutof2013) Performance of the Emotiv Epoc headset

for P30CGbased application8ioMedical Engineering OnLine 2013.

Athanasios Vourvopoulos, FetiLiarokapis(2014) Evaluation of commercial

brain Bcomputer interfaces in real and virtual world environment: 18t gtudy:

Computers and Electrical Engineering 40, 8129.

Xing-Yu Wang Jing Jn, Yu Zhang Bei Wang(2013) Brain Control: Human

computer Integration Control Based on Braomputer Interface Approachcta

Automatica Sinica, 2013, Vol. 39, No. 3.

10. Marta Kutasy Kara D. Federmeief2011) Thirty Years and Counting: Finding
Meaning in the N400 Component of the Ev&dlated Brain PotentigERP)
Annu. Rev. Psychol. 2011.62:6847.

11. Jasper, HH., The tertwenty electrode system of the International Federation.
Electroen. Clin. Neuro. 10, 3¥875, 1958.

12. Nikolay V. Manyakov, Nikolay Chumerin, Adrien Combag,Marc M. Van
Hulle (2011) Comparson of ClassificatiorMethods for P300 BralComputer
Interface on Disabled Subject€omputational Intelligence and Neuroscience
Volume 2011, Article ID 519868.

13. Jason FarquharN. Jeremy Hill(2012) Interactions between Rfrocessing and
Classification Methods for EveiiRelatedPotential Classification: Be$tractice
Guidelines for BrairComputer Interfacing Neuroinformatics April 2013,
Volume 11, Issue 2, pp 1782.

Research in Computing Science (81) 201470



"#S %

n & ! 0/0
$ ( !
) +
+
v , ,(
- I &
, ( %-
& | /"0
$ 1% #+ 2 #1
$ , 3 % +1 +
4 # % 05
+ %
- I '
3 ! (
1 I
( & ' 6 $ +
( 6 6
6 %
5 5
[ 70

#L % "









" HSH
% &(
)&&*+  )&&






