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Preface

The EULAT project has been funded by the European Commission to hold a
series of three workshops located in Latin America. The objective of the
workshops is to showcase European and Latin American research in the areas
of (a) e-Health (b) e-Government and e-Democracy (c) e-Environment, and
create a forum in which to bring together research groups, companies and
SMEs from the European Union and Latin America to encourage collaboration
on proposals to the Framework 6 funding program.

The Book

This book contains a selection of the papers presented at the EU-LAT
Workshop on e-Government and e-Democracy, held in the Salon del Ex
Congreso, Morandé N 441, Santiago Centro from May 24th to May 27th,

incorporating an Information Day about the Framework 6 program on May
26th.

The Papers
A total of twenty-six papers were submitted of which sixteen were accepted for

presentation. Those papers fell into the following categories, which are also
reflected in the organization of the contents of the book:

e-Government, including a description of aspects of the eGOIA project in
Brazil, experiences with e-Government in Sweden and a report on supporting
government processes electronically in the Canary Islands.

e-Democracy and e-Participation, addressing knowledge representation and
management in public organizations, web-based tools for e-mediation and e-
participation in local decision making, a review of technologies to enable
democratic processes, and descriptions of projects aiming to use those
technologies and tools.

Legal and Identity Issues, covering the use of knowledge management to
assist in the creation of more legally tractable legislation, e-Voting from
practical, theoretical and legal perspectives, further application of knowledge -
management and security and identity issues.

The call invited a range of contributions reflecting finished work, prfaliminary
studies with promising innovative ideas and experigr;ce reports, especially from
governmental bodies and companies, while the solicited topics included:



Procedures: electronic voting, law (e-commerce, digital govemment), e-
governance.

Security and trust: authorization, authentication, signatures, identity theft

Issues in C2G/G2C and B2G/G2B: participation in decision making, digital
access, digital divide, information access for citizens, G2B/B2G for funding /
planning / agreement, taxation, procurement. Enabling science and
technology: legal reasoning, legal knowledge-based systems, artificial
intelligence and law, formal models of legisiation, regulations and other norms,
legal case-based reasoning, administrative process modelling.

Invited Speakers ‘
The invited speakers came from across the spectrum of stakeholders in e-

Government and e-Democracy, including politicians, people implementing
electronic systems, those working to raise awareness and engage citizenry in
e-Democracy projects and researchers in Computer Science, Law, Knowledge

Management. The speakers were:

Fernando Flores discussing the opportunities and risks arising from e-
Government and e-Democracy.

Carlos Cantero outlining his ideas for engaging citizens in e-
Democracy (hitp://www.gobernabilidad.cl)

Tom van Engers describing how knowledge engineering can
contribute to the improvement of legislation from a legal perspective
Hans Hagedorn reporting on his experiences in mediation and the
application of e-Participation tools in several major public projects in
Germany

Carlos Jaso assessing the impact of e-Procurement on government
purchasing in Mexico

Alejandra Sepulveda describing the Chilean state reform and
modernization project (http://www.modernizacion.cl)
GrazynaWojcieszko giving a sketch of the e-Europe project and the
funding instruments available for participation

Simon Bensasson presenting the bigger picture in international
relations and the role of e-Government and e-Democracy in European
and Latin American collaboration.

The Panels
Two panels were organized to address two of the many aspects and issues

raised by these topics, but intentionally focussing on the two parties involved,
namely government and society. Thus the two panels were:



e-Government, in which the panellists were Alejandra Sepulveda (State
reform and modernization project, CL), Grayzna Wojcieszko (Commission of
the European Union), Ake Grénlund ("Orebro University, SE), Adriana Muioz
(Congreso Nacional).

The issues for this panel were the mechanics, problems and opportunities for
government created by the transition to e-Government.

The Civil Society, in which the panellists were Claudio Orrego, Hans
Hagedom (Zebralog, DE), Patricio Gutierrez (State reform and modernization
project, CL), Tom van Engers (University of Amsterdam). The issues for this
panel were the threats to democracy arnising from a move to e-Democracy,
responses to those threats and the opportunities for engagement of the citizen
in the move along with the potential for wider participation.

Acknowledgements
The workshop organizers would like to thank:
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so open, supportive and helpful in setting up this workshop, especially
those at the office of the Project for the Reform and Modemization of
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Cecilia Angela Loayza, Marcelo Murioz Diaz and the staff of the office
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schedule.
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book.
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32792 EUMEX) and the assistance of Jean-Yves Roger and Grayzna
Wojcieszko.
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interests, a plenary session of the two meetings was scheduled (see
program).
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Abstract. This paper presents the activities accomplished and the first
results achieved by the eGOIA project in the context of @LIS ~ ALliance
for the Information Society - Program of the European Commission. This
initialive aims to reinforce the partnership between European Union (EU)
and Latin America (LA) in the field of the Information Society. The paper
shows the current situation of the eGOIA project and the effort (strategic,
tactic, operational) to implement a demonstration system based on the
development of a software infrastructure in order to allow the access of
citlizens, through the internet, to integrate public services .at several levels
(municipalities, regional or states and federal) and Citizen Points of Access
(CPA). It is focused in the integration of front-office technologies and of the
back office systems. Also, it details the general requirements, the structure
and four-tier architecture of the demonstrator, the enabling technologies
(e.g., enagoOSP, MDA, EDOC), the selected services (ID card) and a study

of user groups (e.g., skilled and unskilled poor people, classes of employees)
as well as, it presents the future initiatives.

1. Introduction

The ¢GOIA - Electronic GOvernment Innovation and Access - project is an
@LIS - ALliance for the Information Society — initiative {1]. The @LIS is a
program of the European Commission aiming to reinforce the partnership between
the European Union (EU) and Latin America (LA) in the field of the Information
Society. Its objectives are to establish dialogue and cooperation on policy and

* This publication has been produced with assistance of the European Union. The content of

this publication is the sole responsibility of the authors and can in no way be taken to
reflect the views of the European Union.

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
O IPN, Mexico 2004,
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regulatory frameworks in key areas and to boost interconnections between research
networks and communities in both regions. Also, @LIS program aims to
implement demonstration projects in LA gathering best practices in EU and LA in
order to show the benefits of the information socicty applications to the citizens of
both continents in several thematic area and, particularly, electronic government,

According to ONU [2], the broadest definition about electronic government (e-
government) includes virtually -all information and communication technology
(ICT) platforms and applications in use by the public sector. For the purpose of this
initiative e-government can be defined as: “utilizing the Internet and world-wide-
web for delivering government information and services to citizens, enterprises and
the administration itself’. Some reasons for e-govemment advent are: i)
governments are under strong pressure to meet rising expectations of service in
times of limited resources; and ii) public institutions have to demonstrate their
value to society, offering citizen-centric services and eliminating waste of time and
resources. But the main purpose of the e-government initiative is the use of ICT in
public administration combined with organizational change and new skills in order
to improve public services and democratic processes and strengthen support to
public and social policies [3].

The intensive use of ICT appears as an answer to these challenges. The
technology availability and the demand by services have as conscquence an
emergence feeling, all over the world, to quickly implement the digital
infrastructures in the different levels of government (municipal, state or region,
federal). In Latin America, particularly in Brazil, this is occurring in a very
heterogencous way, due to the geographical differcnces of social, political and
economical development. However, many barriers and obstacles need to be
overcome, policy needs to be deployed efficiently to everyone and sizeable
investments are nccessary. Change processes in organization and culture take time:
it can take several years before the combined investment in ICT and organization
and skills development deliver the full benefits that, probably, it will take several
democratic mandates. In this context, it is being developed the “Electronic
GOvernment Innovation and Access — eGOIA” project [4, 5] supported by the EU
@L]IS program.

The main goal of eGOIA is the instantiation of demonstrators that show future-
oriented public administration services to a broad public in Latin America. The
vision of the eGOIA project is the provision of a single virtual space supporting the
interaction of citizens (independent of social status, gender, race, abilities and age)
and the public administration in a simple, future-oriented and cost-effective way.
e¢GOIA aims to demonstrate an e-government system based on an open service
infrastructure in order to allow the access of citizens through the Internet to
integrated public services at several levels: local, regional and federal. The project
is being developed with 8 partners from Germany, Brazil, Portugal, United
Kingdom and Peru (appendix).

The roadmap for cGOIA is:

eGOIA intends to develop a long term, ambitious set of guidelines and strategies

for future e-attendance agency solutions;

Begins with the demonstration of some integrated citizen-centric electronic

services (e-services) bascd on the current set of public services;
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gg:r; these services to the public in the newly established Citizen Access

Evalu.ates SCI-'ViCC usage through monitoring the behavior of selected user groups
associated with the assessment of the results;

Multlpltcs the lessons learned into different Brazilian regions/states and also

mt_o other countries (i.e., Peru and Portugal).

This paper summarizes the activities that have been accomplished and presents
the f_irst results from the project. In section 2 a short description of a Citizen
Service Center, named Poupatempo (6] is given. The current situation of
Poupatempo, the benefits brought to the population and the challenges faced are
prcseptcd as well. The main requirements of the eGOIA demonstrator are
desgnbed in section 3. The architecture of ¢GOIA demonstrator is presented in
section 4. The selected services and the characterization of the user groups for the
first version of the demonstrator are discussed in section 5. Finally, discussions
about the experiences and the future work are presented in section 6. In appendix, a
brief description of eGOIA partners is provided.

2. Current situation

The first result of the eGOIA was the creation of a common vision of the project
in order to establish targets based upon benchmarking social requirements,
knowledge of system capability and knowledge contributed by the people who will
have to do the work. In additional, the objective with the benefits of
“benchmarking” is to enable governments to achieve higher level of performance
and puts credible targets to the users (citizens — G2C, employees — G2E, businesses
- G2B).

To create a common project vision, as shown in the figure 1, the project
investigated the background knowledge, such as knowledge of partners, existing
Latin American government applications and services, successful stories/best
practice examples from LA and Europe that are relevant for the eGOIA
demonstrator, relevant standards and initiatives and existing technology and
infrastructures. To define the requirements of the eGOIA demonstrator the interests
of the eGOIA partners and user groups were analyzed. The aim was to identify
requirements from different viewpoints such as social, legal, organizational,
technical, political, financial, economical and security requirements. Constraints
influencing the eGOIA demonstrator werc gathered. These constraints can be for
example laws and- regulations, standards that have to be applicd, available
infrastructure, financial constraints, employee education, etc. The results of this
investigation were presented in one of the project deliverables in the middle of
March 2004 [7]. In addition, a framework of stratcgies and policy deployment for
the adjacent subprojects were discussed and elaborated, they will be both the
guidelines to e-government demonstrator implementation and the basis for the
activities of disscmination and exploitation of the demonstrator.

3
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Knowledge

Constraints

Demonstrator
Requirements

1L

[ Recommendations J

Strategies

Figure | - Definition of the eGOIA Demonstrator.

The following activities were accomplished:
a) Knowledge: Examination of e-government current situation in LA, applications

and services, good practice examples from Europe and LA, relevant standards
and initiatives and existing technology and infrastructures towards their
applicability to eGOIA.

b) Demands: Identification of functional and non-functional requirements (e.g.,
social, organizational, technical, political, financial, economical, security
requirements etc.) and from different points of view of the stakeholders. The
interests of the eGOIA partners and user groups (stakeholders) have to be
analyzed and evaluated. The user groups consist of citizens, employees of the
public administration, administrators, etc and must take into account all their
social and physical diversity. eGOIA focuses on G2C (government to citizen)
demonstrations. G2B and G2G (government-to-business and the govenment-to-
government) scenarios and applications may be of interest in later versions of
the demonstrator.

c) Constraints: Identification of constraints that are requirements that postulate
boundaries for the design, implementation and deployment of the eGOIA
demonstrator. These constraints can be of different nature, for example legal
constraints, financial constraints, technical constraints and organizational
constraints such as the available infrastructure, employee persuasion and
education, etc. Considering constraints and extemnal conditions for planning,
developing, building and running an e-government system, it should be clear -
and carefully distinguished — that there are qualitative as well as quantitative
effects. Non-quantitative and non-rational (neverthcless existing) reasons t0
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refuse a system or to refuse a proposed application scenario have to be taken

into account as well.

These three main activities are being used as a basis to define the general
requirements of eGOIA demonstrator supporting the transformation of the current
state of the government systems to the target state, that is, a real enterprise
integration able to offer a set of services to the different user groups.

General requirements of eGOIA demonstrator are being worked out and
described, based on the knowledge, demands and constraints with the main focus
on demonstration to the user groups and the back-office intcgration. The
demonstrator will be used as an experimental system to be tested and evaluated.

Recommendations and strategies are being specified to achieve compliance
with the project objectives and to provide guidelines for the adjacent subprojects.
Recommendations and strategies comprise the business and administration
processes and how the results can be multiplied into different regions, states and
countries. This includes an analysis of motivational maintainers for the usage of e-
government and how this can be achieved in the target demonstration
environments. Also, preliminary economic strategies such as pricing of
products/services have to be taken into account.

3. eGOIA General Requirements

Technically the eGOIA demonstrator is based on two main paradigms — front-
office and back-office integration. Back-office integration concentrates on a
unified approach to access already existing and newly emerging government
services. Requirements for faster development cycles, decreased effort, and greater
software reuse motivate the creation and use of middleware and middleware-based
architectures. These architectures create a virtual boundary around application
components (i.e., e-government services) that interact with each other only through
well-defined interfaces and define the standard mechanisms to compose and
exccute components in generic component servers. Besides the integration of back-
office processes the main factor for the acceptance of e-government services is an
intuitive user-interface integrating the diverse e-government services available
(front-office). eGOIA will instantiated these services in so-called Citizen Access
Points focusing on the integration and participation of poor people with a lack of
possibilities and experiences towards this new technological environment.
Therefore the applications — citizen-centric services — have to be easily usable by
concentrating on certain life-situations (such as child birth, marriage, looking for a
Job, social assistance required, etc) that are easy to follow by the target user group.

To provide high-quality eGOIA services for the citizens, the user requirements
(functional and non-functional requircments) are gathered and constantly
evaluated. These assessments are fed into the development process in different
phases of the project.

The figure 2 shows the context of the eGOIA demonstrator in the sense that it
will intcgrate many kinds of e-government initiatives. It presents the Brazilian
initiative called e-Poupatempo, but could also include any other national or

5
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regional experiences. The Peruvian initiative could be e-Democracy or e-CityMall,
etc. And Portugal could provide any equivalent initiatives.

cGOIA
Demonstrator

1 ] 1

1 1 1
Brazil Peru [ Portugal
cPoupatempo e-Democracy E-Gov
e
1 1 1
1 1 1
1
ID Card Sarvice 1 ] Savice |
Canceibition

Figure 2 — Integration context of the eGOIA demonstrator.

The figure 3 shows the context of the eGOIA demonstrator in terms of the main
actors that will interact with it. The first and most important group of actors that
will interact with the eGOIA demonstrator is the citizen’s group. The citizens will
start the majority of the services implemented in the demonstrator. The second
group of actors is the public Institutions. These institutions will provide the
services that will be integrated and composed by the ¢GOIA demonstrator. The
third group is the commerce institutions. These institutions will request citizen
information and pay for these information. The fourth group is the bank
institutions. These institutions are qualified bank agencies to bill commerce
institutions that use paid public services and to receive payments, such as taxes,
fines, etc.

B 1 1 o o
["-"'1 =20 AC

;..-'..,

:.‘\J ——————————

—— AMERICANAS P

'..r\_ ,,'___'."_—-—_ |;,va1 C ~asf
SLVAEY. PERAMBUCANAS [(VOHAC A

€ ommeroe [ndlutwns Rank Lintitugesns

Figure 3 — Main actors of the eGOIA Demonstrator.
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Some of the most gencral requirements are listed below. Most of these
requirements are strongly associated to the provision of facilities to the citizens, as
they are the most important group of users. The eGOIA demonstrator will provide
ubiquitous access in the sense that the citizen will access the e-government services

from anywhere through a single user friendly Web portal. For some kind of .

services the system will provide identification, authentication and authorization
mechanisms to allow the citizen to make personalized access to the public services.
The service provision must be reliable, secure and preserve the users data integrity.
The citizen must not have the feeling that his/her profile is inconsistent and
dispersed in the government entities. It is important to guarantee a non-stop service
offer by some electronic communications channels opened 24hs, 7 days a week for
the population. The ¢GOIA demonstrator will provide mechanisms for service
certification to guarantee that the citizen has a certificate that proves the service
execution. Any document delivered or accepted by the e-government system must
pass through a certification and authentication process. To attend the great
diversity of the public, including tourists and naturalized citizens that are unable to
read in the administration natural language but is fluent in another language the
¢GOIA demonstrator must support at least Portuguese, Spanish and English
languages. The system must provide mechanisms to support a variety of end-user
interfaces, wide area of range, wireless devices and information consistency,
independently on the place or time the system is accessed.

The main requirements from the back office perspective are the following. The
eGOIA demonstrator has to provide mechanisms to access back office data and
transform them to be consumed by different services or presented to the citizen.
The implementation of some services consider the integration and composition of
some mainframe based legacy applications. In order to orchestrate these actions the
eGOIA demonstrator will be constructed using a middleware service integration
platform, called enago [8]. Security, digital signature management, certificate
handling, processing of forms and contract/request tracking stuff have also to be
considered in the back office integration perspective.

4. The eGOIA Demonstrator system

The eGOIA Demonstrator will be an e-government demonstration system that
will support the interaction of citizens and civil public servants with different types
of e-government services through the Internet and Citizen Points of Access
(CPAs). For such, it will focus in the integration of front-office technologics and of
the back office systems. The figure 4 illustrates the structure of the eGOIA
demonstrator,

7
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Figure 4 — eGOIA demonstrator structure.

4.1. Front-office Integration

The first task of the front-office integration will be the assessment of points of
access to the public services aiming at the creation of advanced points of
attendance to the citizen, in the modality of auto-attendance (advanced users) or
mediated by a person who oricntates, such as in the presential agency. From the
existing points of access (“infocenters”, kiosks, schools, etc), it will be selected
those that will be used, as Citizen Point of Access, in the project demonstration.

Experimentation performed in the project, will identify models of public
services access and users skills, considering aspects such as socio-economical and
cultural situation. Thus, the second task of the front-office integration will consist
of the applications of these models, through the design and implementation of user

interfaces regarding user skills and the channels used.

4.2. Back Office Integration

The conception of the eGOIA demonstrator will take into account that it has to
be possible to provide e-government applications in an open and distributed
environment (Internet), configured in a flexible way, considering the autonomy and
evolution of the involved government departments. So, the proposed architecture
will integrate all the existing legacy systems, specifically the existing databases,
and preserve the autonomy of all entities, responsible for the services.
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4.3. Demonstrator Architecture

€GOIA software architecture is illustrated in figure 5, which depicts the
software logical architecture and an envisioned physical distribution using four
tiers. The logical architecture follows the traditional Web application approach and
is comprised of the following blocks:

The User Logic deals with the functionality required by the user and the devices

used;

The Business Logic is comprised of the processing services responsible for

common services (both domain specific and general) that can be used by

multiple users. Legacy systems and integration components belong to this block

The Persistence Logic is responsible for physical data storage and data
management.

’I.Jser Logc ““\'._
Cheat Tiet ' Business Logic )
_ . Busimess Tiog !
. Presentatiom b sy |
{3 H 1 H
Tier 1 [ Service ' !
s i { L_!htlorrn J i
; l I| : /""'“"'"—'l'l'.—"""'—'-
' o = | ) - Persistaence Logic
Integration: | o ‘
; ; ‘ Platfom) [
Lo ¢ o o
t

S OSSP R

Figure 5 — eGOIA demonstrator architecture.

Regarding component distribution, eGOIA project aims to achieve a multi-tier
structure, described as follows.

The Client Tier represents different access channels, required by different
users, terminals, transmission paths, as well as different application purposes, in
order to interact with dedicated applications. The different access channels
comprise e.g. Web access over Web Browser or special Browser plug-in,
portable radiotelephones and personnel digital assistants (PDAs), and external
systems.

The Presentation Tier describes the information preparation for the client and
the interaction of the user with dedicated applications. The presentation

9
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component covers all standards for communication with the regarded end-
systems of the Client Tier.

The Business Tier encloses the e-government components and services and can
be rc?garded as the core of e-government-specific applications. In this tier the
specrfic business logic of the diverse e-government applications is combined
and integrated. In this tier the highest integration need is expected for e-
government solutions. The Business Tier processes the data from the persistence
tier.

The Persistence Tier comprises the back-end and guarantees the data storage.
Data storage is usually solved by means of databases. The back-end stands as
comprehensive term for functionalities of the operating system, specific
databases, and in addition, for existing legacy or ERP systems and services.

4.4. GOIA Demonstrator Enabling Technologies

The eGOIA project has chosen a service integration platform that supports the
needs for modem e-government service integration scenarios. This platform is
already used for e-government in Berlin, Germany. The enago Open Service
Platform (enagoOSP) provides a uniform service access, execution and
management environment, particularly across different administrative and
technological domains. It is based on state of the art CORBA and Java 2
technologies that enable component based e-service and service portal
implementation. enagoOSP has been designed to support efficiently and
economically the different roles involved in e-government, namely end
users/citizen, government offices, infrastructure providers and third party providers
by the provision of a unique service integration platform.

The main focus of enagoOSP is to enable the integration, composition and
management of existing and emerging application services based on different
programming languages, different access technologies and different service
technologies, and to provide a controlled (secure) and uniform access to th§se
services by means of one-stop shopping and single sign on capabilities including
customization by means of profiles to the customers and end users.

The development of e-government applications (i.e., e-services in. the eGOIA
context) will be model driven aiming the following goals: (i) d.e’creaﬁf.e
development time, by generating code automatically rathglr. t!1an handwriting it;
(ii) improve code consistency and maintainability; and (ii1) increase portability
across middleware vendors, by defining models independently of platform. .

Model Driven Architecture MDA [9] is the modeling technology adopted in the
eGOIA project. MDA and the standards that support it allow the same model
specifying system functionality to be realized on multiple platforms through
auxiliary mapping standards, or through point mappings to specific platfonns, and
allows different applications to be integrated by explicitly relating their models,
enabling integration and interoperability and supporting system evolution as
platform technologies come and go.

To model a system, MDA defines three kinds of models [9]:
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A Computation Independent Model (CIM) is a view of a system from the
computation independent viewpoint. A CIM does not show details of the
structure of systems and is sometimes called a domain model and a vocabulary
that is familiar to the practitioners of the domain in question is used in its
specification.

A Platform Independent Model (PIM) is a view of a system from the platform

independent viewpoint. A PIM exhibits a specified degree of platform

independence so as to be suitable for use with a number of different platforms of

similar type. X

A Platform Specific Model (PSM) provides a set of technical concepts,

representing the different kinds of parts that make up a platform and the services

provided by that platform. It also provides, for use in a platform specific model,
concepts representing the different kinds of elements to be used in specifying
the use of the platform by an application.

Based on this approach, eGOIA demonstrator will make use of a modeling
infrastructure that supports the software development for enagoOSP based on
UML and EDOC [10]. This modeling infrastructure contains modeling and
development tools and their interconnection. Each of these tools or modeling
techniques support a different phase or activity in the development process for a
software system, as follows.

The platform independent modeling tools based on UML and EDOC directly

support the abstract PIM and refined PIM modeling steps;

The PSM modeling tools based on UML and a UML profile for enagoOSP

support the enagoOSP platform specific modeling tasks;

The integration between the modeling infrastructure and the IDE Eclipse

(www.eclipse.org) does support the final Java developments and compilation of

system components; and

enagoOSP supports the integration of these components, their operation and the

maintenance of the resulting system.

5. Select Services and User Groups

The success of the demonstrator depends on the ability of the eGOIA project
team to identify the nceds and expectations of the citizens and governmental
agencies and to quickly implement services that meet these needs and expectations,
and can be offered in a friendly use way.

5.1.  User Groups

According to main purposes of eGOIA project, it was defined, as future
beneficiaries of the project outcomes, two main groups: the population (citizens)
and the public services providers. The population group was detailed to allow
focusing on a well defined target segment in order to face the digital exclusion.
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Th e public services providers group was detailed aiming to the system integration
of different governmental domains and the services improvement.

. Ba-scd on previous study of the population of Sao Paulo region [11], it was

identified that income, education and age are the most important parameters to

define user groups. Also, it was obscrved that “there is a strong correlation
between education and age and income distribution that, for the project purposes,
the education and age related problems are represented among the people classified

by income variable™ [12].

According to these considerations, the target group of the population is the poor
scgment, defined as those pcople with monthly income of three Brazilian legal
minimum wages. Besides, this target segment was divided into /nternet skilled and
Internet unskilled people to allow the identification of specific needs and
expectations. The ability was established by observation of the users' behavior in
the access to the Internet. The study showed that “people with some familiarity
with internet tend to play a special role among their close social environment
(family and friends), that seems to be particularly important in stimulating social
and digital inclusion and anticipating needs of the unskilled majority”. In
additional, the study showed that the skilled poor people segment tend to include
users with low to medium educational level, working in more qualified jobs or
places with computers and they are younger than forty. On the other hand, the
unskilled poor people segment “tend to include users with low educational level,
unemployed or working in less qualified jobs (as mostly in agriculture), as well as
people over forty” [11].

As part of the adopted methodology for data capture, it was defined a control
segment that includes skilled people with income over three Brazilian minimum
wages (“not poor people”). This third group is important because of, both,
eliminating causes of educational deficiency related to not well succeeded
solutions and comparing the needs in order to evaluate if they are related to social
conditions. This segment tends to include people from medium to high educational
level, working in qualified jobs with computers and younger than forty.

The public services providers consider both governmental and private
institutions because of the current situation of the public service provision based on
the Brazilian and Sao Paulo State Constitutions that established roles concerning
the public services delivery by governmental, non-governmental and pnvate
agencies in an independent way. The group of providers was divided into direction

staff, ICT managers, back-office employees and Citizen Points of Access - QPA (or
front-office) employees, in order to represent the specific needs and expectation a?nd
to assess the result by each perspective [12]. They have the following
characteristics:

a) Direction staff: They are the public or private responsible authorities for the
services provision. They must represent the different domains needs and
expectations, as well as the assessment of results by their perspective. -

b) ICT managers: They are the ICT personnel, committed on ICT specifying,
developing, implementing and maintaining the technological resources. They
must represent the specific ICT needs and expectations, as well as the
assessment of results by their perspective.
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c) Back-office employees: They are the personncl committed on non-automatic
activities and decisions related to the services to be changed to the
demonstrator. They must represent the specific internal processes needs and
expectations, as well the assessment of results by their perspective.

d) CPA employees: They are the personnel committed on the real time, direct
support to the citizens needs during the provision of public services by
Internet. They must represent the citizens direct support processes needs and
expectations, as well as the assessment of results by their perspectives.

5.2. Sclect Services

Since it would be hardly possible to assess in depth every service characteristics,
we should strive to apply a combination of criteria that ensures, as much as
possible, the highest pay-off with the minimal risk at the selection of services to be
applied in the demonstrator, while taking into account the characteristics of the
technology available to the project.

The service selection charactenistics:

a) A service that searches for information in the existing mainframe system and in
the “low platform”. As a service like this was not identificd, this characteristic
was changed for services that access each of the mainframes.

b) A service that makes records and saves information in the mainframe system.

c) “Multi-organizational™ services. Services, which processes belong to more than
one organization.

d) Services that require user identification to be accesscd.

e) Services that accept anonymous users. Any person, without previous
registration, could demand some e-govemment services.

f) Services that require to be accompanied. The service is realized in intermediate
steps. The user must be informed about the service states through reports.

g) Services that accomplish financial transaction. One or more tax must be paid for
the conclusion of the service. Electronic credit transference should be
considered.

According to these criteria and for this phase of eGOIA project, it was chosen a
service collection: the citizen identification services — identification card (ID card),
involving the Public Safety Secretary of Sao Paulo State (SSP —- SP). The ID card
is a national citizen identification document, with national validity, federal
regulation and issued by every Federated State, issued over 140.000/month just in
Poupatempo agencies and it is based on mainframe legacy system. It must be
presented to apply for all others official documents. It is asked, for personal
identification, by governmental agencics, for appliance to public services, rights
and documents issuing; by employers, for employment and labor agreements; by
third parts, for contractual relationship; and by financial agents and commerce, for
buying on credit and for getting visa.

In addition to social relevance of the 1D card, some important technical aspects
of the selected services for the eGOIA demonstrator has to be considered, such as
integration - the eGOIA demonstrator will integrate different mainframe based
legacy systems and Windows based systems; online service accounting could be

13
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performed in many ways, such as by lot of services, one-by-one, by time-slice, etc.;
user identification, for some services the citizen has to make login in order to
access the system; scalability — when thousands or millions of citizens try to use
the same service in the same time.

6. Conclusion and Future Work

This paper presented the vision, goals, objectives and the initial strategies of the
eGOIA project. In short, the eGOIA project is focusing on G2C (government to
citizen) demonstrations, nevertheless also the G2B (government-to-business) and
G2G (govemment-to-government) scenarios and applications may be of intcrest in
later versions of the demonstrator. Also, this paper shows the progress reached in
the first six months of activities [7, 8, 12]. These activities can be synthesized as
the identification of:

Existing knowledge, considering the situation of existent in three partners:

Brazil, Peru and Portugal.

Good practices of eGOIA partners.

Technical frameworks and standards.

General requirements and constraints.

Selected services for the demonstrator.

User groups.

An important milestone was the project official web site: http://www.cgoia.info
. It is updated regularly with eGOIA information, news and achievements and it is
planned to support multilingual information, i.e., English, Portuguese and Spanish.
Other milestone was the first presentation of the project for the international
community at the 3" JFIP Conference on e-Commerce, e-Business, and e-
government [5].

As a future work, it is necessary to create a plan (strategic, tactic, operational)
that mediates the interactions between the eGOIA project and the govemments,
facilitates the identification of demonstrator opportunities, defines governmental

segments and enlarges the identification of customer and governmental needs.

To prepare the regional dissemination and multiplication of results, meetings
took place with the representatives of Public Service Agencies in Cuiabd (Mato
Grosso State, Brazil). The Brazilian state participants were: Ganha Tempo (Mato
Grosso do Sul); SACI (Pard); SAC (Bahia); DETRAN (Pernambuco); Central do
Cidadéo (Rio Grande do Norte); Servigo de Atendimento Imediato ao Cidaddo —
Na Hora — Brasilia (Federal District). The initial aim was to gather information on
inventory, description of the e-government processcs, technology used,
requirements, legal aspects, etc of the services potentially selected for the
demonstration project. Besides ID card, an initial suggestion of choices of services
of national responsibility of the states comprise in particular those related to
DETRAN (Department of Traffic) and Job Services, these are common services of
great demand and high cost of production to all agencies. Also, a presentation
about e-GOIA progress to representatives of 18 ABEP associates was performed.




Implementing Electronic Government: The eGOIA Project

In Peru initial contacts with the municipalities have been established and it was
possible to know the Peruvian experience in Citizen Access Points (kiosks).

In addition, members of the project have known the experience of Berlin in
using a eGOIA similar concept of middleware platform in the integration of legacy
systems.

Finally, the eGOIA initiative has proposed three level of activities: strategic,
tactic and operational. This paper has shown the strategic level gathering
benchmarking, policy deployment and strategic guidelines for e-government
implementation. The next steps will be the tactic (technological and organizational
change management) and operational (government process recngincering and
demonstrator implementation) activities.
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Abstract. The usc of Information and Communication Technologics on the pub-
lic administration can be considered a reality - many public scrvices delivered
by govermments to the socicty arc alrcady available through clcctronic means.
Ncvcrtheless, Collaboration, e-Democracy and c-Governance arc new ideas that
promisc, o a ccrtain extent, a revolution on public administration. The main goal
of these mechanisms is to increasc the transparency and legitimacy of the public
administration dccisions, what Icads to morc cf cicnt governments and to a bet-
ter integration with the socicty, with other public entitics and also with the private
scctor. This article describes preliminary studics about a running project that has
as its main goal the study and proposal of ncw Collaborative c-Government and
¢-Govemance mechanisms, validated through the modcliing and implementation
of a platform, which we call CoGPlat - Collaborative e-Government Platform.

1 Introduction

The Information and Communication Technologies (ICTs) are being applied vigorously
by governmental units at national, regional and local levels around the world [7). This
use of ICTs on public processes and services is oftcn termed e-Government, which has
as its most common applications the ones related to the provision of information to the
society. Besides that, many services that before were delivered only through traditional
means are also being successfully offered through electronic means - in Brazil two
examples are the on-line Federal Income Tax declaration system and also the Electronic
Police Department (Sdo Paulo’s State Government initiative).

A vanation on the classic e-Government model appeared recently: Collaborative
e-Government. Following this model, new work and cooperation relationships with the
private sector and with non-governmental organizations (NGOs) are established in order
to deliver a greater variety of services to citizens and to permit a greater participation of
the society on the government decisions. This opportunity for govemments to redesign
services through collaboration has as one of its main facilitators the rapid evolution of
the ICTs and the Internet [3]).

Although there are many researches related to the classic e-Government model,
the application of collaboration mechanisms on the public administration represents
a new area of study. The research project we present next consists basicaltly of an e-
Government platform (CoGPlat) which supports collaboration among different public

J. Padgct, R. Ncira, J. Diaz de Leén (Eds.). e-Government and ¢-Democracy: Progress and Challenges
© IPN, Mcxico 2004.



Ivo J. G. dos Santos and Edmundo R. M. Madeira

and' private organizations and the citizens. This collaboration support will allow both the
society and the local organizations to actively participate on the public affairs, respect-
ing the democratic and legal precepts. Aspects like privacy, security and tracca’bilily are
also considered.

A modelling process based on MDA (Model Driven Architeture - Section 2.2)is
suggested in order to guarantee platform independence. To validate the model we pro-
pose a prototype implementation based on a service-oriented approach (Sect. 2.3) ap-
plying Orchestration and Choreography (Sect. 2.4) mechanisms.

This article is organized as follows: Section 2 presents some basic concepts related
to this work; Section 3 introduces some researches in the area of e-Government and e-
Govermnance; Section 4 presents an overview of the platform; Finally, Section 5 presents
some nal considerations.

2 Concepts

Next we present some concepts and de nitions related to our project.

2.1 e-Government and e-Governance

Electronic Government (or e-Government), as an expression, was coined after the ex-
ample of Electronic Commerce. In spite of being a recent expression, it designates a
eld of activity which is with us for several decades yet. To some extent, e-Government
is just a new name for the informatization of the public sector. [5]. The use of ICTs in
public administration and in other branches of government (including parliaments and
the judiciary) has attained a high level in many countries of the industrialized world.

Nevertheless, the term e-Governance is much more than the simple electronic de-
livery of services. It is closer to concepts like e-Democracy, offering a greater citizen
participation support on the government decisions and acts (1]

While the motivation for traditional e-Government applications is usually the im-
provement of a speci ¢ service delivery, the motivation for the appliance of e-Governance

mechanisms includes [2]:

1. The aim to have the society supporting the government decisions;

2. The possibility to increase the credibility and transparency of the governments;

3. The opportunity to gather, effectively, the private sector, the third sector and the
citizens together on the challenges of the public administration.

2.2 Model Driven Architecture

The Model Driven Architecture (MDA) [8] is a new way of writing speci cations and
developing applications, based on a platform-independent model (PIM). A complete
MDA speci cation consists of a de niti ve platform-independent base UML model, plus
one or more platform-speci ¢ models (PSM) and interface de nition sets, each describ-
ing how the base model is implemented on a different middleware platform. A complete
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MDA application consists of a de niti ve PIM, plus one or more PSMs and complete im-
plementations, one on each platform that the application developer decides to support
[9].

MDA development focuses rst on the functionality and behavior of a distributed
application or system, undistorted by idiosyncrasies of the technology or technologies
in which it will be implemented. MDA divorces implementation details from practical
functions. Thus, it is not necessary to repeat the process of modeling an application or
system’s functionality and behavior each time a new technology comes along. Other
architectures are generally tied to a particular technology. With MDA, functionality and
behavior are modcled once and only once. Mapping from a PIM through a PSM to the
supported MDA platforms can be implemented by tools, easing the task of supporting
new or different technologies [9).

2.3 Service-oriented Computing

Service-oriented computing (SOC) is a computing paradigm that considers services as
fundamental elements for the development of applications [11]. Services are offered by
service providers - organizations that procure the service implementations, supply their
service descriptions, and provide related technical and functional support. The appli-
cation of SOC on the Web is manifested by Web Services - a speci ¢ kind of service
that is identi ed by a URI, whose service description and transport utilize open Internet
standards. Interactions between Web Services typically occur as SOAP calls carrying
XML data content. Interface descriptions of the Web Services are expressed using Web
Services De nition Language (WSDL). The Universal Description, Discovery, and In-
tegration (UDDI) standard de nes a protocol for directory services that contain Web
service descriptions. UDDI enables Web service clients to locate candidate services
and discover their details [11].

2.4 Service Composition

The Web Services are migrating to a new phase, where more robust interactions are
supported, characterized by composition. This composition is achieved through mech-
anisms like orchestration and choreography. They de ne how a set of Web Services
interactions can be grouped (composed) in order to execute a determined process.

Orchestration describes how Web Services can interact with each other at the mes-
sage level, including the business logic and execution order of the interactions. These
interactions may span applications and/or organizations, and result in a longlived, trans-
actional, multi-step process models [12].

Choreography tracks the sequence of messages that may involve multiple parties
and multiple sources, including customers, suppliers, and partners. Chorcography is
typically associated with the public message exchanges that occur between multiple
Web Services, rather than a speci ¢ business process that is executed by a single party
[12].

There is an important distinction between Web Services orchestration and chore-
ography. Orchestration de nes an executable business process that may interact with



Ivo J. G. dos Santos and Edmundo R. M. Madeira

both internal and extcrnal Web Services (like in a work o w). Usually there is an en-
tity that coordinates globally the composition - the Orchestration Engine. On the other
hand, Choreography is more collaborative - only the public message exchanges are
considered relevant. Differently from Orchestration, there is not an entity to control de
composition globally - each party involved in the process describes the part they play
in the interaction [12].

In order to de ne a web service composition (either through orchestration or chore-
ography) the following questions should be considered:

1. Can the interactions happen in any order?

2. If no, which rules govern the sequence of interactions?

3. Is there any relationship between messages sent and/or received?

4. Is there a "beginning" and an "end" on a given sequence of interactions?
5. Can a given sequence of intcractions be undone?

6. Is it possible/necessary to draw a global view of all message exchanges?

Two relevant speci cations that model this composition (and try to offer mecha-
nisms to answer these questions) are BPEL4WS [19] and WSCI [20].

2.5 Collaboration

Collaboration can be de ned, from a technological viewpoint, as an agreement between
a set of partners (Web Services, for instance) to achieve a common goal on a shared

process.
In the context of our work, collaboration can be de ned as "a reciprocal and volun-

tary agreement between two or more distinct public sector agencies, or between public
and private or nonpro t entities, to deliver government services" [3]. In general, these
relationships involve a formal agreement about roles and responsibilities. The partici-
pating organizations share a common objective aimed at the delivery of a public service.
They also share tangible and intangible risks, bene ts, and resources [3].

Collaboration, especially in the e-Commerce eld, has been widely discussed and
many technological solutions have been proposed to support Collaborative e-Commerce
(we could cite, for instance, the Virtual Marketplaces [10,17,18]). We will study these
solutions and try to adapt some of them to the context of e-Government and e-Governance.

3 Related Work

In this section we present some researches in the eld of Collaboration and e-Governance
related to our project. Due to the recentness of the area, these researches are still on their
initial stages and the discussion is held on higher abstraction levels.

3.1 e-Governance Survey

A. series of papers published by the Commonwealth Centre for Electronic Governance
discuss different aspects of e-Governance and e-Government, including the following
topics:
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e-Democracy Environments [15];

Sector Climate [13].

. Information Management and e-Govermmnent [14],
. Knowledge Management and Technology [16];
3. The Role of Information in the Emerging Global e-Government, e-Governance and

e-Government vs. e-Governance: Examining the Differences in a Changing Public

3.2 New Models of Collaboration for Delivering Government Services

This article [3], published in an e-Government special issue of Communications of the
ACM, presents a 2 year project held on USA, Canada and Europe. Various case studies
were done on different areas of public administration trying to analyze where new col-
laboration models could be applied. A summary of the studied projects is presented on

Table 1.
Table 1. Case Studies
Place |Project Objetive
USA |NYS Geographic Information Sys-|Data sharing and development of expertise

tem Coordination Program

USA

Access Indiana

Public access to state government information
and transactions

USA |IRSe-le Filing of personal income tax returns

USA |First gov Public access to federal government information

Canada|Casdastre Quebec Real property tax mapping

Canada|E-Commerce for Occupational|Claims processing for workers compensation
Health and Safety Claims

Canada|BonjourQuebec.com Quebec tourist information and transactions por-

tal
Canada|Service Ontario Self-Service Kiosks |Network of kiosks allowing renewal of driving

licenses and Social Security cards

Canada

One-Stop Business Registration

Unique kiosk allowing electronic ling of all
forms required to open a new business

Europe |Bremen On-Line Public access to city information and transac-
tions
Europe |Hotjob Job offers portal

Based on these case studies, some observations regarding collaboration were done:

I. Each collaboration rests on an understood (but often tacit) working philosophy.
Collaboration has many meanings and different projccts operate on different work-

ing

2. Collaborative relationships are evolving and dynamic. Each collaboration offers

assumptions.

continuous opportunities for feedback and lcarning.

3. Data-intensive collaborations face issucs of data ownership. In all of these collabo-

rations, data is trcated as a valuable asset.
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4. Multi-organizational collaborations necd an institutional framework. Because these
initiatives stretch across the boundaries of distinct organizations, they need to es-
tablish a new kind of institutional legitimacy.

5. Technology choices affect participation and results.

3.3 eGOIA - Electronic GOvernment Innovation and Access

The European Commission launched a co-operation programme — @LIS ALliance for
the Information Society — to accelerate the development of the Information Society in
Latin America and to reinforce the partnership between the Europcan Union and Latin
America. eGOIA (Electronic Government Innovation and Access) [4,6] is an @LIS
project that aims to implement a demonstration system supporting the access of citizens,
through the Internet, to integrated public eGovernment services.

The main target of eGOIA is the demonstration of future-oriented public admin-
istration services to a broad public. Thereby the vision of the eGOIA project is the
provision of a single virtual space supporting the intcraction of citizens (independent of
social status, gender, race, abilities and age) and the public administration in a simple,
future-oriented and cost-effective way.

Technically the project is based on two main paradigms: front-of ce integration and
back-of ce integration of e-Government services

4 CoGPlat Overview

The main goal of the CoGPlat platform is to support interaction and collaboration
among governments, organizations (public, private and nonpro t) and citizens through
the appliance of e-Governance and e-Democracy concepts.

The functionalities necessary to achieve this goal are presented next, together with
a schema of the platform infrastructure and with a more detailed analysis on the rst
functionality being developed - the Transparent Services. Also on this section some
implementation issues are discussed and an application scenario is presented.

4.1 Platform Functionalities

The platform should be prepared to support the following functionalities:

1. Dynamic Integration and Management of various services delivered to the citizens:
(a) Transparent Service concept: after a citizen request, CoGPlat manages all buro-
cratic steps involved on a determined process, simplifying it to the citizen.
Example: to get an authorization X emitted by the municipality, different en-
tities should be contacted (Fire Department, Planning Sccretary, Engineers
Council etc) on a determined chronological sequence. This process is usually
slow and consists basically of the transport of documents by the citizen from
one entity to the other. The CoGPlat could help managing all this steps (clec-
tronically), making the authorization X process transparent to the citizen.
2. Mechanisms to support socicty participation on the public administration processes.
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3. Mechanisms to guarantee the transparency of the public processes:
(a) Possibility of inspection/audition of all public processes on a simply and im-
mediately way by any citizen or organization.
4. Coniict resolution support (including support for different regulations).
5. Multilateral negotiation support.
6. Decision-making support. Examples:
(a) Do the different regulations allow that decision?
(b) Is their support (legitimacy) from the involved society sectors to that decision?
7. Support for medium- and long-term planning. Examples:
(a) Are there other entities (municipalities, state government, private companies,

NGOs etc) involved with such planning? If yes, what is their position and how
can they contribute?

Besides that, scalability and computing platform independence are essential charac-
teristics in order to integrate the platform in the best possible way with the heterogeneity
of services already available electronically.

4.2 Infrastructure

Facilities. To implement the functionalities presented, the following managers are in-
troduced:

1. Transparent Services Manager: responsible for the dynamic integration of ser-
vices delivered to the society.

2. e-Democracy Manager: supports different participation ways of the society on the
government decisions. It helps the other Managers offering legitimacy to the public
administration acts, always respecting the local regulation.

3. Auditing Manager: makes it possible for the socicty to exam clearly and directly
all public administration acts, increasing government transparency and credibility.

4. Conict Mediation Manager: responsible to help in the resolution of con icts
among different entities, especially when different regulations are involved or even
when there is no de ned regulation.

5. Multilateral Negotiation Manager: important on a negotiation process that in-
volves various parts - it works together with the Con ict Mediation Manager when
necessary.

6. Decision-making Support Manager: helps determining the political legitimacy,
legal and statistical support for decision-making.

7. Planning Manager: offers support to medium- and long- term planning, integrat-
ing on a collaborative way the entities involved on a determined process.

These managers collaborate with each other to deliver the services supported by the
platform. The Fig. 1 presents a general schema of the platform.

Besides the managers, two other facilities are part of the platform. These facilities
are responsible to manage the integration with external entities and applications:
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Fig. 1. CoGPlat infrastructure schema

1. Entity Coordinator: responsible for the integration of other entities to the plat-
form. An entity is an organizational unit that participates on the platform environ-
ment offering and/or using any service. Examples of entities are municipalities,
public organizations, NGOs, private companies etc. The Entity Coordinator is also
responsible for managing the collaboration (using orchestration and choreography
of services, for instance).

2. Application Manager: catalogs and manages the applications and their dynamic
integration. An application, in this context, can be de ned as a set of (computing)
services that interact with other to achieve a common goal. An application can also
be considered a service and be part of a composition forming another application.

The interactions among the different actors that are part of the platform are being
formalized at the current stage of the project.



CoGPlat: Using Composition to Enable Collaborative e-Government Services

4.3 Implementation

A prototype that implements the most important functions of the infrastructure in order

to validate is to be implemented next. Besides this prototype, some application exam-

ples will also be developed over the platform (Subsection 4.3) showing its potentials.
For the development of the prototype, some issues are being considered:

1. Heterogeneity:

(@) The entities that will participate on the platform have independent and hetero-
geneous systems.

(b) The political, legal and cultural aspects of the entities may also have a great
diversity.

2. Privacy and Integrity: The way CoGPlat will manage the privacy and integrity of
the information belonging to governmental systems, entities and citizens is a key
factor for the success of the platform.

3. Traceability: Besides the transparency and auditing issues already mentioned, the
platform prototype must also offer to whom concems the possibility of following
the processes and activities running over it.

Based on a MDA model (which is platform independent), the use of a technol-
ogy based on the SOC paradigm (like Web Services) to integrate the different services
that are going to participate on the CoGPlat environment could be a very appropriate
solution to treat some of these issues — the SOC paradigm makes the integration of dif-
ferent applications and entities easier (at service level), preserving the peculiarities of
the intra-organizational processes.

Besides that, to compose the services and offer support for collaboration, we pro-
pose the use of Orchestration and Choreography. When, for example, the composition is
made up by services of an entity that controls others, an orchestration approach is more
appropriate. On the other hand, when there is only collaboration among the entities (no
administrative links or hierarchy and fully decentralized control), choreography is the
most appropriate choice.

Current Stage. The rst facility being developed on the platform is the Transparent
Services Manager. An MDA model of it (and of all other facilities) will be of great im-
portance to guarantee independence of platform to the speci cation of the CoGPlat. In
terms of implementation, the Transparent Services Manager is the facility responsible
for the integration of services delivered by different governmental entities to citizens
dynamically through the application of Orchestration and Choreography of Services.
The second facility to be implemented is the Auditing Manager, responsible to offer
support for traceability to the platform. The E-democracy Manager is the third facility
to be implemented due to its importance to the platform.

Application Scenario The rst application to be built over CoGPlat will treat col-
laboration among municipalities. Metropolitan regions face various problems that in-
volve different municipalities: con icts of interest, public transportation issues, scal
disagreements, inter-municipal projects, security etc. Collaborative e-Government and
e-Governance mechanisms could help a lot on the resolution of those problems.
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5 Final Considerations

This article presents preliminary studies about a running project (CoGPlat) that con-
tributes by modelling and developing a service infrastructure based on e-Governance
and Collaborative e-Government concepts. Aspects like the support for heterogeneity
and traceability are to be among the main contributions of the platform.

A model is being developed using the MDA approach, and a prototype is to be im-

plemented to validate it. Service-oriented Computing and Orchestration/Choreography
arc applied to facilitate the integration of heterogeneous services delivered by govern-

ments and entities to citizens.

Besides that, some example applications (starting with Municipalitics and Metropoli-

tan Regions) are going to be developed over the infrastructure to show its potentials.
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Abstract: eGovernment studies consistently report alack of the much hoped-for
efficiency gains by reorganization and cross-organizational integration, particularly at
local level. As this is seen = one of the main eGovernment opportunities, there is a
need to find out why this is still the case afler several years of investment. This paper
does so by investigating nine Swedish government agencies — local, regional and
national — regarding their view of drivers and obstacles. We explore four hypotheses
suggested by literature, including (lack of) economic incentives, sensc of crisis, user “e-
readiness”, and conflicting goals. We find three of the hypotheses worthy of further
investigating “Conflicting goals” was found the most important one, whereas there was
no support for the “user oreadiness” one. Allogether this means that the officially
claimed steady if slow progress towards a politically defined goal should be challenged.

1. Introduction

The eGovernment (eGov) agenda has been ongoing for several years in many
countries. After initial rapid progress with putting government agencics online and
introducing self-service for basic services [13] the development seems to have come
to a halt, especially in local government. For example, The Society of Information
Technology Management, monitoring progress in the UK, found that in 2004, while
all of the 467 councils in England, Scotland, Wales and

Northern Ireland have web sites only some five per cent - 23 councils in all - have
'transactional' services, which is the highest step on the EU benchmarking scale [17].
A lack of cross-organizational integration has been observed, and as this is seen as
one of the main potentials of eGovernment, and indeed the main effectivization
opportunity, there is a need to find out why this is still the case after several years of
expansion of IT use in government, internally as well as for self-service. [16]. This
paper studies the European scene, as expressed by Swedish agencies, but the findings
should be of interest in any country, as aligning local and central interests — crucial
for eCovernment success as intcgration and standardization is key —is a problem
everywhere.

This paper reports an investigation of nine Swedish government agencies — local,
regional and national — regarding their progress towards eGovernment. Focus is on
how the management views factors driving and inhibiting the organizations, and we

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
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want to find out to what extent these views are aligned with the national eGovernment
agenda (which is echoing the EU onc). The purpose of this study is to explore the
validity of some hypotheses about possible rcasons for the slowdown in the
development proposed in the literature.

Sweden provides a good case for exploring eGovernment frontier problems as the
country has one of the highest rates of Internct connectivity in the world, a generally
IT-friendly population, is sparsely populated, and has an ambitious eGovernment
agenda ongoing since several years in combination with a centralized government
structure and dramatic efficiency pressure on the government agencies. All these
factors should contribute to make eGov an interesting alternative both economically
and for service improvement purposes, and indeed EU eGov benchmarking reports
put Sweden among the top performers in putting services online [2],[1]. The paper
procecds as follows:

Next, we review previous research, outline problems and research question

Section 2 discusses our research method

Section 3 reports our findings in relation to the four hypotheses.

Section 4 discusses the findings and implications for further eGov development.

Problem and Research Question

Looking into the eGov literature for ideas of why eGov, particularly at local level, is
not making the rapid progress some have expected or at least hoped for, we found
four hypotheses.

The official Swedish eGovemment agenda (though initially differently labelled) dates
back to the establishment of the “Top Leaders’ Forum” in 1995, including top
managers of major national government agencies, by means of which informal but
practical cooperation and coordination among the main national government agencies
was encouraged. The agenda has gradually become more ambitious and more
formalized under the influence of the technical and economic developments, as well
as EU regulations and coordinating efforts. Hence the 1999/2000 Government Bill

1999/2000:86, "An Information Society for all” [8], is a close match b the EU
initiative "eEurope” [6] . There are also other Bills that have been issued to drive the

development, including Bill 1997/98:136, “Public Administration at the Scrvice of the
Citizens” [7] and Bill 2001/02:80, “Democracy for the New Millennium” [9]. The
1997/98:136 one started an ambitious implementation effort involving the Swedish
Agency for Public Management (SAPM) in developing standards for IT and
information transfer and initiating, supporting and monitoring progress among
government agencies. There have been various projects, most recently under the label
of The 24 Hour Agency, within which SAPM has since then published semiannual
reports on the progress (www.statskontoret.se, all in Swedish).

These reports have made it very clear that progress is not found everywhere. The
reports also correspond well with findings elsewhere in the world.

So far, there has bcen reasonably good devciopment of e-services among large
national government agencies. The Swedish Labour Market Agency is often quoth as
a good example, where productivity has increased dramatically over a 10 year pcr!od
due to electronic self-services. The social insurance agency and the tax administration
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age
g ncg are ot'her examples of Ia.rge central government agencies that also have made
considerable investment and savings, if not as dramatic.

l:c(;:x:z:;, :;ajfzr p;ogltes.s seems to o?cm: on!y in large agf:ncies where advantages of
und within the organization itself. There is poor development at the

level of local and regional government, as well as in smaller national

. , government
agencies. The SAPM [15] found the following problems

1. ]nve'su_nent comes first — payback comes... when? The one-year budget is strongly
guiding the behaviour of the agencies.

2. Benefits to one agency may require investment in another.

3. Some investments are too large for individual agencies to bear, hence to make
them happen some national support or cooperation is necessary.

4. Costs come at agency level, some payback may come at system level. Investments
which yield societal benefits, bring small or no agency benefit, and cannot be
financed by fees are not made.

5. Related to points 2, 3 and 4: it is unclear how to share development costs that
benefit more agencies.

The SAPM reports point to a problem with the incentive structure. This scems to paint
a gloomy picture as making eGovernment happen throughout the administration

would require a major system revision including a new incentive structure rcplacing
the current focus on profitability by agency by some systcm level incentives where

not only economic measured but also ones concerned with benefits for citizens and/or
society would have to be defined. Alternatively, local governments might cooperate

on a basis of sharing costs, but so far this has not happenedother than occasionally.

The SAPM is not alone in this analysis, examples from other countries include an EU
effort to investigate and find models for “Value Creation in eGovernment projects”

[4]

Following this discussion, the first hypothesis for our investigation is

(H1) There is a lack of economic incentives, particularly at local level, to invest in
eGov

eGov research literature is not very helpul in explaining reasons for lack of progress
in implementation. So far, the literature is mostly case studies, or rather case stories,
where individual examples of eGov services are prescnted, sometimes along with, but
often without, my measurement of success. A 2004 survey of three major eGov
conferences found 53 % of the 170 papers to be descriptive with no attempt of theory
testing or creation whereas only 29 % made such attempts [11]. Further, eGov
research is typically oriented towards technology and (individual) organizations and
does not concern system level efficiency (all government agencies together) or

effectiveness (government’s contribution to socicty). System level studies are
typically made by political scientists and do not concern eGovernment but rather the
political organization. Some studies are critical at a theoretical and principal level, but
do not measure implementation [14]). There is thus a lack of integration, and even
compatibility or comparability, between different strands of government related
research, and hence a need for new research.

This said, some hypotheses are at least discussed if not conclusively tested. Kawalek
et al [12] assumed, following the Lewinan approach of Dent [5], that there is not
sufficient crisis felt in the agencies supposed to implement eGov. They investigated
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one casc and found no change, no prcparedness, no sense of crisis, and indecd

obstruction towards change. Though only a single-case study, the potential
implications of this stuaion being widespread would be far-reaching, so we found it
worth following up, hence our second hypothesis is:

(H2) There is no sense of crisis requiring eGovernment investment in the agencies

where it is supposed to be implemented

Other traditional exp lanations have focused on lack of “e-preparedness”, less
sophisticated users. Though rarcly explicitly stated, this hypothesis can be found

underlying the official efforts of the EU, and as an effect also among national
stategies. Broadband connectivity, user “trust” and education are prioritized as efforts
to make the information society happen. Examples include the eEurope Action Plan
of June 2000 [6] where “A cheaper (for the users) and more secure and trustworthy
Internet”, “Increased user competence”, and “Increased Internet use” are the main
points on the agenda. Both the Swedish Bill and the EU action plan mention “trust”,
also related to users’ lack of use, as one of the top priorities to achicve more use.

This line of reasoning secms to expect a steady, while perhaps at times slow,
development towards eGov, starting with putting services online, then helping users
to use and trust the new technology (incidentally, there is no mentioning of the
potential lack of trust in government, which might be exp ccted given the trust debate
in the e-commerce literature. This argument rests on studies finding many people still
not connected to Intemnet and many of the existing services little used (e.g. [I1])). As
this hypothesis underlies large parts of the EU funding scheme, it must be
investigated:

(H3) Users — including both “end users” of services, citizens, and service providers
within government agencies — are still lacking skills and means to make use of the
electronic medium.

While our experiences from various projects led us to find both H1 and H2 credible,
we were reluctant about H3. After all, Sweden can boast some 70 % connectivity in
the home, more if job conncctions are included. Swedes are also the most frequent
mobile phone users in the world and generally keen on using technology. An earlier
study of the same field that we made in January 2003 based on research findings from
other organizations and Internet use surveys [10] suggested that H3 would not be
supported. It rather implied that other factors might contribute more substantially, in
particular the existence of conflicting goals in many agencies. For example, many
municipalities, certainly small rural ones, may see local employment as the most
crucial, and problematic, factor. Hence they might hesitate to scrap public sector jobs
for achieving a more efficient public sector as the whole municipality would then
suffer from increased unemployment. Other examples would include the problem of
closing manual services as long as there are pcople not using the Internet, and hence
the risk that eservices would only increase costs. This argument led us to a fourth
hypothesis:

(H4) Agencies have conflicting goals, and other ones are sometimes prioritised over
investing in eGov to improve government efficiency.
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2. Method

We _explored- the four above mentioned hypotheses qualitatively by interviewing
leading officials in government organizations. The reason for the choice of method
was that we wanted to find out how management reasoned about electronic services.
We wanted to explore the rationalities guiding the daily activities of the operative
agencies where eGovernment is to be implemented. As these might be intricate, and
as there might be more explanations than the four we hypothesized based on earlier
studies. Hence our study was made rather to provide increased understanding for the
various explanations offered by hypotheses rather than trying to test them in any
quantitative way. To this end we made a sample of agencies based on several criteria
designed to find different kinds of organizations. We selected both those who had
shown great interest in e-services, and those who so far had not. As discussed above,
we had four hypotheses found in literature:

e (HI) There is a lack of economic incentives, particularly at local level, to invest in
eGov

e (H2) There is no sense of crisis requiring eGovernment investment in the agencies
where it is supposed to be implemented.

e (H3) Users — including both “end users” of services, citizens, and service
providers within government agencies are still lacking skills to make use of the
electronic medium

o (H4) Agencies have conflicting goals, and other ones are sometimes prioritised
over government efficiency

We investigated the hypotheses qualitatively by interviewing leading officials

representing nine government agencies. The questions asked were designed to

consider the fact that eGovernment implementation is in fact compulsory in principle,
but only to minor parts detailed (e g regarding some aspects of email use). This means
everyone will claim they are indeed implementing eGov, no matter how slow progress
may scem from outside. Interviews hence have to be made in a positive manner

(“What drives your efforts...”) rather than accusing (“why haven’t you...."”).The

interviews were semistructured guided by the following questions (related hypotheses

in brackets):

o Which are the driving forces for developing e-services? (H1-H4) Here, we wanted
to find out to what extent user demand, internal efficiency crises, national
government policy vere important factors, and in what ways they influenced
activities.

o What is the knowledge about, and the view on, the national policy documents in the
field? (H4) As the national policy is clearly not implemented straight-forwardly,
there must be either lack of knowledge abuot it, or some other view about what is
important, or both.

o What e-services have been implemented? (H1, H3) This question intended to
complement Q1, as implemented services would indicate the existence of some
incentive in that area and unimplemented services would indicate a lack thereof.

o What are the visions for the future? (H1-H4) This question intended to find the

organization’s own strategic goals, to complement Q1 and 3 which also include
environment factors of today.
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® What is the influence of companies on the development of public e-services? (H1)
One idea here was that there might be a supply push from companies developing
IT tools or handling services on an outsourcing basis.

* How are e-services developed? (H1-H4) The main issue here was to find out if this
is done as part of daily business routines or as innovation projccts not anchored in
the business processes and if, and how, eGov was uscd to drive reorganization.

® What organized cross-organizational cooperation is there, and how do the actors
view the needs in this respect? (H4) As this is something many investigations have
found lacking, the purpose here was to find out why this is so, and if there are
developments underway to change this.

® What are the main obstacles for further development? (H1-H4). This question was
intended to complement Q1 and Q4 - how operative are the “visions” conceived,
and what incentives, or lack thereof, are considered crucial?

Several questions related to more than one hypothesis, and one guiding principle was

to make the respondents speak rather freely so as to not suggest to them what we

consider important and what not. The hypotheses were not mentioned.

The interviews were made by telephone by two PhD students. Interviews lasted 45-60

minutes and were semi-structured based on the questions listed above. The interviews

were analysed by the interviewers and one senior researcher independently. From the
answers, as stated by the respondents, we extracted statements that expressed the
respondents view in four categories according to a SWOT scheme: Perceived
organizational ability Strengths), perceived organizational disability (Weaknesses),
perceived environmental enablers (Opportunities), and perceived environmental
obstacles (Threats). This enabled us to distinguish between what people saw as
possible to achieve relying on their own capabilities (S and W), and what depended
on the whole system characteristics (O and T). We then excluded duplicates and

“normalized” answers by intcgrating similar answers into a common phrasing when

this could be done without risk of changing the content of the answers. Finally, we

applied the answers to our hypotheses. Each hypothesis then was assigned a number

of Ss, Ws, Os, and Ts (possibly 0).

Selection of cases and Respondents

Even though the sample of nine organizations is not statistically representative, in
practise the views here expressed can be considered credible as representing typical
views among leading government practitioners — the agencies together cover about 20
% of the Swedish population including the second largest city, the second largest
region, and two of the largest national government agencies. The sample also includes
six of the smallest towns and one rural region. Also, the views presented are founded
in a long history of IT development and several years of eGovernment (including
previous labels) efforts on part of the interviewees. .

The sample sought to identify diffcrent aspects of e-service provision which are
known or hypothesized to make a difference. Facors selected were largc-smgll
(differences in resources, differences in scale advantage), rural-urban (differences in
culture, broadband connection, user sociocconomics, expertise availability), north-
middle-south Sweden (different cultures, sociocconomics, population density), and
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c_oopcr:;tion among governments. The sample included three regional governments
(including one “extended” region integrating two former regions), three local
governments (one of which is a cooperation among six municipalities), two national
level government agencies, and one national level support services, a “portal to the
public sector”. The organizations investigated were:

Regions
‘Region 1: large, several large cities, southern. 1135 000 inhabitants in 33
municipalities, including Swedens 3rd largest city.

Region 2: Small, rural, northern. 254 000 inhabitants in 15 municipalities.

Region 3: Small, part of central Sweden region. 273 000 inhabitants in 12
municipalities

Municipalities

City 1: 500 000 inhabitants in 21 districts.

City 2: A cooperative effort involving 6 independent municipalities, each with a
population ranging from 4 000 to 10 000 people.

City 3: 50 000 inhabitants, in the Stockholm region

Central government agencies

Agency 1: Taxation authority

Agency 2: Social insurance agency

Agency 3: Small agency providing a value-added electronic directory service

3. Findings

From the interviews we extracted statements that expressed the respondents’ views in
four categories according to a SWOT scheme. We found atotal of 7 strengths, 14
weaknesses, 8 opportunities, and 14 threats. While the numbers themselves are not
important — other than indicating a situation including many factors - the proportion
seems to indicate a problematic situation. Further, the nature of the respective factor
may worry. While many strengths are quite general and “soft” as drivers (e g
unspecified “user demand”), many weaknesses and threats are quite specific and
“hard” as obstacles (e g “lack of standards™). We then related cach S, W,0 and T to
the hypotheses. In the following we consider each hypothesis in turn giving examples
from the answers.

(H1) There is a lack of economic incentives, particularly at local level, to invest in
eGov.

This hypothesis received 4 strengths, 7 weaknesses, 3 opportunities, and 6 threats.
The number reveals a problematic area with several positive and negative factors.
Unfortunately, as we shall see, the pluses and the minuses come in different
proportions to different organizations, local government receiving the most minuses.
At central government level, incentives abound, and they always come from
advantages of scale that can be achieved within a single organization. For example,
Agency 2's automated voice service saves 88 % of the cost per call, hence the 84
million calls received in 2002 meant a saving of 84 MSEK (about 11MUSD). The
estimate at Agency 2 is 700 MSEK savings in the next two years from using &
services, which would mean investment is paid back in two ycars.
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At local level, on the contrary, many mention a lack of economic incentives.
Currently economic incentives are designed on a per-agency basis and do not favor
cross-border cooperation. This means only large organizations can easily find
incentives. Coopcration among small ones, such as small cities, is happening
occasionally but is hampered by legislation, competition among cities, and traditions.
We found only two examples of (stated) increased efficiency in local government.
One example (City 3) concerns the annual choice of schools (parents may choose
school for their children) in a city where the respondents claim they saved 34 months
of work and were able to make resources available for other work. However, this
estimate is contested, and only days after our interviews there was a public debate
growing about just how this calculation was made. The other example (City 2)
concerns co-use of technical resources, such as sharing systems and hence saving on
software licenses among small municipalities, quite a minor saving compared to the
hopes for eGov, and the only reorganization efforts included shared switchboard
operation and web administration. Although these examples are rare birds, at least
they show that progress is possible. However, they also point to a low level of
competence n measuring cffects of e-service use in local government and very
limited savings/efficiency gains so far.

As for weaknesses - perceived intenal disabilities — it appears people have a
defensive attitude. Generally, people perceive user demands for more and better
services. Many mention this, nobody speaks against it. Some organizations report
receiving suggestions from citizens frequently (Region 3, Agency 2). But the outer
pressures such as user demands, benchmarking results and policy documents are
outweighed by financing problems and difficultics to find economic rationality in
services at local level. Large-scale services include considerable investment and the
devclopment is today typically not politically driven but seen as a lower-level
administrative issue. All respondents mention lack of political leadership. This is a
problem as it makes the planning horizon too short: Eservices create more work in a
short-term perspective as they also require reorganization. As dcpartments are
evaluated by annual economic assessment, political support is necessary for being
able to make investments calculating future gains but resulting in budget deficits
initially. A strict one-year planning horizon means costs have to be budgeted but
future gains.can not. Put differently, to make sense in small organizations e-services
must be measured in other terms than direct economic savings, for example user
gains. Examples mentioned in our investigation included the possibility to better
utilize resources, but also a strive to achieve a more “modem” image which is
supposed to make the city more attractive both for citizens and skilled employees
(both are scarce resources in many cities).

All respondents directly require national directives in many issues, but some go so far
as to requiring a national work division, regulation regarding what services should be
developed locally and what should be the work of other actors (Region 3), as this
would clarify what socictal gains should count as important. It would also clarify a
work distribution across government levels, and provide a yet lacking clear
operationalization of the national eGovernment goals. - ‘
A problem further making investment difficult is the fact that municipal l:m: forbids
municipalities to sell innovations. Hence return on investment cannot be achicved by

“exporting” products developed to other cities.
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B e e
cooperati Ci 3, Y_ revtlar organizational change a.nd interorganizational
peration (City 3, Region 3, Region 2, Agency 2). Some claim that also internally
the focus on technology is a problem — business departments too often leave issues to
the IT dcparqnent (City 1) and hence avoid issues of business process integration.
But cooperation, too, has its problems. One respondent mentioned is that it is hard to
make shared investment as it is hard to calculate how costs should be shared (Agency
2). Some mention that cities want to maintain their own profile, both as a competitive
advantage and as a response to local requirements, and similar services across cities
would make this more difficult (City 1).
One risk mentioned is that good e-services would trigger demands for better services
— "informed citizens demand more” and this might eat up calculated efficiency gains.
This is one of the important contradictions of the eGov efforts. On the one hand,
citizen engagement is officially hailed as an important potential, on the other hand,
among those who are supposed to implement it, it is not. Citizen engagement is a
democratic gain, but one that comes at societal level, not nccessarily at the municipal
planning office, where it is a cost. Although many mention positive effects of citizen
demand, e g creating a pressure for reorganization, only one of the municipalities in
our investigation has systematically worked for implementation of this.
The lack of technical and semantic standards is mentioned as an inhibiting factor, as it
often makes it impossible for small organizations to develop services at all. It also
prohibits information exchange among organizations and hence restricts cooperation.
Even though some large organizations develop their own standards (Agency 2), the
lack of national standards may mean a development towards technical diversity which
will at a later stage prohibit integration even if individual (large) organization may
come some way developing their own services.
Political decisions at national level regarding cooperation and standards are lacking,
and are requested by all actors.
Finally, it must be mentioned that eservices appear to largely not yet be an integrated
part of daily business operations. In both the regional organizations, for instance, they
are handled by a project organization.
(H2) There is no sense of crisis requiring eGovernment investment in the agencies
where it is supposed to be implemented.
This hypothesis received 1 strength, 3 weaknesses, and 2 threats, indicating a weak
area. That is, there is little support for the idea of eGovernment being necessary, and
hence there is support for the hypothesis.
All respondents report that eservice dcvelopment is not politically driven, neither
locally nor centrally. They requested leadership and standards from central
government, but also locally issues are often delegated to lower level administration
which means it happens within existing organization as “normal business” not as a
crisis requiring major change. The exception in our study was City 3, which
incidentally also was the only local government where reorganization was high on the
agenda and economic benefits had been estimated. When asked for incentives, many
local and regional respondents mention “better service”, “modernization”, etc., i.e.
general issues of improvement that are not urgent.
There is indeed mentioning of crises, but these usually have to do with budget deficits
and lack of staff, and eGovernment is not seen as a solution. Hence this crisis
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awareness rather support hypothesis 4 - cities believe they have more urgent things

on the agenda.

It should also be mentioned that our respondents do not look to rescarch for
assistance. Noone mention reading research reports or consulting researchers other

than sporadically, and hence research findings apparently go unnoticed. This
underlines the impression that eGovernment is seen as a straight-forward
implementation issue, not a strategic — and hence political - one requiring looking
around for new strategies.

While among leaders in the private sector today organization is seen more important
than technology itself (Carr, 2003), in Sweden, eGov projects are still seen as

technical and often driven by the IT department, which means re-organization is not
often an issue (City 3, City 1). Although there is often a special organization for

dealing with services on the web, this appears to be more of a project on top of the

ordinary business than a change driver.

Many claim that central govermment goals should be accompanied by economic

incentives for reorganization and/or cross-border cooperation (Region 2, Region 3,
Agency 2). Currently policy requirement stop at technical details of services, such as
“interactivity” (meaning user input). This policy echoes the benchmarking
assessments that are regularly done at the EU level.

eGov driven cross-organizational integration is rare. We found one minor example of
this among 6 small towns, apparently driven by economic problems in small
municipalities. There is indeed sharing of ideas through conferences and
compcetitions, the problems appcar to be more in the field of implementing novel ideas
than being aware of their existence.

(H3) Users — including both “end users” of services, citizens, and service providers
within government agencies are still lacking skills and means to make use of the

electronic medium.

This hypothesis received 1 strength, 3 weaknesses, 6 opportunities, and 2 threats,

indicating an area with good hopes yet not fulfilled.

Citizen trust in government e-services is generally perceived as high, both as concerns
the content and the security (City 3). Some respondents feel security issues is
sometimes overrated for fear of being slack, and this may hamper ease of use and
unnecessarily caution users (Region 1).

High citizen interest in developing new services is reported. Most respondents have a
feeling that eservice supply is too limited, citizens want more. Some receive
spontancous suggestions for improvement (Region 3, Agency 2, Agency |). Further,
noone reports major problems with using services. Some report that one reason for
not moving as quickly towards more services as they feel users would wish is a fear
of them becoming so popular that they would require a lot of work on part of the
service provider, something they feel they can not afford.

Existing eservices providing user value or enforced by organizational design are
much used (Agency 2, Agency 1, City 3). Respondents also quote general features of
the development, such as that the coming IT-generations are expected to demand
more e-services, and that other businesses, such as the banks, are seen as role models.
New communication channels such as SMS are also considered attractive among
users and some services are developed, however mainly as additions to alrcady
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imPlcmented e-services in the central government agencies. For example, Agency 2
clalms' SMS responses would reduce the load of phone calls by 3-4 million per year.
Even if many services are much used, some are not. This is attributed to lack of
information — users are not aware of the existence of services. There are also
examples of services that have not yet found their place. As an example, a value-
adding directory service covering the whole public sector has been running for several
years, but is largely not used. Instead, five large central government agencies have
jointly developed another one, simpler and less comprehensive but intcgrated with the
underlying systems and hence more effective. This is another example of the
problems of aligning economic incentives and policies and simultancously creating
value for individual organizations and for the sector as a whole.

One apparent potential obstacle is that slow development and uneven distribution of
the broadband infrastructure excludes many users. Our respondents blame central
government for this. It should be noted here that there is central government subsidy
to cities for investing in broadband infrastructure, but there is a debate as to the
appropriateness of this subsidy. Also there is a “market policy”, a hope in commercial
development, such as DSL connections over the telephone network, something that so
far has contributed to a lower penctration in rural areas.

It is also claimed that government’s lack of care for privacy aspects may reduce users’
willingness to use services, and there are also surveys that suggest this. There is great
uncertainty about security issues. As an example one regional government (Region 2)
use the disclaimer “We cannot assume responsibility for security on the Internet” also
for trivial information pages. This appears overly cautious, as the information is not
personal and no decisions arc made based on it alone.

(H4) Agencies have conflicting goals, and other ones are sometimes prioritized over
government efficiency

This hypothesis received no strengths, 3 weaknesses, 1 opportunity, and 3 threats.
This indicates a very weak area with no reliance on own drivers (which would have
been a strength) and only one opportunity.

Internal driving forces mentioned include providing better services, utilizing
resources better, and attracting staff by being a more modern organization. These
factors can to considcrable degree be dealt with within each organization and are
treated in this way. Cross-border cooperation is only rarely happening, and several
respondents require the national government to either make some services
compulsory or provide incentives for this to at all happen. It appears noone wants to
make a risky investment, risk involving not only customer value and use but also
some national policy later making local services obsolete.

It is unclear how services provided correspond to citizen needs, as structured
investigations of nceds/requirements are not made. This appears to indicate that
eGovernment is either not considered that important or a self-evident development.
Judging from the answers related to hypothesis 3, the latter appcars to be the case, but
the slow development at local level rather point to the former. One hypothesis that
might be created from this is that the general passiveness stated by many is related to
the uncertainty of national policy implementation that many mention, and hence
currently at a turf war stage, along the lines of Simmons [23], where everybody
maneuvers cautiously so as to let investment be made by someonc else.
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Many respondents claim the current situation with heavy (defensive, reactive)
rationalization for the purpose of meeting budget constraints has meant there is not
enough strength left for (proactive) reorganization for efficient oservices. There is,
for example, an urgent need for more staff at the hospitals, and eGovernment is not
seen as a solution to that. Hence, it appcars local governments have more urgent
things on the agenda. The sense of crisis needed for things to happen - as claimed by
hypothesis 2 - is indecd around, but it does not appreciate eGovernment a solution.
As eGovernment issues are typically delegated - not at the political strategic agenda —
eGovernment is not considered in a larger perspective, € g in terms of automating
some activities to free resources for other, ¢ g the hospitals. eGovernment is a
competing cost. City 3 is the exception here, they clearly express the intention to use
e-services to be able to relocate resources.

There is a lack of tradition of cooperation, both among municipalitics and between
municipalities and companies (City 3). Both are attributed to cultural differences, the
latter sometimes to government mistrust in companies (City 3). A further potential
cooperation problem is that research results are not used.

Further, cooperation is by some secn as a threat to local innovation, adaptation to
local conditions, and - for small municipalities in particular - local independence
(City 1).

The public sector lacks procedures and experience in commercializing innovations.
As mentioned above, this is also prohibited by Municipal Law.

4. Conclusions and Discussion

We started with four hypotheses regarding the incentives for further development of
e-services. The findings indicate that Hypotheses 1, 2 and 4 (lack of economic
incentives, no sense of crisis, and conflicting goals on part of government agencies)
appear valid, while there are good reasons to consider hypothesis 3 including (lack of
user “e-readiness”) less important. While some users may not yet be “ready”, the
fundamental problems for further eGovernment development lie clsewhere.

A qualitative study with a small sample we can only show the existence of other
explanations, not quantitatively test the hypotheses. We believe, however, that these
findings give some insight into the various kinds of obstacles eGov is facing, and
indeed that the officially claimed “lack of readiness”, implying steady if slow
progress towards a politically defined goal (hypothesis 3 in this study) should be
challenged.

One particularly important point of concern in eGov is the potential for cross-
organizational integration paving the way for increased efficiency. Our respondents
almost unanimously claim central government is responsible for achieving this, by
policy as well as incentives. However, there is an argument about the feasibility of
top-down and bottom-up methods respectively to achieve integration and system level
benefits. While elements of standardization both at technical level and service level
are necessary to achieve advantages of scale among small units, simplifying for users
of services from different providers, and facilitating interoperability among agencies,
there is a question of how much standardization is optimal, and how to best achieve
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this. There is a Swedish tradition of independent authorities, which has been both
questioned and celebrated with respect to e-service development. This independence
is currently reinforced by budget constaints which make each organization reluctant to
investment in the first place, and certainly less eager o work for general societal goals
when these bring monetary costs to the own organization and gains somewhere else or
in intangible form. Our results indicate that lack of technical standards and shared
resources, such as digital signature scheme and broadband connectivity particularly in
more rural areas, is currently an obstacle, and that central government must somehow
contribute to providing this. This is a result of a policy developed what appears a very
different time — during the IT boom in the hte 1990s, there was hope in central
government that market players would take care of this. Our study indicates that this
“market model” has not worked for reorganization across borders because individual
authorities have different goals — conflicting or simply considercd more urgent —or
cannot make the necessary investment, or gains appear elsewhere than where the
investment has to be made. Hence there is a need for some force at whole system
level. While this does not necessarily mean strict centralization, it is clear that the
central government’s policy — based on EU directives — has not been operationalized
in any clear way. There are not sufficient incentives at local level to make it happen.
This said, it appears caution is commendable as to the methods for achieving this.
While leadership is nceded and lacking, local innovation and creative service models
cannot be enforced.
We believe this is a lesson that should be considered in eGov efforts everywhere.
eGovernment in any country will have to be developed along the traditions in that
country — but not only. There has also to be innovation. Traditions will have to be
changed at some point, and this investigation points at such a point in Sweden having
been reached but not taken care of. It appears that when development within the
tradition — deccentralization and economic performance per department as the only
measure of success — reached a point where small units were unable to continue, the
lack of a true, operationalized, central or common vision for eServices became
apparent, and so there was nothing there to support next step. Examples from other
countries, such as Korea, indicates that the situation may be very different. There, a
strong central government provided the necessary technical infrastructure, including
broadband and electronic signatures very quickly. Still, there is more to electronic
services than building them, and each country may encounter difficulties of different
kinds at different stages in the development. The long list of factors discussed here —
drivers as well as inhibitors - indicate that eGovernment development is indeed
complex and involves a number of challenges. There is no one straight-forward way
towards the electronic government, and what is positive at one stage may prove an
obstacle at the next (e g the Swedish “market model™).
More fundamental issueas regarding societal organization are at stake. In our
investigation, dties claim their independence and profile would be threatened if all
used the same services. This is something different than organizational efficiency by
cooperation. It is apparently felt that in the strong competition among cities (for
businesses and inhabitants), electronic services are still seen as a competitive
advantage. This view should probably be changed. Electronic services will be, or are
p-cr!}aps already a standard feature, and most cities will in the future probably have
similar standard services, just like roads look much the same in any city. It appears a
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good advice to go for the cheapest and most functional solution following both
technical and service standards best possible, and use local creativity to make
amendments and adaptions to best fit local interests. This may appear a bit dull, and
probably it is advisable to for some time yet keep up the image of “creative IT
projects” to attract some extra funding. There are indeed areas where much is not yet
done, but for most municipal services, most cities should be happy with copying
others concerning the technical tools, and create their “profile” baser on something
else. Amount of use, accessibility, reorganization for efficiency... there are many
things where excellence is still rare.
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Abstract. The paradigm of E-Government is a way to advance towards a better
administration in Spanish autonomous parliaments using information and
communication tcchnologics (ICT) in order to carry out onc of the major
initiatives of COPREPA (conference of presidents of autonomous parliaments
from Spain). The goals of this initiative involve the sharing of information
among lcgislative institutions, the increasing of productivity through higher
opcrational cfTicicncy, the offering of better quality services and innovation. In
this papcr, the main issucs and technologics suppont related to the intcgration
and oopcration among Spanish autonomous parliaments bascd on an c-
government approach arc presented. Firstly, the charactenstic of Spanish
Icgislative interaction problems arc addressed and sccondly, the conceptual
architccture model for intcgrating Spanish parliaments and other institutions arc
presented. Different requircments are considered: intcroperability problems
arising from hctcrogencous legacy parliament systems, components modcl,
system access and sccurity model. Finally, this paper acknowledges the
potcntial of egovernment model to transform how parliaments can provide
services onlinc and how more sophisticatcd forms of consultations and
coopcration between parliaments and other institutions can be encouraged.

1 Introduction

The idea of sharing information among parliamentary institutions was a result of the
conference of autonomous presidents from Spain (COPREPA), where the projects and
common interests among all the parliaments from Spain are established. In a meeting
taken place by COPREPA arises the initiative of looking for some procedures that
allows sharing information among the parliaments, with the purpose of having
valuable information for the deployment of the legislation in each parhamcr!t.

The main functions of COPREPA are based on the exchange of experiences and
information on the performance of the different autonomous parliaments and on the

J. Padget, R. Ncira, J. Diaz dc Lcon (Eds.). e-Government and c-Democracy: Progress and Challenges
© IPN, Mcxico 2004.
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other hand, the study, and in their case approval of combined initiatives that improve
the performance of the parliamentary cameras or of their intercommunication.

Furthermor-c, the conference of European regional parliament’s presidents,
(CA.\LRE) which is integrated by the presidents of the legislative assemblies of the
rcgfons'of Europe, promote at the same time the relationships between the regional
legislative assemblies and the European institutions by mecans of the fomentation of
the exchange of information through the use of information and communication
technologies (ICT). CALRE consists of more than sixty assemblies that represent
more than two hundred million Europeans. Concretely, CALRE is formed by the
seventeen Spanish autonomous parliaments, all the Italian regional councils, the
cameras of the regions and communities of Belgium, all the parliaments of the
German Linder, the autonomous Parliament of the islands Aland of Finland and the
regional assemblies of Azores and Madeira, belonging to Portugal.

However, public administration is the most complex organization in a society. For
example, Spanish public administration consists of large and complex networks of
institutions, administrations and agencies, which are conformed in seventeen
autonomous communities. In each autonomous community, the legislative function is
carried out by the autonomous parliament. It is the representative organ of the citizens
of that autonomous community. Additionally, the legislative function is carried out by
the senate and congress of deputies in the general courts, where the general courts are
the representative organ in national Spanish state. Figure 1 illustrates the Spanish
legislative environment, where a complex set of interactions between autonomous
parliaments, senate, congress of deputies and other institutions may take place.

Autonomous Communites
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Fig. 1. Architecture of the environment of Spanish legislative interactions
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At the same time, the use of Web technologies should also be considered changing
the traditional mech.anisms in which the institutions and administrations operate and
interoperate. More importantly, the Web has introduced new paradigms in the way
data and services are accessed.

To be precise, the paradigm of E-Government or Digital Government (DG)[1])isa
way to advance towards a better administration in Spanish autonomous parliaments
using information and communication technologies (ICT) in order to increase
Praduct@vity through higher operational efficiency, offering better quality services and
innovation,

In this paper, our launching pilot project, WebSpanishParliament project (WebSP),
is presented, where the e-government paradigm is used in our approach of integrating
Spanish parliaments in order to improve the interactions between parliaments and
other institutions through the deployment of a digital infrastructure which allows
shaning legislative data information among a number of distributed hosts. Information
about documentation and procedure on the laws, information about legislative
initiatives, statistics data on the legislative activity as well as the consultation of the
librarians funds are illustrative examples of the need for cooperation between the
different parliaments and other institutions. This cooperation and collaboration will
contribute to improve each parliament's internal function through a more efficient
administration and management of the information, as well as a significant reduction
in the use of paper, mail and phone activities, and consequently, improving the
services supplied to the legislative authority. This way, the efficiency and
productivity are considerably increased by on-line DG services.

One of the critical issues in our WebSpanishParliament project is the
interoperability problem arising from heterogeneous legacy parliament systems. To
solve the problem, effective tools, methodologies and technologies are required to
provide easy and seamless connections between systems that were developed by
different people, running in different environments under different software/hardware
platforms.

WebSP consists of an experimental digital infrastructurc built around Web services
technology solutions for the integration, cooperation and interoperability among the
heterogeneous systems of information that integrate the distributed hosts in each
autonomous parliament, general courts and other institutions in order to improve the
internal legislative function of each one of these institutions.

The remainder of this paper is organized as follows. In Section 2, we address the
different dimensions for evaluating the integration and cooperation between Spanish
parliaments and other institutions related to content exchange, autonomy,
heterogeneity and security. Section 3 provides an overview of Web s.ervices
technology solutions. In Section 4, we present and discuss the conceptual architecture
model for integrating Spanish parliaments and other institutions, where d:ffcre.nt
requircments are considered: components model, system access model and security
model. Finally, we provide some concluding remarks in Section 5.

45
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2 Characteristics of Problems of Spanish Legislative Interactions

The de\.rclopmcnt of an e-government infrastructure for the integration and
cooperation between Spanish parliaments and other institutions entail a number of
policy z.md technical challenges. It is interesting to note that many problems that
appear in legislative environments share similarities with the judicial and exe cutive

environments. In this section, the major issues that must be addressed for a successful
deployment are presented.

2.1 Integration of Heterogeneous Data

Spanish autonomous parliaments collect, produce and manage massive amounts of
data. This information is typically distributed over a large number of autonomous,
heterogeneous and large databases. An efficient administration and management of all
this information is quite complex, due to the different situations that are presented:

— Some parliaments have specific applications that enable the sharing of relevant
information based on HTML documents that can be accessed through a World
Wide Web browser to a Web server.

— Other parliaments provide explicit resources to access to the legislative information
systems, where the access to this information is restricted to authorized people of
the parliament the information belongs to.

— There are also some parliaments that have no access mechanism to the information
that other parliaments propose to share.

— Heterogeneous software architectures, platforms, applications and databases can be
found among the parliaments that decide to share the legislative information. This
way, the interoperability problem arises from heterogeneous legacy parliament
systems.

— Spanish state is made up of seventeen autonomous communities, where several of
them provide its legislative information in its proper language such as catalan,
gallego and vasco language, which differ to the language used in the rest of the
communities. On the other hand, each one of the European institutions stores their
information in their own language. This context limits the formal treatment of the
systems information using only one language. Therefore, resources of translation
are required in order to take into account the different languages.

All the above mentioned issues involves developing solutions based on an
interoperability architecture that perform the storage, sharing and management of the
information among parliaments without imposing the substitution of the basfc
infrastructure of the systems of information, because no parliament can impose his
approach on another parliament. Thercfore, several challenges must be addressed to
enable an efficient integrated access to the legislative information. These include:
solution to the problem of the interoperability among computers, ontologic?l
integration, middleware support and query processing. This way, the solution of this
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problem involves the coordination of the effort of different people with different skills
and functions.

2.2 Scalability

An e-government infrastructure must be able to scale to support growing numbers of
underlying systems and users. It also must easily accommodate new information
systems and heterogeneous high volumes of informtion. Two important dimensions
of the scalability problem must be addressed in Spanish legislative interactions: the

number of transactions that can be supported in a given unit of time and the volume of
accessible data.

23 Autonomy

The different computer systems that intcgrate the legislative environment are
characterized by its autonomy in their design, communication and execution. This
means that each individual department of computer scicnce of each autonomous
parliament select the process and content of description models, programming
models, interaction models with the outside world, security model, etc. In a fully
autonomous collaboration, each parliament is viewed as a black box, which is able to
exchange information. As a result, the parliaments must interact via well-defined
interfaces. However, a completely autonomous collaboration was very difficuit to
achieve some years ago because it requires effective support technologies that can
resolve connections between systems that were developed on different environments
under different software/hardware platforms.

24  Security

Autonomous parliaments collect and store huge amounts of sensitive information
about laws and legislative information. Security is therefore one of the major concerns
in the digital applications. Recent advances in cryptography and protocols
for secure Internet communication significantly contributed in securing information
transfers within digital parliamentary infrastructures.

Securing digital parliamentary infrastructures involves many aspects. Such as
prevention, this is related to network security and enablement, which is related to
identity and access management. For example, a service provid'cr (e.g, any
parliamentary institution or another institution) must be able to specify who may
access the service, how and, when accesses are made [3]. .

Currently, the issue of securing the interoperability of Web services is one that has
been he focus of many standardization bodies. Many standards for sccuring Web
services have becn proposed or are under development. Examples 1nclude:'ws
Security [2], XML Encryption [7], XML Digital Signature [8], SOAP Digital
Signature [9], XACML [10], and SAML [11].
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2.5  User Interface and User Accessibility

E-government applications are typically developed to be used by average users who
in general have no special computer skills. Therefore, the user interfaces needed to
access these applications must be easy to use and accessible to users with different-
aptitudes. Recent cffort issues at developing “smart user interfaces” are arising. These
issues are based on learning user’s abilities and dynamically adapt to those. Technical

solutions to the smart user interfaces problem can be covered by an agent system or
multi-agent systems [4].

3 Web Services

The problems experienced in achieving collaboration between parliaments have been
largely due to a lack of support technology that provides exposing and sharing
heterogeneous and distributed databases and applications between parliaments and
other institutions using standard technologies. Centralizing the relevant information
that Spanish parliaments decide to share, without exposing the entire application and
using standard initiatives is one of the major aims of each one of the Spanish
autonomous parliaments. One of the critical issues is the interoperability problem
arising from heterogeneous legacy of parliament systems. In order to solve the
problem, in the early days of the Web, core technologies were used to provide an
interface to distributed services (e.g., HTML forms calling CGI scripts). However,
XML has accelerated this development, and has sparked the emergence of numerous
XML-based environments that enable Web services technology solutions. In this
respect, Web services [25, 26] are a useful component in e-government infrastructure
due to the support of the broad interoperability problem between distributed
applications using standard XML-based technology and Intemet communication
protocols (e.g., TCP/IP, HTTP). Web services technology, therefore have the
potential to facilitate deeper and more sophisticated integration and consultation, that
is, how to better share data information between applications and underlying
architectures and reuse components between parliaments and other institutions.

The precise definition of Web services is still evolving; therefore several

definitions for Web services can be found in the literature. For example, a Web
service is said to be:

~ A piece of business logic, located somewhere on the Internet, that is accessible
through standard-based Internet protocols such as HTTP or SMTP. Using a web
service could be as simple as logging on a site or as complex as facilitating a multi
organization business negotiation [5].

— Loosely coupled software components that interact with one another dynamically

via standard Internet technologies (Gartner Group, a leading research and advisory
firm).
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- A software application identified by a URI (Uniform Resource Identifier), whose
interfaces and binding are capable of being defined, described, and discovered by
XML artefacts and supports direct interactions with other software applications

using XML-based messages via Intemet-based protocols (W3C, World Wide Web
Consortium)

— A functionality that can be engaged over the Web [6).

3.1The Web service reference model

Interactions among Web services involve three types of participants: service provider,
service broker, and service requestor. Service broker is also referred as service
registry. The Web services functionalities are illustrated in Figure 2.

The architecture of Web Services is founded on issues and standards based on
connection, communication, description, and discovery. This way, service providers,
are the owners that offer services. They define descriptions of their services and
publish them in the service registry, a searchable repository of service descriptions.
Each description contains details about the corresponding service such as its data
types, operations, and network location such as name, description and contact
information of business data. Service requestors use a find operation to locate services
of interest. The registry returns the description of each relevant service. The requestor
uses this description to invoke the corresponding Web service.

Three major standardization initiatives XML-based technologies have been
submitted to the W3C consortium to support interactions among Web services:

— WSDL (Web Services Description Language) [12]: WSDL is an XML-based
language for describing operational features of Web services. WSDL descriptions
are composed of interface and implementation definitions. The interface is an
abstract and reusable service definition that can be referenced by multiple
implementations. The implementation describes how the interface is implemented
by a given provider. Most Web services development tools generate WSDL
documents automatically. Therefore, it is not necessary for developers to fully
understand the syntax of WSDL when they are building and deploying Web
services.

~ UDDI (Universal Description, Discovery, and Integration) [13]: UDDI enables
developers and businesses to publish and locate Web services on a ngtwork
through the business registry, an XML repository. As its name implies, t!1e
specification allows companies to describe their own services and e!cctrqmc
processes, discover those of other companies and integrate others services .mto
their system. Conceptually, the information provided in a UDDI .busmerss
registration consists of white pages (contact information), yellow pages (industrial
categorization), and green pages (tcchnical information about SCI-‘VICCS).

~ SOAP (Simple Object Access Protocol) [14]: SOAP is a messaging framcwork for

exchanging XML formatted data among Web Services. SOAP can be used with a
variety of transport protocols such as HTTP, SMTP, and FTP. A SOAP mcssage
consists of three main parts: an envelope, 2 header and a body. The envelope \Ymps
the entire message and contains the header and body elements; the header is an
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optignal element that provides information regarding such topics as security and
routing. The body of the SOAP message includes the actual exchanged data.

Besides standards for XML, SOAP, WSDL, and UDDI, there is a need for broad
agreement on the semantics of specific domains. This is provided by the Resource
Description Framework (RDF) [15, 16], the DARPA Agent Modelling Language
(DAML) [17}, DAML+OIL (18], DAML-S [19] and, more generally, ontologies [20].

D bhsh (UDDH Publicaton

L \ wines
e e RS
. J »
wb Exchange (SOAP) Service Dexerigton
@ J (WSD.)

Fig. 2. The Web service reference model

3.2 Web Services Advantages

Among the most important advantages of the Web services technologies, the
following ones can be stood out:

— Web services are built around open standards, which makes them truly independent
platform and language neutral. :

— Web services provide a suite of XML based interoperability standards for software
deployed on Internet, so multiple organizations can communicate with the same
Web service.

— Web services are comparatively easy and inexpensive to implement, because they
employ an existent infrastructure (a network, such as-the Web) to exchange data
information. Moreover, most applications can be repackaged as Web services, so
companies do not have to adopt entircly new software.

- Each vendor can have a unique Web services architecture, which is the most
appropriate implementation to its proprietary platform, while adhering to the same
XML standards to facilitate successful interoperation with users sticking to the
same standards. This enables vendors to incorporate Web services support
scamlessly into their platform products. This way, most major software vendors
have recognized that Web services technology represents a significant step forward
for computing paradigm. Ariba, Apache, IBM, Microsoft, Sun, Oracle, Hewlett-
Packard and others have contributed to the development of Web services standards
and toolkits that enable programmers to create and deploy Web services.
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4 WebSpanishParliament Project (WebSP)

In this section, our research in designing and evaluating a comprehensive
infrastructure for online legislative services is described, which is called WebSP. The
major aim of WebSP is to develop techniques to efficiently facilitate the access to
legislative databases and services using standard initiatives, resources that enable the
management of different European languages and Web services technology solutions
in order to facilitate the access, interaction and interoperability among distributed
heterogeneous information systems where the information is provided in different
European languages. The next sections discuss WebSP's major concepts and describe
the essential components of its architecture.

A fundamental challenge in the development of our project is not to attempt to
modify the resulting information systems which each parliament currently uses. Thus,
we propose the use of standard initiatives such as XML-based technology and Intemet
HTTP protocol, which will allow completing the current systems of ecach parliament
with the least incidence in them.

One of the essential requirements of this project is based on the solution of
building modular Web services {21] in each autonomous parliament, as well as the
development in each one of them of one or several modules that allows them to carry
out consultations to their databases.

The development of three modular Web services in order to provide consultations
to: bibliographical funds (B), legislative information data (L) and legislative activities
(LA) are initially proposed in WebSP.

4.1 General Overview

In Figure 3, the global architecture of our system WebSP is presented. The overall
system includes three components or layers of functionality: (1) Process Manager
Layer, which enables the request of information using the deployed Web scrvices in
each autonomous parliament. (2) Parliamentary Web Services layer, which describes
the implementation of Web service in each autonomous parliament and allow the
consultation of each database within each parliament. And (3): Security Processors
Layer, that addresses the aspect of security and management related to the sharing of
data in each parliament.

In the design of the proposcd architecture model, several issues should be taken
into account:

- No additional training for the users is required, because the new system WebSP can
be integrated inside the existent application of the local databases information
search. - )

— At the present time, all the parliaments have all the information tha.t they dec'ldc to
share in some internal databases. However, the parliaments prowdc a myriad of
heterogencous databases such as Oracle, SQL Server, Informix, MySQL, Access,
etc. Although the variety of databases is wide, the development of applications that
allow the consultation of these databases is feas ible. Therefore, the deyelopmcnt of
a Web service that allows the consulting of the required information of some
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database is feasible at the same time. For example, if all the relative data about the
books that a certain parliament possesses are stored in a database, then it is feasible
to develop a Web service that allows consulting that parliament's bibliographical
fund.

— Nowadays, any software company of database offers some ODBC/JDBC gateway
that allows accessing the corresponding database.

— It is each parliament's task, to impose restrictions ‘on the access to certain
information. For example, in the previously described case of the bibliographical
funds of a parliament, the parliament who owns the funds can establish to allow the
consulting of all the information of each book, but to restrict the access to relative
information related to the cost of the book, or their physical location.

— So that cach parliament can publish new services or to modify the current services
in an autonomous way, it is advisable for each parliament to have available a Web
Service Registry (UDDI), where all the modifications carried out in each
parliament's UDDI would be replied autonomously to the rest of the parliaments.
This condition is not esscntial, due to a single Web Service Registry could be
implemented in a single parliament, however it would imply that any modification
in a Web service of a parliament would need the permission from the parliament
that manages the Web Service Registry.

The following sections describe each layer of functionality of the proposed
architecture modecl.

4.2 Process Manager Layer

The process manager layer is used to process all the incoming requests from the users
of the system. Two types of requests are supported by WebSP: request information
and request subscriptions.

The process manager will allow each parliament's users, especially the documental
users, to be able to carry out consultations about certain information in a simultaneous
way in all the parliaments that have enabled the appropriate Web service.

The use of Web services technology allows the access to the process manager 10
be developed as a HTML page via a Graphical User Interface (GUI), a specific
software application or as an intcgrated application inside another existent
application.

The process manager will be located in each parliamentary institution. Each
institution will be able to carry out different implementations about the process
manager layer in function of the available resources.

4.2.1 Request Handler
All requests are received and processed by the request handler module. To cover all
aspects of location, discovery and invocation of available Web services, a service
locator module is used by the request handler module.

The service locator module discovers the available Web services through the
examination of the Web service registry (UDDI). The Web service registry will be
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able to be locally located in a centralized way in a certain parliament or in a

distributed way.

The request handler module can improve the consultation of the system'’s

information using the translator modul i i
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German, Greek, English, French, Italian, Dutch, Portuguese, Finnish and Swedish). |
addition to these versions, it has been translated by the parliaments of a numbcr. o?‘
countries.

A thesaurus is a structured list of expressions intended to represent in unambiguous
fashion the conceptual content of the documents in a documentary system and of the
queries addressed to that system.

The European institutions, the national ‘parliaments and the various users of
Eurovoc have cooperated to produce the thesaurus. A team of Commission translator-
terminologists was entrusted with the preparation of each language version.

If a correspondence is established between identical concepts expressed in different
languages, the user- of a multilingual thesaurus can in addition interrogate the
documentary system in his own language and retrieve documents irrespective of the
language in which they have been indexed.

On the other hand, Eurodicautom [23] is the European Commissions multilingual
term bank. When it was first set up in 1973 the development team drew upon the
know-how and lexicographic material of two other tools available to Commission
translators: Dicautom, a phrasal automatic dictionary launched in 1964, and Euroterm,
a translation dictionary developed in 1962-68. The four original languages of
Eurodicautom were Dutch, French, German and Italian, to which Danish and English
were added in 1973, Greek in 1981, Portuguese and Spanish in 1986, and Finnish and
Swedish in 1995. Latin is also present.

Today it is an invaluable tool for translators, interpreters, terminologists and other
linguists worldwide over the Internet, where it records a daily average of 120.000
cnquiries.

This way, starting from the text that is required to scarch for in WebSP system, the
key words of the search can be extracted and replaced by the equivalent term in
another language using Eurovoc and Eurodicautom. As a result, we will be able to
enlarge the consultation to institutions that present their information in another

language, as well as to enlarge the search with synonymous terms.

4.2.2 Subscriptions
Besides requests of information, the WebSP system allows the user to be informed

when something of his interest it is published in some parliament.
Each user will be able to select the subscription to a collection of established terms

from the thesaurus Eurovoc and he will be able to denote the way that the system will
notify him. The user templates module stores all the relative information about the
subscriptions of the registered users. This way, the notify module will carry out the
notification to the user in the way that has specified via for example sms, e-mail, web

publishing, etc.
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4.3 Parliamentary Web Services Layer

For each service tha? is required to be implemented in each parliament, an application
will be deployed to implement the Web service in that parliament and this application
will allow the consulting to the relative information of that service in a remote way
for other parliaments.

Since this architecture model is completely decentralized it allows each parliament
to decide to implement his Web services or not to do so. In the same way, each
autonomous parliament can only deploy a Web service of all those outlined, or to
carry out it in a progressive way.

When a provider parliament proposes to publish his new Web service so that the
other parliaments can make use of it, he will only have to publish it in a Web Service
Registry (UDDI) with the idea that the consumer parliaments can know its existence
and consultation form. This way, provider parliaments define descriptions of their
services and publish them in the registry and consumer parliaments access the
registry to locate services of interest using the returned description of each relevant
service from the registry to “understand” how to use the corresponding Web service.

Essential information about that must be contained in a certain Web service will be
recquired to be established among all the parliaments. For example, the basic
information required for the implementation of the Web service related to legislative
consultations (L) illustrated in Figure 3 could include the following information: title,
dates of beginning, current state and proposer.

All the relative information of the necessary data to invoke the Web service as well
as the list of return data will come specified in the file WSDL implemented by each
parliament that has previously been published in the Web Service Registry (UDDI).

In Figure 3, three different Web services have been represented in the model of
proposed architecture of our project IebSP: consultations to the bibliographical funds
(B), consultations to the legislative procedures (L) and information about legislative
activitics in general (LA); where the index in each one of them indicates the Web
service implemented in each parliament.

Additionally, the application layer represents the gateway to the invocation of the
Web services implemented in each parliament

4.4 Security Processors Layer

Preserving privacy is one of the most challenging tasks in deploying ogovernment
infrastructures. The privacy problem is particularly complex due‘to the dlffercn-t
perceptions that different staff of e-government services may have with regard to.thclr
privacy. Furthermore, a same user may have different privacy preferences associated
to different types of information. - ‘

In order to solve the privacy problem, three issues are required: privacy profiles,
privacy credentials and privacy scopes. . )

The set of privacy preferences applicable to a user’s informati ;
profile. The privacy credentials determine the privacy scope for the corresponding

on is called privacy
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user, where the privacy scope defines the information that a parliament service ¢
disclose to a certain user. .

When a request is received by a service, it checks that the request has the necessa
credentials to access the requested operation according to its privacy policy. If t}g
request can be answered, the service translates it into an equivalent data query that jg
submitted to the appropriate parliamentary database.

The system of security will be able to be integrated in a LDAP server [24] of each
institution with the purpose of recovering all the relative information to each user,
They will be able to establish security profiles to apply in different ways to each user
as well as different profiles for each Institution. All the relative information to the
security profiles will be stored in the security repository.

Each institution will be able to implement a security processor layer with the
purpose of carrying out a control of who is using the corresponding Web service.

5 Conclusions

In this paper the potential of e-government paradigm is acknowledged and presented
to transform how legislative institutions can provide services online and more
sophisticated forms of consultation and cooperation between them. Information about
documentation and procedure on the laws, information about legislative initiatives,
statistics data on the legislative activity as well as the consultation of the librarians
funds are illustrative examples of it. A discussion of key issues in Spanish legislative
interactions in developing a digital infrastructure is introduced. This is followed by
our launching pilot project, WebSpanishParliament. Our project is developed around
three major concepts: use of standard initiatives, resources that enable management of
different languages in the distributed information systems and Web services
technology solutions. The standard initiative approaches were used in order 0
facilitate the access among hecterogencous systems. Management of different
European languages was provided for interacting among different European
institutions and Web services technology were used as wrappers that enable access 0
and interoperability amongst legislative services. The paper also provides an
establishment about Web services solutions.
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Abstract. Public organisations often face knowledge problems due to the contin- -
ual and pervasive movement of staff between units and department. The Pellucid
project is developing a knowledge management system to assist in such situa-
tions. This paper describes the knowledge engineering and the knowledge level
modelling undertaken in Pellucid. We use CommonKADS task templates as a
mechanism to identify and derive knowledge-intensive tasks related to mobility
in public organisations. Assistance to employees in those tasks is provided by ac-
tive hints, a conveyor of experience within an organisation.

Keywords: Experience Management, E-Government, CommonKADS.

1 Introduction

Organisational mobility is the pervasive movement or circulation of staff from one unit
or department within an organisation to another. This is commonplace in public organi-
sations, which may deliberately encourage it as a form of career development. It is clear
that organisational mobility is not necessary a bad thing: inasmuch as mobile employ-
ees bring fresh ideas or experience of other areas, then the organisation can be enriched.
Nevertheless, inevitably these employees will nd it harder to perform as effectively as
more experienced (static) staff, due to their relative lack of speci ¢ knowledge. Time
must be spent in gaining familiarity, and although there might be training available,
these are not suf cient in themselves. It is these problems that Pellucid aims to address
12].
[ ]Pellucid uses the metaphor of an intelligent assistant who looks over one’s shoulc!er
and answers questions one might have at a particular point of work [!6]. The assis-
tant detects that an employee is working in a particular process, offering knowledge
resources that facilitate her/his work according to her/his expertise. Tq this end, the
Pellucid platform integrates technologies such as autonomous co-operating agt_:nts, or-
ganisational memory, work o w and process modelling, and melad.ala for accessing doc-
ument repositories. The platform will be installed in three pi!ot sites: l}'le management
of publicly funded projects in the Mancomunidad de Municipios del E?ajo Gualdagumr
(MMBG) in Spain; the installation and maintenance of the traf ¢ light Plants in the
Trafc and Mobility Management Department of the Comune di Genova in Italy; and
the call center for management and resolution of x ed telephony breakdowns of the
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COpsejen’a de la Presidencia de la Junta de Andalucia in Spain. Such diversity of app;
cations requires e xibility and adaptability as two important characteristics of Pel%llpp'h-

- In this paper we describe the knowledge engineering and the knowledge level e
elling undertaken in Pellucid, taking into consideration the adaptability of the s -
to different business processes in public organisations. The Pellucid approach co):tf: "
of three phases. In the rst phase, described in section 2, we model the conlexstlStsl
and conceptual aspects of a generic public organisation following the CommonKAl[l)as
methodology [15]. Then, speci ¢ aspects of a particular organisation are included in 5
second phase by instancing them to some of the generic models and by adding domaip.
speci ¢ knowledge, as described in section 3. Section 4 presents the nal phase, which
produces a detailed design taking into account implementation details.

2 A General Model for Experience Management in Public
Organisations

In CommonKADS, the development of a system entails constructing a set of models of
problem solving behaviour in its concrete organisations and application contexts. The
rst phase in designing Pellucid has been the development of the organisational, task,
knowledge and communication models for the case of a generic public organisation,

2.1 Organisational Model

The organisational model describes the organisation in a structured, systems-like fash-
jon. It includes aspects such as identi cation of problems and opportunity areas, or-
ganisational structure and resources. All these components come into play and interact
when a new knowledge solutions is introduced into the organisation.

Identifying Knowledge-Oricnted Problems and Opportunities. In the case of public
organisations, we have identi ed the following problems related to mobility of public
employees:

— When a worker leaves the organisation or changes to another department, there

not mechanism for preserving her/his experience in the previous position.

— When a worker changes of position within the organisation, due to career progres-
sion, s/he does not usually receive training. The acquisition of the speci ¢ expen
ence is often left to the initiative of the colleagues or the worker. _

— New workers usually receive some sort of training when arriving in the organ”
sation. The training is ofien planned to communicate them the speci ¢ rules 37
procedures of the organisation. Many relevant aspects of the position are normally
left out.

These problems present opportunities that should be considered in Pellucid desig™

— Capture the experience about operational processes of public employees

— Leverage the accumulated expertise of employees. .

_ Make tasks more ef cient and reduce wasted time in searching for infoﬂ}‘la“_""'

_ Other more efcient and uniform responses to the public from the organisatior
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A General Business Process for Public Organisations.
public organisations is to serve the needs of the community [5].
resented by a portfolio of services offered by the organisation. As
have selected the processing of a generic service as illustrated in

In general, the mission of
Those needs are rep-
business process, we
Figure 1.

Fig. 1. Layout of a General Business Process

Receive Service Request is concerned with the reception of service request. Once
a service is requested, the next action is to determine which information is appropriate
to answer the request. Then, the information needed to process the request is collected.
Handling a service depends on the service itself, but here we analyse typical tasks such
as writing reports, assessment of the service, etc. Finally, a response is generated for the
customer and the service ends.

Describing Knowledge Resources. Pellucid assumes that the business process of an
organisation is automated with a work o w management system. The system also cre-
ates and maintains an organisational memory which contains knowledge resources. At
any point of work, an employee may request assistance of Pellucid, which offers then
a hint indicating which actions could be executed and which knowledge resources are
useful. The following are example of knowledge resources used by Pellucid:

— Service Directory. Public organisations can be seen as service-oriented institu-
tions. The business model we have developed is centred on solving a service re-
quest. Hence, having a directory of all services offered by an organisation consti-
tutes an important knowledge resource. '

~ Prole of Activity. CommonKADS tasks correspond to the tasks involved in solv-
ing a service request. These tasks are divided into sub-tasks we have ca!led ac-
tivities. It is important to store information about each activity, such as its time
criticality, knowledge grade, description, etc. . .

~ Prole of Employee. The prole of an employee contains mformanqn relcvm'n
for the organisation, since from there it would be possible to determine ht.:r‘llius
expertise and knowledge. Important components are the competences, capabilities

and skills of each employee.
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~ Documents. Public organisations are document-centred, so this is an importan
knowledge resource. This resource denotes all documents owned by the organ-
sation. It is useful to indicate the different kinds of document available. We have
identi ed the following kind of documents: manuals, working guidelines, work re-
ports, assessments, meeting minutes, nancial reports (spreadsheets), emails and
images.

2.2 Task Model

In the context of CommonKADS, a task is a subpart of a business process that repre-
sents a goal-oriented activity adding value to the organisation, handles input and de-
livers desired outputs in a structured and controlled way, consumes resources, requires
and provides knowledge and other competences, and is performed by responsible and
accountable agents. The methodology includes textual templates to specify the tasks
which includes information such as goal of the task, pre and post-conditions, objects
handled, timing and control among others.

We have de ned a catalogue of knowledge-intensive tasks that may be used in any
of the tasks associated to the business process presented in Figure 1. This catalogue is
based on the template of knowledge tasks proposed by CommonKADS in [15], which
includes general tasks such as classi cation, diagnosis, assessment, monitoring, design
and assignment among others. Pellucid catalogue includes the following tasks:

— Classi cation of Documents. Giving a document, this task allows one to know the
classi cation of the document according to a topology. Such classi cation is useful
in providing information/aid to users at any point in the business process.

— Roadmap of Documents and Contacts Useful in a Process. This task aims at
determining which documents/contacts are useful in a particular process, when
knowledge about that process is incomplete.

— Monitoring Progress in Handling a Service. Some processes are time-critical in
the sense that the work should be done within a particular time. This task monitors
the progress of such process, wamning employees in case there is a risk of not ending
the process in the speci ed time.

- Resource Assignment. Given the nature of a process, it could be necessary 0
assign some resources to it. This task suggests an employee an optimum assignment
of resources to such process.

For instance, one of the most knowledge-intensive task in Figure [ is Information
Gathering. It requires determining the most appropriate information for the requested
service and then obtaining such information. Determining the appropnate information
may include generating a Roadmap of Documents and Contacts useful in that service.
Figure 2 shows the task analysis worksheet for that task.

2.3 Agent Model

In CommonKADS, an agent can be human, an information system, or any other entity
capable of carrying out a task. The agent model describes the characteristics of agents:
in particular their competences, authority to act, and constraints in this respect.
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Task Generating Document/Contact RoadMap
GOAL This task aims 10 collect all document and contacts useful in a process.
We can sce this task as a particular case of Information Gathering
FLOW Input tasks: Receive Service Request
Oultput tasks: Handle Request
OBJECTS Input objects: Service Description
HANDLED Output objects: List of documents and contacts usefu] to serve
service
Internal List of activities associated to the-input service
objects: Context of each activity of the input service
CONTROL Precondition: Input service belongs to the service directory
Postconditions: Documents and contacts are represented by valid
links to their position in the organisational memory
AGENTS Information Scarch Agent

Fig. 2. Task Analysis Worksheet for Generating Document/Contacts Roadmap

There are three main elements in Pellucid: the employee of the organisation, a work-
o w system (W{MS) representing the business process of the organisation, and an orga-
nizational memory containing the relevant information of the organisation. In general,
Pellucid assists the employee at any point in the work 0 w system by providing useful
information from the organisational memory. Agents in Pellucid re ect these compo-
nents. The employee is represented by the Personal Assistant Agent (PAA), which is
an interface agent serving and personalising information and suggestions to the user.
There is a Personal Assistant Agent per employee in the organisation. The interac-
tion of Pellucid with the work o w system is managed by the Monitoring Agent. The
whole functionality of the organisational memory is represented by three agents: the
Role Agent (RA), which acts as an interface between the PAA and the organisational
memory, the Information and Search Agent (ISA), in charge of searching and retrieving
information from the organisational memory, and the Capitalisation Agent, which gen-
erates new knowledge in the organisational memory. Below, we summarise the main
functionalities of these agents.

— Personal Assistant Agent. This agent includes functionalities such as presenting
personalised information to the user, accepting comments/rating from the user about
current task or selected information resource, and supporting administration of the
user pro le,

= Monitoring Agent. This agent informs Role Agents about activities performed by
the WIMS. It includes functionalities such as providing interface for receiving in-
formation about work o w events.

= Role Agent. This agent includes functionalities such as pushing newly discovered
knowledge to PAAs of interested users, handling queries from PAA, and delegating
more complex or time-consuming queries from PAA to ISA.

= Information Search Agent. This agent includes functionalities such as receiving
and handling queries, searching OM for document instances using generated full-
text indexes, and retrieving document from a document repository and providing
mechanism to PAA for accessing a given document.
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— Capitalisation Agent. This agent creates global knowledge and reorganise historjcy
data and knowledge data. It includes functionalities such as asserting new facg

based on review of historical data from OM.

CommonKADS proposes templates for documenting the agent speci cations, By
way of illustration, Figure 3 shows the speci cation of Role Agent.

’

Role Agent Specification
Provide a user with a list of possible hints based on their current position

OBJECTIVE
in the business process

The Role Agent generates active hints for the user based on her/his

could require complex queries, which

DESCRIPTION
current context. Some of the hints

are delegated to the Information Search Agent
Context matching; Generating active hints, Sending active hints

INVOLVED IN

Monitoring Agent, Personal Assistant Agent, Information Scarch Agent

COMUNICATES
WITH
KNOWLEDG E This agent reccives cvents from the Monitoring Agent indicating current

activity of the user within the business process. It applies heuristics to
determine similar contexts, based on activities profiles stored in the
organisational memory, and lo gencra te proper hints to the uscr

Fig. 3. Speci cation of Role Agent

2.4 Knowledge Model

The knowledge model speci es the knowledge and reasoning requirements of the prospec-
tive system. It includes the domain knowledge model, which speci es the knowledge
and information types we want to talk about in the system, and the task knowledge,
which describes the goals an application pursues and how these goals can be realised

through a decomposition into subtasks and inferences.

We present here a fragment of the domain knowledge
model and refer the reader to [11] for a more complete model. Most constructs of the
domain knowledge model are similar to the ones used in modemn object-oriented data
models. Following CommonKADS, we use a notation as close as possible to UML.
In general, public Organisations have as mission to serve the needs of a community
through a set of Services which consists of Activities and involves Employees [5]. Each
activity requires Skills from the employee in order to be performed ef ciently . An €M
ployee is chosen to work within a particular service on the basis of a Role played withi"
the organisation. However, the role of an employee may change dynamically according
to current needs. The employee who is subject to frequent changes of role within the
organisation is a mobile employee (see Figure 4). :
Generally, each business process can be divided into smaller steps called Activities:
To accomplish an activity, an employee undertakes some Actions. It is worth noting

Domain Knowledge Model.



Engincering Knowledge-Intensive Tasks in Public Organisations
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Fig. 4. Fragment of the Domain Knowledge

that actions are not part of the business process, since different people can accomplish
an activity in different ways. An activity depends on the problem to be solved and
such information is captured in the concept of Context. The purpose of Pellucid is to
support and enhance employees’ performance by providing them with the knowledge
required by the activity they are performing at the time they are actually performing
the activity. To do so, it is included the concept of Acrive Hint, a representation of
experience within the organisation. Experience can be seen as knowing what to do in
particular circumstances. The circumstances correspond to the context and the know
what (o do is characterised by the action and resources needed in that action (see Figure

5).

kg ~ Employes |~
4 \ |
supported
A . .
' !
conceams
Y o
comesponds involves
Context Active Hint 1 Resource

Fig. 5. Fragment of the Domain Knowledge

All elements modelled in the domain knowledge model constitute a general ontol-
ogy for experience management. This ontology is used as a mechanism to express the
main concepts of the system and their relation as well as to infer knowledge.

Task Knowledge Model. The task knowledge model de nes lhg strategies }hat \.vnll
be used to achieve the main goal of a task. Task knowledge is typically described in a
hierarchical fashion: top level tasks such as Generate C ontaqt/Doc::r:renl Roadmap are
decomposed into smaller tasks, which in tum can be split up into even smaller tasks. At

67
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the lowest level of task decomposition, the tasks are linked to inferences — a Primitive
reasoning step — and input/output functions.

Let us examine tasks Generate Contact/Document Roadmap. The general speci -
cation presented in Figure 2 gives an informal description of the goal of the task and
the relation between input and output. It is worth mentioning there are no domain.
dependent terms in such speci cation. This task can be seen as a particular case of
an assignment task (cf. [15], chapter 6) in which we are linking (assigning) an actiy-
ity to people and document resources taking into consideration some constraints such
as the grade of knowledge of people — their expertise — and the relevance of the
documents used. The method used to realise this task is summarised in Figure 6, In
this method, decompose, determine and assign correspond to inferences. They are im-
plemented using the ontology presented previously in the domain knowledge mode].
obtain and present correspond to input/output functions.

1. decompose service in activitics

2. for each activity does
2.1. detenmine activily context
2.2. oblain___ peopie who have worked in that activity in that context
2.2. obtain___ documents which have been used in that activity in that context

2.3assign people to documents according to predefined constraints
3present  results

Fig. 6. Task Method of Generating Contact/Document Roadmap

2.5 On Active Hints

The idea of knowledge delivery through active user suppont, triggered according to the
context ina work o w, was developed by the DECOR project [2]. Pellucid has borrowed
the idea of active hints as conveyors of experience, and is working it out in a somewhat
different direction: active hints are regarded as suggestions to the user to perform some
actions that will assist her/his current activity.

An active hint is triggered in a context and includes an action, a knowledge resource
and a justi cation for the hint. The context is determined by the particular activity that
is carried out at that time in the work o0 w system. An action corresponds to an atomic
act on the knowledge resource, for example use a document template, read a document
or consider a contact list. The justi cation gives to the user a reason for the hint. The
following is an example of a possible active hint in the context of a proposal evaluation
when managing a project (see Figure 8).

Context: Proposal Evaluation

Action: Consider

Resource:  List of People and Documents

Justi cation: People in the list have evaluated similar proposals in the
past, and they have used the associated documents for such
activity
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The catalogue of knowledge intensive tasks presented previously has a dual purpose
in Pellucid. They could be subtasks of the business process, for instance Classifying a
Document could be a task of the process of managing a project, or they could be used
as intemnal tasks 1o generate active hints, for instance task Generate Contact/Document
Roadmap was used to generate previous active hint.

2.6 Communication Model

The communication model speci es the information exchange between the different
agents. We begin with the identi cation of the conversation between agents, derived
from the task and agent models. At this level, every conversation consists of just one
single interaction and the possible answer. For instance, Figure 7 illustrates the template
describing the conversation between Monitoring Agent and Role Agent.

M.RA Conversation

OBJECTIVE Inform Role Agent about an event in the workflow management
syslem
DESCRIPTION Monitor Agent informs Role Agent about an event in the workflow

system. The event contains additional information added by the
Monitoring Agent, indicating some particular aspects of the
current context

AGENTS Monitoring Agent; Role Agent
BEGINNER Monitoring Agent
PRICONDITION Event contain information in a predefined format

Occurrence of event is already stored in organisational memory

Fig. 7. Conversation between Monitoring Agent and Role Agent

Next, we model the data exchanged in each conversation by specifying speech acts.
All this information can be collected in the form of sequence diagrams. We do not
emphasize on this part due to lack of space.

3 Modelling a Speci ¢ Business Process: Project Management in
MMBG-Spain

The Mancomunidad de Municipios del Bajo Guadalquivir (MMBG) is an organisation
created by eleven local authorities with the main objective of contributing to the social
and economic development of an area with 250,000 inhabitants in the southern Region
of Andalusia (Spain). The particular problem of MMBG is the wide range of tasks that
must be handled by its employees. This variety of areas in the working environment
requires a high degree of e xibility among the employees, and expertise is scarce and
very valuable. In this situation, the need for knowledge capitalisation and for reuse of
Previous experiences is very critical, as it would lead to an increase of the efcienc y
and would allow for a better use of the human and technical resources.
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3.1 A Business Process for Project Management

The pilot application that will be validated at the MMBG concems the Managemep,
of publicly funded Projects among this complex organisation. This will include all the
tasks to be performed from the very early stages of the project to the justi cation of the
project’s costs and activities, and the preservation of all the documents generated during
the project execution. Figure 8 illustrates the business process for project managemen; -

at MMBG.

Fig. 8. Business Process for Project Management at MMBG

3.2 Identifying Knowledge-Intensive Tasks

The speci ¢ business process of an organisation is an aid in identifying knowledge-
intensive tasks within the organisation and deriving possible hints to assist employees
in these tasks. For the business process of MMBG, presented in Figure 8, the most
knowledge-intensive tasks are Feasibility Study and Proposal Evaluation. .
Determining which tasks are knowledge-intensive is part of the knowledge-elicitation

process, and includes the participation of domain experts. In our project, we have made
use of techniques such as interviews and questionnaires for both identifying knowledge-
intensive tasks and deriving possible hints. In a second phase, we plan to use protocol
analysis techniques to validate the hints proposed to the user and to capture new Ones.

3.3 Domain-Speci ¢ Knowledge

Another important aspect in developing a knowledge-based system is the inctusion of
domain-speci ¢ knowledge. We have constructed domain-speci ¢ ontologies f_Of each
of the participating sites, following techniques as the one presented in subsection 24.
These ontologies have been merged with the main ontologies, allowing the system !0
reason about speci ¢ knowledge in the organisation. This process has been assisted Wit
the aid of the Protege tool [13]. :
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4 Artefact Modelling

The artefact modelling is concemned with the design, a speci cation of the software
system based on the information provided by the previous models. It can be seen as a
bridge between the application domain and the resulting system. Figure 9 illustrates the
general architecture of our system using the traditional Model-View-Controller (MVC)
methaphor [10]. The Monitoring Agent corresponds to the Conitroller Module, captur-
ing inputs from the work o w management system bu means of its sensors and using an
event-driven control regimen. The arrows in Figure 9 indicates information o w, then
the Monitoring Agent informs the Role Agent about received events and updates the
Organisational Memory. The Personal Asistant Agent corresponds to the ¥iew Mod-
ule, managing the information provided to the human user by applying personalisation
techniques. The core of the system is the Application Model Module, which comprises
the Role Agent, the Information and Search Agent and the Capitalisation Agent. This
module includes the functions and data that together deliver the functionality of the ap-
plication. Ontologies and dynamic data manipulated during the reasoning process are
also considered to be part of the organisational memory.

Controller View User
poon Inpul
Sensor
MA PAA
-
User

\ / Interface
‘ ()
o ' _F=
oM

Application
Model

Fig. 9. General Architecture of Pellucid

We have selected Java as the programming language for the implementation of
agents. The ontologies presented in subsections 2.4 are represented in the OWL on-
tology language; such transformation is carried out with the aid of the Protege tool
[13]. The whole reasoning process makes use of the Jena 2 toolkit [6].

_ The nal step in the design is to detail the architecture’s components. As a way of
l"us'mio"’ Figure 10 presents a fragment of the detailed design of the Role Agent.
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AGENT SYSTEM Role Agent SUBSYSTEM GenenrateActveHim o —
NAME Role Agent FUNCTION Given the curment work context of an i
LANGUAGE Java empluyee, il uses Jena inference engine 1o
SUBSYSTEMS MatchContest; determine suilable types of active hints
GenenteActiveHint LANGUAGE Java ————
SendiHim TOOLS Jena EE—
INVOKETO ClassifvDucument; ———
DocumeniContaciRoadMap:
MonitorProgre  ss;
Resource Assignment

[SUBSVSTEM | DucumeniContactRoadMap

FUNCTION This subsystem implements knowledge mlensive task
Generate Contact Document Roadmap. It uses Jena

inference engine lo generale people and d

related 1o the cumment aclivity

LANGUAGE Java

TOOLS Jena

Fig. 10. Detailed Design of the Role Agent

5 Related Work

Pellucid has developed an approach highly in uenced by the CommonKADS methodol-
ogy [15], adapting elements of other approaches such as management of organisational
memories [8], expenience management [4] and active hints [2].

Pellucid can be seen as an example of an Electronic Performance Support Systems
(EPPS) [7], systems that aim to support and enhance users’ performance by providing
them with the knowledge required by the task they are performing at the time they are
actually performing the task. Other examples of EPPS are the EULE system [14], the
VirtualOf ce and KnowMore systems [1] and integration of knowledge and business
processes [16].

The EULE system aims at offering assistance in the of ce work in the domain of in-
surance business [14]. It includes a business-process modelling framework which starts
with a high-level structure of business processes that span various organizational units,
and then gets broken down into more and more local views which at the same time
become more detailed, until at the most detailed level EULE of ce task representations
are obtained. The system is coupled with a work o w system by linking a EULE of ce
tasks to working steps of a work o0 w. When reaching a working step that is associisl-led
with a EULE task, the user can request EULE assistance and obtain then the information
missing at that speci ¢ point.

The VirtualOf ce and KnowMore projects aim to support knowledge-intensive ac-
tivities by providing automatic access to relevant information [1]. Each activity belongs
to some comprehensive business process which is explicitly modelled and enacted by
some WMS. The activities are to be supported based on an available information spacé:
which contains information sources of various types and characteristics together W!
suitable access structures. A central component is an intelligent assistant, which bridges
between the information space and the knowledge-intensive activities and performs ?
process identi cation job (similar to the context identi cation job carried out by P'el[“'
cid) in which the system detects the particular circumstances of a process. The Virtud
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Of ce tool integrates paper-based information into work o w using a document man-
agement system for information extraction, following a request from the work o w. The
KnowMore project focuses on delivering goal-speci ¢ information in a proactive way
by analysing the incoming stream of information that the organisation receives. These
works were further extended in the DECOR project [2].

The work of Staab and Schnurr in [16] is close 1o our work in putting an intelligent
assistant to work within a business process environment. It also exploits the inferential
power of ontology-based retrieval on top of the Ontobroker software, using a notion of
context-based views for coupling work o w and retrieval. In building the information
system, they start with an analysis process that explores the interdependence among
the documents employed in the business process. Then, domain-speci ¢ information is
added by including domain ontologies describing the content of documents, and contex-
tual information. During the execution phase, the system acts as facilitator for sharing,

creating and retrieving knowledge, providing users for active help as a response to their
request.

6 Conclusions

This paper has presented the knowledge engineering modelling undertaken in Pellu-
cid, using the CommonKADS methodology. The main contribution of the paper lies in
presenting and applying a set of knowledge-intensive tasks useful for experience man-
agement. Task typologies have been introduced previously in the literature in a more
general context [3,9, 15]. We have been inspired by CommonKADS typology, adapt-
ing some tasks for the case of organisational mobility in public organisations.

An important feature of Pellucid is the use of active hints to deliver knowledge to
the members of an organisation [11]. The knowledge-intensive tasks we have proposed
have been used either to solve knowledge-intensive problems within the business pro-
cess of the organisation or as a mechanism to derive active hints.

Future work includes extending the tasks catalogue to include other tasks related to
organisational mobility. We are currently working on the implementation of the some
of the tasks using semantic web technologies such as RDF and OWL, with the aid of
the Jena toolkit [6].
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Abstract. The development of effective public policies and programs concerning
the big problems of modem societies is an increasingly complex task. The social
problems today are multidimensional and their solution requires close collabora-
tion among various Public Organizations from many regions or even countries.
Each individual organization involved possesses pieces of information, experi-
ence, knowledge and competence about the problem. Their values, interests and
expectations are often different, or even conflicting, and have to be taken into
account. Similar hold for the *high level functions' of the Public Administration,
such as decision making towards the development of legiskation. This paper
presents a web-based system that supports collaborative activities in the above
setting. Through a well-structured discourse graph, the system facilitates the
wide participation and collaboration of the Public Organizations involved in the
solution of social problem and provides a series of knowledge management and
argumentative decision making features. The use of the system is described

. through a detailed example concerning a debate about state vs. non-state univer-
sities, which has recently started in Greece.

Keywords: e-Government, G2G, collaborative activities, IS framework, deci-
sion making, argumentation, knowledge management.

1 Introduction

Information and Communication Technologics (ICTs) have a huge potentia_l for sup-
porting and transforming the full range of contemporary Public Administranon activi-
ties conceming the design, production and delivery of public services [4, ‘S. 9}.. I.low-
ever, e-Government today is mainly focused on e-transactions, i.¢. on of'fcrmg citizens
and enterprises the capability to perform electronically their transactions W.Ith the
Public Administration (e.g., declarations, applications, etc.). The ICT -cr'mbled |r!no‘va-
tion in this area is limited, mainly to the development of *virtual public agencies’ or
‘one-stop e-Government', i.e. of single access points to many related clectronic trans-

J. Padget, R. Neira, J. Diaz de Leon (Eds.). e-Government and e-Democracy: Progress and Challcnges
© IPN, Mexico 2004.
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actions and services, which are usually required in a particular life event or by a par-
ticular target group (of citizens or enterprises) and offered (or managed) by several
different Public Organizations [9, 10, 17].

It is therefore necessary to exploit to a much larger extent the huge innovation po-
tential of ICTs and enrich the concept of eGovernment [10, 11, 12]. In particular, e-
Government should be directed not only to etransactions, but also to more critical
‘high level functions’ of Public Administration, such as: (i) the design, implemcntation,'
monitoring and evaluation of public policies, programs and services, (ii) the develop-
ment of legislation, and (iii) the high level decision-making conceming difficult and
complex social problems, granting licenses and permissions with high social impact,
etc. These high level functions are of critical importance for the Public Administration
and the society; at the same time, they are highly difficult and complex since they
usually require close collaboration among many Public Organizations (POs), and very
often the participation of citizens, enterprises and their associations as well.

In particular, the development of effective public policies, programs and services
concerning the big and complex problems of modem societies is becoming more and
more difficult. The social problems today are multidimensional and cross many regions
or states. Also, the continuously growing international economic cooperation and
interdependence gives rise to new complex problems of international nature. The forth-
coming enlargement of the European Union with new member states will give rise to
many complex international problems and issues. It is widely argued that the devel-
opment of effective public policies and programs for such big and complex problems
requires close collaboration among many POs from many regions or even countries
(e.g. central governments, regions, prefectures, municipalities, local development or-
ganizations, employment organizations, social security organizations, education or-
ganizations, environment organizations, etc.). Each of these POs possesses small - but
valuable - pieces of information, experience, knowledge and competence about the
problem. In addition, there often exist differences among their values, interests and
expectations. I is thus necessary to properly handle all these diverse but valuable
pieces of information, experience, knowledge and competence, as well as their different
values, interests and expectations. Effective and efficient collaboration may be a rem-
edy to this problem. However, geographical distance and time/budget limitations do
not allow this collaboration to be close enough, resulting in the design of suboptimal
and ineffective public policies and programs, which are developed without the -
quired wide participation of all competent and knowledgeable parties.

Similar hold for the development of legislation, for the decision making conceming
difficult and complex social problems, and also for granting licenses and permissions
with high social impact; a high level of participation and collaboration is required, but
very often this cannot be achieved due to distance, time and budget limitations. There-
fore, it is of critical importance to exploit the capabilities of modern ICTs for supporting
and facilitating the required wide participation, argumentative discourse, interaction,
synthesis and, in general, collaboration required for the abovementioned high level
functions of Public Administration.

At the same time, one of the most important advantages of any organization i
day’s political, economic, social and technological environment is its ability to lever-

nto-
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age an_d utilize its knowledge [14]. Such knowledge resides in an evolving set of assets
lpcludmg the employees, the structure, the culture and the processes of the organiza-
tion. Of these, employee knowledge, and particularly tacit knowledge is identified as
the dominant one, Vb.lhlf.'?h is decisive at all mental levels and has to be fully exploited
[13]). Such an exploitation refers to the transformation of tacit knowledge to codified
information, which is considered as a core process for economic activity and develop-
ment [1]. For the above reasons, we argue that it is necessary to adopt a knowledge-
based decision-making view in the development of technologies for supporting col-
laboration [6]. According to this view, decisions should be considered as picces of
descriptive or procedural knowledge referring to an action commitment. In such a way,
the decision making process is able to produce new knowledge, such as evidence
justifying or challenging an alternative or practices to be followed or avoided after the
evaluation of a decision, thus providing a refined understanding of the problem

This paper presents a web-based system that supports the structured collaboration
required in the Public Sector and meets all the above requirements. Our approach al-
lows for distributed and asynchronous collaboration and aims at aiding the involved
POs by providing a series of argumentation, decision making and knowlcdge manage-
ment features. The remainder of the article is structured as follows: Section 2 intro-
duces the proposcd e-Collaboration framework and discusses related work. Section 3
presents the features of the system and validates its use through an example concem-
ing a discussion (electronic argumentation) about the type of universities (i.c., ‘state’
vs. ‘non-state’, ‘non-profit’ vs. ‘profit-making’) that should be allowed in the near
future in Greece. Section 4 focuses on technical issues concerning the system’s scor-
ing and reasoning mechanisms. Finally, Section 5 concludes the paper by discussing
the usability and applicability of the proposed system.

2 An e-Collaboration framework

The representation and facilitation of argumentative discourses in diverse.collaqu-
tive settings have been the subject of interest for quite a long time. Many interesting
systems have been developed so far, based on alternative models of argumcnt‘at.mn
structuring. Generally speaking, aich systems aim at structuring group dec_lsnon-
making processes and helping group members in rcaching a shargd understanding of
the issue by supporting knowledge elicitation, knowledge sharu_lg and knowledgt':
construction. Morcover, they exploit intranet or internet technologics to connect dcc.i-
sion-makers in a way that encourages dialogue and stimulate the exchange of tacit
knowledge. Representative systems falling in this category are Questmap (2], QOC
[16], Sibyl [8], Zeno [3], Hermes [7] and Compendium([15]. o
The e-Collaboration framework proposed in this paper extends the one concen’rc-d in
the Hermes system by providing additional knowledge managcment and dC?lSlOﬂ-
making features (see Figure 1). Discourses about complex problcm§ in the Pllb'lf: Sect:
tor are considered as social processes and, as such, t'hey result in the formauon.o
groups whose knowledge is clustered around specific views of the problem. F.ollm;l(r;g
an integrated approach, we have developed a web-based system that provides POs



78 Nikos Karacapilidis, Euripides Loukis and Stavros Dimopoulos

engaged in such a discourse with the appropriate means to collaborate towards the
solution of the underlying issues. In addition to providing a platform for group reflec.
tion and capturing of organizational memory, our approach augments teamwork in
terms of knowledge elicitation, sharing and construction, thus enhancing the quality
of the overall process. This is due to its structured language for conversation and itg
mechanism for evaluation of alternatives. Taking into account the input provided by
the individual POs, the system constructs an illustrative discourse-based knowledge
graph that is composed of the ideas expressed so far, as well as their supporting
documents. Moreover, through the integrated decision support mechanisms, discuss-
ants are continuously informed about the status of each discourse item asserted so far
and reflect further on them according to their beliefs and interests on the outcome of
the discussion. In addition, our framework aids group sense-making and mutual un-
derstanding through the collaborative identification and evaluation of diverse opin-

ions.
~
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Fig. 1. Activities supported in our e-Collaboration framework.

Our web-based system provides a shared workspace for storing and retrieving the
messages and documents of the participants, using a widely accepted document for-
mat (i.e. XML). The system’s knowledge base maintains all these items, which may be
considered, appropriately processed and transformed, or even re-used in future dis-
cussions. Storage of documents and messages being asserted in an ongoing discus-
sion takes place in an automatic way, that is upon their insertion in the knowledge
graph. On the other hand, retrieval of knowledge is performed through appﬂoli"’i‘“_le
interfaces, which aid users explore the contents of the knowledge base and eploit
previously stored or generated knowledge for their current needs. In such a way, our
approach builds a ‘collective memory’ of the Public Sector community.

The basic discourse elements in our system are issues, alternatives, positions,
preferences. More specifically, issues comespond to problems to be solved, decis!
to be made, or goals to be achieved. They are brought up by users representing 2 PO
and are open to dispute (the root entity of a discourse-based knowledge graph has 10
be an issue). For each issue, the users may propose alternatives (i.e. solutions 10 th‘c
problem under consideration) that correspond to potential choices. Nested issu€s, Ly

and
ons
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cases where some alternatives need to be grouped together, are also allowed. Posi-
tions are assertcd in order to support the selection of a specific course of action (alter-
native), or avert the users’ interest from it by expressing some objection. A position
may also refer to another (previously ®serted) position, thus arguing in favor or
against it. Finally, preferences provide individuals with a qualitative way to weigh
reasons for and against the selection of a certain course of action. A preference is a
tuple of the form [position, relation, position], where the relation can be ‘more impor-
tant than’ or ‘of equal importance to’or ‘less important than’. The use of preferences
results to the assignment of various levels of importance to the altematives in hand.
Like the other discourse elements, they are subject to further argumentative dis cus-

sion.

3 An example case of use

This section presents the features and functionalities of the proposed system through
an illustrative example. An intensive debate has recently started in Greece conceming
the establishment (or not) of ‘non-state universities’. So far in Greece, all universities
are ‘state’ ones, which have been established and are being supervised by the Minis-
try of National Education. Also, according to the Greck Constitutional Law, the higher
education should be provided only by the State, and not by any private-sector cnter-
prises. In order to change the current situation, it has been recently proposed that
initially new ‘state universities’ should be established, not by the Ministry of Educa-
tion, but by other Public Sector Organizations, such as the big Municipalities, the
Chamber of Commerce, the Church, etc. It has been also proposed that the Constitu-
tional Law should be amended, so that it will allow higher education to be provided by
private-sector enterprises as well. After such an amendment, new ‘non-state universi-
ties’, either *non-profit’ or even *profit-making’ ones, could be established.
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Fig. 2. An instance of the discourse-based knowledge graph.

In the instance depicted in Figure 2, six users (i.e., representatives from the Ministry
of National Education and Religious Affairs, two state universities, the National Peda-
gogical Institute, and two secondary education schools) have been participating so far
in the related discourse. Each of them possesses some information, experience and
knowledge about the problem. As shown, our approach maps the overall collaborative
process to a discourse-based knowledge graph with a hierarchical structure. Each
entry in the graph corresponds to an argumentation element. Each such element is
accompanied by an icon that indicates the element type. There are also icons for fold-
ing/unfolding purposes, thus enabling users to concentrate on a specific graph’s part;
this is particularly useful in graphs of considerable length and complexity. Each entry
in the graph may contain the username of the user who submitted it and the date of
submission (altenative forms in the appearance of each entry can be obtained through
options provided under the View menu). The lower pane of the window provides more
details about a selected entry of the discussion graph (users can select an entry by
clicking on it).

In our case, the overall issue under discussion is “State vs. Non-state Univcrsitics'_',
while three alternatives (namely ‘State Universities”, “Non-state non-profit universt-
ties” and “Non-state profit universities”) have been asserted so far. The users may
argue about them by expressing positions speaking in favor or against them. For n-
stance, “Equality of admission opportunities for all young people” is a position that
argues in favor of the first alternative, while *Lower level of admission opportuniti€s
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for young people from families with lowerincome” is a position that argues against the
second one. All graph entries are subject to additional (multi-level) argumentation. For
instance, “this is highly accepted by the society” has been asserted by a user to fur-
ther validate the “Fair admission system, defined by law” position.

As noted in the previous section, users may also assert preferences about the al-
ready expressed positions. In the instance shown in Figure 3 (compared to the n-
stance shown in Figure 2, all items asserted so far under the second and third alterna-
tives are now folded), a uscr has expressed his opinion about the relative importance
between the level of professors’ qualifications (see position “High level of Professors
qualifications, defined by law”) and the equal opportunities in admission to universi-
ties (see position “Equality of admission opportunities for all young people™) through
the preference “High level of Professors qualifications, defined by law is more impor-
tant than Equality of admission opportunities for all young people”. Figure 3 also
shows the full information provided in the lower pane of the basic interface of the
system. This comprises details about the user who submitted the sclected argumenta-
tion element, its submission date, any comments that the user may had inserted, as
well as links to related web pages and documents that the user may have uploaded to
the system in order to justify this element and aid his/her peers in their contemplation.

Further to the argumentation-based structuring of a discourse, the system inte-
grates a reasoning mechanism that determines the appropniate labeling for each entry
of the discussion graph, the aim being to keep users aware of the discourse status.
More specifically, alternatives, positions and preferences of a graph have an activa-
tion label indicating their current status. This label is calculated according to the ar-
gumentation underncath and the type of evidence specified for them. Activation in our
system is a recursive procedure; a change of the activation label of m element is
propagated upwards in the discussion graph. Depending on the status of positions
and preferences, the mechanism goes through a scoring procedure for the alternatives
of the issue (more technical details are discussed in the next section). At cach discus-
sion instance, the system informs users about what is the most prominent (according
to the underlying argumentation) alternative solution. In the instances shown in Fig-
ures 2 and 3, “State Universities” is the better justified solution (it is shown in bold
characters). However, this may change upon the type of the future argumentation. In
other words, each time m alternative is affected during the discussion, the issue it
belongs to is updated, since another alternative solution may be indicated by the sys-
tem.

8
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Fig. 3. A sccond graph instance.

The system also integrates e-mailing and clectronic messaging features (options
provided under the Tools menu) to further facilitate the communication among users
before one asserts an argumentation element in the graph. The insertion of all types of
entries in the graph is performed through appropriately designed interfaces (these are
deployed upon the user’s selection under the Actions menu).

4 Scoring and reasoning mechanisms

This section describes the reasoning mechanisms integrated in the system. Without
resorting to formal approaches (such as qualitative probabilistic knowledge and logic
of argumentation), such mechanisms determine the appropriate labeling for each entry
of the discussion graph, the aim being to keep users aware of the discourse status.

4.1 Proof Standards

As noted in the previous section, dternatives, positions and preferences have an
activation label indicating their current status (they can be active or inactive). Gener-
ally speaking, different elements of the argumentation, even in the same debate, do not
necessarily nced the same type of cvidence. Quoting the well-used legal domain exam+
ple, the arguments required to indict someone need not be as convincing as those
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nceded to convict him. Therefore, a generic argumentation system requires diff
proof standards (work on Al and Law uses the term burdens of Proo_/;] In t; ! erer;t
we describe the ones implemented in our system (see also (7]. In any case wecsjgue :
claim that the list of proof standards provided is exhaustive. However addi’tional o:f:s
(e.g. voting), which better match problem-specific needs, can be eﬂSily‘integratcd,

? Scintilla of Evidence (SoE): according to this proof standard, a position p; is ac-
tive, if at least one active position argues in favor of it: active(p) < 3 p; (active(p;)
A in_favor(p; p)).

? Beyond Reasonable Doubt (BRD): according to BRD, a position piis active if there
are not any active positions that speak against it: active(p) & — 3 Py (active(p) A
against(p; pJ).

In the case of the third proof standard, each position has a weight=(max_weight +
min_weight)/2, while an alternative with no positions linked undemeath has a
weight=min_weight. Both max_weight and min_weight are initialized to some prede-
fined values, which may be changed upon the assertion of preferences. The score of
an argumentation clement e, is used to compute its activation label. If an element does
not have any arguments, its score is equal to its weight; otherwise, the score is calcu-
lated from the weights of the active positions that refer to it:

score(e,) = Y, weightp,) - Y weigh(p,)
in_favorip,.e) A agaimiip.a) A
actnelp,) activeipy )

? Preponderance of Evidence (PoE): According to this standard, a position is active
when the active positions that support it outweigh those that speak against it:‘ac-
tive(p) > score(p;) 2 0. Concerning alternatives, PoE will produce positive activa-
tion label for an alternative a; when there are no alternatives with larger score in the
same issue: active(a) < V a;in_issue(a), score(ay) <score(a).

In the discourse shown in Figures 2 and 3, the proof standard adopted is SoE fo:
positions, while it is PoE for alternatives. Active positions are considered “accepted
due to discussion underneath (e.g., strong supporting arguments, 1o cour’i‘t -
arguments), while inactive positions are (temporarily) considered as :dlscqrded. or
“rejected”. Similarly, active alternatives correspond to “rct.:0!11mend(? choices, i.e.,
choices that are the strongest among the alternatives in their issuc. Fm.ally, the actwa}:
tion label of preferences is decided by two parameters: thesdiScus o mdc:’[tlca;\t
(similarly to what happens with positions) and the activation label of lht:n;i t:‘o:s 1 u:: .
positions. In Figure 3, the asserted preference has !BRD as proof slandz;‘r-, t us,!;m-
active since there is no argument speaking against it (also note th'at Gothiits co: smon
ent positions are active). If during the evolution of the (.lnsFu§s1ont a new ;;1 y nig
inactivates one of its constituent positions, this will resultin its inactivation (the sa

will happen if a new position spcaks against this preference).
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4.2 Detecting conflicts and inconsistencies

Apart from an activation label, each preference has a consistency label (it can be cop-
sistent or inconsistent). Every time a new preference is inserted in the discussion
graph, the system checks if both constituent positions of the new preference exist in
another, previously inserted, preference. If yes, the new preference is considered e;-
ther redundant, if it also has the same preference relation, or conflicting, otherwise, A
redundant preference is ignored, while a conflicting one is grouped together with the
previously inserted preference in an issue automatically created by the system, the
rationale being to gather together conflicting preferences and stimulate further argu-
mentation on them until only one becomes active. It should be noted here that both
constituent positions of a new prefercnce have becn already inserted in the discussion
graph; thus, whenever a user is about to insert a new preference, the system provides
him/her with a list of all possible combinations to select from

If both positions of the new preference do not exist in a previously inserted prefer-
ence, its consistency is checked against previous active and consistent preferences
referring to the same element (or belonging to the same issue). Consider for instance
the case, where there exist two preferences “p, is more important than p,” and “p, is
more important than p,”. A new preference “p, is more important than p,."” would be
inconsistent with respect to the first two ones, although it is not directly conflicting
with cither one. Inconsistency checking is performed through a polynomial (O(N*),N
the number of the associated positions) path consistency algorithm (for more details,
sce [7]). Although path consistency, as most discourse acts described in the sequel,
interacts with the database where the discussion graph is stored, the algorithm is effi-
cient; even for preferences involving issues with numerous alternatives and positions
linked to them, execution time is negligible compared to communication delay.

4.3 The weighting mechanism

Active and consistent preferences participate in the weighting mechanism. In order to
demonstrate how the algorithm for altering weights works, we use the example of Fig-
ure 4. There exist five positions and four preferences that relate them, as illustrated in
Figure 4a. The arrowed lines correspond to the “more important than" (>) relation
(e.g., ps > p2) and the dotted line to the “equally important to” (=) relation (€.g., ps =
pJ)- Initially (with no preferences inserted in the system), each position would have 2
weight = (max_weight + min_weight)/2 = 5 (we have assumed that max_weight=10
and min_weight=0). Topological sort is applied twice to compute the possible max-
mum and minimum weights for each position (Figure 4b). The new weight of each posi-
tion (having taken all preferences into account) is the average of its new max_weight
and min_weight. Thus, it is: weight(p,)=6, weight(p)=4.5, weight(ps) =5
weight(p) =5 and weight(ps)=4.
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Fig. 4. The weighting mechanism.

The basic idea behind the above mechanism is that the weight of a position is in-
creased every time the position is more important than another one (and decreased
when it is less important), the aim being to extract a total order of alternatives. Since
only partial information may be given, the choice of the initial maximum and minimum
weights may affect the system’s recommendation. Furthermore, this weighting scheme
is not the only solution; alternative ones, based on different algorithms, can be easily
integrated.

4.4 Discourse acts

Argumentation in our framework is performed through a variety of discourse acts.
These acts may have different functions and roles in the argumentative discourse. We
classify them in two major categories: user acts and system acts.

User acts concern user actions and correspond to functions directly supported by
the user interface (these appear under the Actions menu — see Figures 2 and 3). Such
functions include the opening of an issue, insertion of a new alternative to an issue,
insertion of a new position in favor or against an existing position, preference or alter-
native, and insertion of a ncw preference to an existing issue. Editing features are also
provided.

The user interface for adding a new alternative to an existing issue is shown inthe
top left part of Figure 5. When an alternative alt; is added to another alt; (and not di-
rectly to the issue iss; where aly; belongs), a new issue iss; is automatically created
inside iss,. Both alt, and alt; are now put inside the new issue and compared througha
function wpdate(issy). Update(iss) will be called from update(iss) and the recom-
mended choice between alf, and alt; will be compared against the other alternatives of
the external (initial) issue. As shown, users can give a subject (title) of the new altcma-
tive, but also provide more details about their assertion through the URL (mlatgd we‘b
addresses) and comments (free text) panes. Moreover, they can attach multimedia
documents to their discourse items. o _

The user interface for adding a new position is shown in the top right part of Flgurf:
5. The father element can be an alternative, another position, or 2 preference. Inaddi-
tion to the “Add a new alternative” interface, users have to spccif)r here the ty_pc of
link (in favor or against) and the proof standard they prefer (depending on the t'ilscus-
sion context, this option may be inactivated; that is, the same proof standard 1s uscd
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for all positions). The bottom left part of Figure 5 illustrates the user interface for add-
ing a new preference to an issue. The interface provides users with the means to con.
sider all valid combinations of positions, thus preventing them from making errors in
expressing a preference. The relation type menu includes the preference relations more
(less) important than and equally important to. Finally, the user interface for editing a
position is shown in the bottom right part of Figure 5. Users may there change any of
the related information, as well as add new or remove previously inserted attachments.
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Fig. 5. User interfaces.

System acts are functions performed by the system in order to check consistency,
update the dis cussion status and recommend solutions. These functions are automati-
cally triggered by the user acts (that is, whenever a new item is added in the discotfr&':e
graph) and are hidden from the end user (for more details, see [7]). Generally speahqg'
a single assertion in an ongoing discussion may update a large portion of the dIS"
course graph. Every time there is a change, the status of the argumentation elements 15
recorded in the database that keeps track of the discourse.

5 Conclusions

A preliminary evaluation of the system described in this paper has already been-madc
by the six users who participated in the argumentative discussion illustrated in the
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previous section. The results of this evaluation are positive and encouraging: the
functionalitics of the system were found to be complete, correct, user-friendly and
well-integrated. These results advocate that the proposed system can offer an effec-
tive and user-friendly electronic space for G2G structured multi-participative argumen-
tation on complex Public Sector problems and collaborative knowledge creation. In this
sense, it can improve the quality and reduce the cost of the collaborative activities
required for the critical *high level functions’ of Public Administration.

In particular, the system can effectively support the collaboration required for the
design, implementation, monitoring and evaluation of public policies, programs and
services, by first enabling all the involved POs to identify the basic problems and
issues, propose alternatives and discover their advantages and disadvantages. A
multicriteria decision making approach can be then followed, in order to select the
optimal alternative(s) based on the insight and understanding previously gained. The
proposed system can also support the collaborative development of detailed action
plans for the selected optimal alternative(s) (i.e. for each proposed action, positive or
negative positions as well as preferences can be expressed by the participants, etc.).
During the implementation of these actions, the proposed system can be used for the
collaborative monitoring of them, the identification of implementation problems and
issues, and the development of alternatives for managing them. Finally, the system can
be used for the collaborative evaluation of these actions by all the involved POs, and
the citizens and cnterprises who are their recipients. In a similar way, it can support the
collaborative development of legislation and the ‘high level’ decision-making concem-
ing complex social problems, granting licenses and permissions with high social m-
pact, etc.
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User-centered design for empowered e-citizens
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Abstract. This article presents the user-centered design approaches of
Participatory Design, End-User Development and integrated Organisa-
tion and Technology Developmient as means to develop IT systems for
empowered e-citizens. Empowering e-citizens to actively participate in
and shape the IT systems they are using is discussed as being an es-
sential contribution to social inclusion and cohesion and to reflect the
cultural diversity and dynamics of modern societies. While Participa-
tory Design is about actively and continuously involving the users of IT
systems in the development process, End-User Development is a rather
new approach to enable the end-users themselves Lo autonomously adapt
IT systems to their diverse and changing requirements. As successful use
of information technology is not only about the technology itself but just
as much about the users and the organisational context of use, the inte-
grated Organsiation and Technology Development approach deals with
how all of these aspects have to be developed together to shape well-
running socio-technical systems. These design approaches are illustrated
with the development and deployment of a community support system
for the Iranian NGO networks.

1 Introduction

At www.hispanicsdclark.com hispanic US citizens can actively participate in
promoting the presidential election campaign of Wesley Clark through a simple
discussion forum based on web logs, or blogs for short. Besides this hispanic
online community there are dozens of other dedicated communities to be found
at the “grassroot sites” section of www.forclark.com. For example regional ones
like the “Shenandoah Valley of Virginia For Clark“ community as well as vari-
ous other interest groups like the “Surfers for Clark”, the “Disabled Americans
for Clark”, the “Ex-Pats for Clark” and finally the “Ex-Deaniacs for Clark”
community for all those that formerly supported Howard Dean’s campaign.

The 2004 US presidential election campaigns have seen blog-based suppt?rt
communities for all candidates, pioneered by Dean and more or less hastily
replicated by other campaigns after observing the high impact with vote'rs and
striking success with raising huge funds compared to the very moderate invest-
ments in the technology. But many of the aspects of this phenomenctn, recently
discussed in an interview with Dean’s campaign manager Joe Trippi are by no
means new [10].

J.P adget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
O IPN, Mexico 2004.
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Almost 20 years ago, Theodore Roszak already discussed very similar thingg
about the then upcoming bulletin board systems [13, p. 167-172]. Many years
before the web, these systems allowed distributed groups of people to discuss
develop and promote joint topics, including common political interests. While be-,
ing utterly low-tech, these systems allowed — to a certain extent — for people to
establish grassroots movements that might eventually aquire political influence
through a broad base of participants. As Rozak pointed out these groups self.
organized the way to communicate and organize things, and thus (potentially)
developed their own e-culture. It is this networking possibility and the broad
creative participation of people that made the new electronic medium interest-
ing to Roszak, while he also pointed at many of the limitations and drawbacks
of this mode of communication.

The lesson to be learned from this success is that there are two rather differ-
ent perspectives for looking at the use of information technology in the political
domain. On the one hand, e-government solutions can help governments do their
Jjob. This means providing information and services to their citizens such as web-
sites for filing your tax declarations or browsing for new employment possibilities.
On the other hand, information technology can also be used to strengthen polit-
ical discourse, support social cohesion within and across communities, and most
importantly promote the citizens’ initiative and creativity to take political and
societal effect from the bottom up!.

In order to provide good e-government solutions, many specific technologi-
cal, organisational and legal problems need to be solved, such as interoperability
and integration between different services, reliable handling of electronic iden-
tities and personal information (e.g. electronic patient records), and adjusting
administrative processes to take the best benefit of the new technological pos-
sibilities. But as clearly visible from the above example, low-tech solutions can
have tremendous effect if they properly match users’ needs. While there are diffi-
cult and important technological problems to be solved for future e-government
solutions, thoroughly understanding the user community of e-citizens and sup-
porting their active and creative participation in society through appropriately
designed systems constitutes the real challenge.

This article provides some indications on how to meet this challenge by dis-
cussing the user-centered design approaches of Participatory Design (PD) and
End-User Development (EUD), as well as the integrated Organization and Tech-
nology Development (OTD) approach. For all of these approaches, elucidation
of user requirements by active empirical research is an important part. While
not solving any specific technological problems, such user-centered design ap-
proaches are now widely believed to be essential for creating useful and usabl_e
IT systems. At Fraunhofer FIT these approaches have a long-standing tradi-
tion and they have been and are being applied in various projects, including
e-government and e-democracy ones [14].

! The potential of this can very clearly be observed in the current use of the Inte_r"et‘
by oppositional forces in China and the governments recurrent actions against it.
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On the level of research and technological development (RTD), the goals and
topics defined by the Lisbon strategy have been taken up as guiding principles,
For both designing and deploying IT systems for inclusion and cohesion, the dj-
verse and heterogeneous requirements of the e-citizens and the highly dynamic
changes of these requirements constitute serious methodological challenges for
traditional development procedures. For this reason, a strong user-centered de-
sign approach has now become a recurrent requirement for the European Com-
mission’s Information Society Technology (IST) research programm.

2 Participatory Design (PD)

Many years of designing IT systems show that numerous factors relating to the
users and to the social and organisational settings of use cannot be formalized or
made explicit (e. g. tacit knowledge, working practices). Users generally cannot
fully anticipate the potential uses of new technologies, while developers do not
fully understand the specific contextual characteristics of a given application
domain. Additionally, introducing IT systems into groups or organisations is
likely to change over time the way in which people carry out their activities. This
might be brought about by the users’ more thorough experience with using the
system and their strengthened trust in the system's reliability and it may result
in evolving requierements. Because of these “soft factors”, even when putting
the users at the centre of the development process a comprehensive analysis of
user requirements prior to design is not feasible.

While formal analysis of requirements has to remain incomplete, Mambrey
and others point out that users and designers can nonetheless communicate
about the situation of use and can arrive at a joint understanding about the
current appropriateness of the system and potential next steps for improvement.
Consequently, users and designers can cooperatively shape the design process
but they “need a mutual undestanding of the socio-cultural process they conduct
within the organisation.” (7, p. 389]. This cooperative development process allows
to identify the actual characteristics of the concerned activities and it allows to
combine the social and technological perspectives of the different actors. This
active involvement of users is at the heart of the Participatory Design approach.

In order to capture the changing requirements that can arise during use an
also to help in a productive take-up of a novel system, Participatory Design
does extend this active user involvement beyond the initial design phase into the
deployment phase of the system. Users are then supposed to try things out in
order to get experience, reflect on their system usage and express their interests
and intentions [7]. By way of this continuous involvement users are supposed t0
explore the “space of opportunities” that a novel system offers, cooperatively
find appropriate ways of using it, and they should make suggestions on how
to imlfrove the system through a number of incremental redesign cycles- This
extension to the design process has been called (cyclic) cooperative evolutionary
system design [14, 6] and it does not only help in designing systems that meet
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the users’ requirements but also to ensure that the transition of individual work
ractices and of the organisational environment are reasonably smooth.

The Participatory Design approach has successfully been applied and re-
fined in various RTD projects within Fraunhofer FIT, notably in the POLITeam
project that aimed at providing community and collaboration support for ad-
ministration processes between the distributed German Ministries in the former
German capital Bonn and the new capital Berlin [14].

Without getting into details, the concrete techniques applied during the PO-
LITeam project include “questionnaires, action research, ethnography, simula-
tion and prototyping” (7, p. 391]. Additionally, the techniques of user advocacy
and osmosis have also been applied to “explore the users' needs during actual
system use.” [6]. User advocacy is about having dedicated people that are not
involved with development establish a continuous relationship with the users
to observe and learn about their requirements, usage problems etc. and letting
them communicate and defend the users’ position against the developers. Os-
mosis is about having members of the development team closely experience the
actual working reality of the users to aquire a far richer experience than could
be transmitted through questionnaires or even unstructured interviews.

The benefit of the Participatory Design approach is described by Mambrey
as helping to bridge three important gaps in the design process: the user-designer
knowledge gap, refering to the respective ignorance about the technological pos-
sibilities and the characteristics of the working context, the user-designer per-
spective gap, refering to the perspective difference between using and designing
a system, and the routine-innovation gap, refering to the users’ need of finding
new and innovative ways for using the new technologies to the benefit of their
specific application domain.

The lesson learned from applying Participatory Design is that taking the
domain-specific soft factors into account when designing and deploying IT sys-
tems is crucial to their success. For this design approach to work users must
be willing to actively participate and thus a “culture of participation” is highly
desirable.

3 End-User Development (EUD): going beyond PD

Participatory Design is about constantly involving the end-users in the develop-
ment process and it is also about extending the design-phase into the use-phase.
Nonetheless, the users’ role essentially remains unaltered: they use the system
fmd provide feedback to professional developers that try to turn this feedback
Into appropriate system modifications.

Enhancing user-participation in the design process of IT-systems is part of
the solution for achieving a good match between the systems’ properties and the
users’ requirements. But given that user requirements are diversified, changing,
and may even be hard to identify precisely at a specific point in time, going
th_'o"gll conventional development cycles with software-professionals to keep up
With evolving requirements would be too slow, time-consuming and expensive. So
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the required flexibility really means that the users themselves must continuously
be able to adapt the systems to their needs while using them. While end-userg
are generally neither skilled nor interested in adapting the systems they are using
at the same level as software professionals, it is very desirable to empower users
to adapt systems at a level of complexity that is appropriate to their individual
skills and situation. This is presumably the main goal of end-user development:
empowering end-users to adapt IT-systems themselves, thus letting them become
the initiators of a fast, cheap and tight co-evolution with the systems they are
using [8].

Systems that provide such a gradual increase in adaptation complexity with
respect to the difficulty of the modification to be performed are said to follow
a gentle slope of complexity. On the technical level of software systems, such
a gentle slope can be achieved by a number of different approaches. To under-
stand how this can work in principal, let us take a look at one such approach:
component-based tailorability [9]. Here, an application is decomposed into a
hierarchy of components that are meaningful in the domain of the end-users
and the end-users can then modify the application by modifying the component
structure during usage. For this to be possible the application must be executed

“in a special run-time environment that allows for the components to be rear-
ranged during execution. While this may not sound very easy, domain specific
decomposition and appropriate (visual) interfaces can make these modifications
indeed very easy for the top-level components. When the users need more pow-
erful adaptations they can then also rearrange the internal components of the
top-level components, and so forth. Properly designed, the component hierarchy
offers convenient steps of increasing adaptation power with only a proportional
increase in adaptation complexity.

The concept of end-user development has recently been discussed and refined
within the European research project EUD-Net® and it is believed to be a key
element to empower people to “become active citizens of the Information Soci-
ety” [4). This is because it let’s end-users use their superior domain knowledge
and their creativity to adapt the systems they are using to the specific situa-
tions of use. This way, EUD complements user-centered design approaches such
as Participatory Design to cope with the specificity of usage situations and the
diversity and dynamics of user requirements.

Adaptability provided by EUD techniques is one way to achieve a closer
match between an IT-system’s functionality and the users’ requirements when
modifications by software-professionals are not an option. It must be noted
though that adaptation indeed requires users to interrupt normal usage, result-
ing in a deviation from their primary task. Hence, manual adaptability should _be
complemented with automatic adaptivity where the system adapts itself to its
users’ task and situation by evaluating e.g. contextual properties and its usageé
history.

% See http://giove.cnuce.cnr.it/eud-net.htm.
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Combining Participatory Design and a shared initiative approach between

adaptability and adaptivity (3] can achieve a close and benefitial co-evolution of
both users and systems.

4 Integrated Organisation and Technology Development
(OTD)

PD and EUD have been discussed in the preceeding sections as approaches to
design IT systems. As has been stated earlier such IT systems are set in a spe-
cific social and organisational context. Organisations use IT systems to carry
out their processes, and frequently the one cannot be separated from the other.
The organisations’ processes are inscribed into the IT systems and the systems
properties have determined to some extent how the organisational processes have
been set up. As a consequence, changes in the organisation’s processes are likely
to require corresponding changes in the IT systems and modifications to the
IT systems, such as enabled by technological innovations, are likely to require
changes in the organisation. This “reciprocity and interdependence” between or-
ganisations and the technologies they use has been taken up in [15] to require an
integrated development approach for both aspects, the “integrated organisation
and technology development” (OTD).

This approach starts from the premises that organisational development in
the face of constantly changing environmental conditions, such as market re-
quirements for companies, also requires constant adaptations of the IT systemns
used within the organisation. A key assumption is that fast and thorough adap-
tations to changing external conditions cannot be implemented on managerial
order, but must and should be carried out in a self-organized fashion by the
people directly involved with the respective working practices. Unsurprisingly,
OTD thus embraces both Participatory Design and End-User Development® and
integrates them into a consistent approach that suggests decentralized tailoring
by end-users as long as the required changes do not require professional redesign,
and that suggests Participatory Design techniques if professional redesign is in-
deed necessary.

In the light of the OTD approach, EUD can be seen as an enabler for self-
organized decentral adaptations. For the domain of political participation, as'for
example in the self-organized voter communities mentioned in the introduction
or in local self-administration, this means that communities can be empowered
through EUD to adapt the systems they are using to reflect their spec-:iﬁc cultu.ral
and situational requirements and also to evolve with the communities changing
requirements.

-—-_'—'——__
® The term EUD was not in existence at the time of writing of [15]. Instead the term

tailorability was used.
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5 An OTD example: supporting the community building
process of Iranian NGOs

In a project carried out during 2002 and 2003 by the International Institute
for Socio-Informatics (1ISI) and funded by the German political foundation
Friedrich-Ebert-Stiftung a web-based community system’ was introduced to sup-
port the networking efforts between the hundreds of Non-Governmental Orga-
nizations (NGOs) currently developing in the Iranian civil society [11, 12]. Fol-
lowing the approach of integrated Organisation and Technology Development
(OTD) the deployment and adaptation process of the system was carried out in
a participatory fashion and this process was accompanied by supportive mea-
sures to set up socio-organisational structures within the Iranian community of
NGOs to make the best use of the community system.

The network of NGOs covers many aspects of civil life in Iran. There are
women NGO networks, environment NGO networks, youth and health organ-
isations, to name but a few. These networks are organised both from the big-
ger cities, including the capital Teheran, and rural areas with the respective
differences in technical infrastructure and skills (e.g. computer use, language).
Because the project was planned to last no longer than about a year it was
essential to achieve a sustainable deployment of the technology such that local
NGO representatives could use and adapt it autonomously and where able to
support the NGO community building process with it.

To this end the first step was to choose a number of local NGO commu-
nity facilitators with sufficient computer and language skills (i.e. english) and
carry out a “train the trainer” programm. Following this a number of socio-
organisational structures were set up to enable and foster community processes
within the NGO network such as expertise sharing, community learning, building
of virtual communities of practice, and process evaluation. The main mechanism
to establish these structures was carrying out workshops with NGO representa-
tives. As stated during these workshops a major challenge was indeed the “lack
of experiences with a ‘culture of cooperation’ in Iran.” (11].

Following the OTD spirit of self-organisation, training activities were not
set up in a top-down but self-organized fashion. Also, development workshops
were carried out to learn how to tailor the community system to the needs of the
NGO networks. As explained in the preceeding section this tailoring competence
is essential to respond to the specific requirements of individual communities an
also to the dynamic changes of these requirements over time. Finally, a2 “code
of ethics” was developed with the NGO facilitators to provide some level 0
guidance for social conduct when using the community system.

tive Work)
rofit

7 The community system used was the BSCW (Basic Support for Coopera
system developed at Fraunhofer FIT which is available free of charge for non-p

purposes.



User-centered design for empowered e-citizens

6 Conclusion

This article has shown that information technology can empower e-citizens to
shape and control the processes that are supported with this technology. This is
the case for communication and cooperation in self-organised IT-based commu-
nities which can have an important democratic function in civil societies, and
it is also the case for services that governmental organisations provide to their
citizens through IT systems.

Empowering e-citizens to shape the technologies they are using has the im-
portant benefits of respecting and activating the cultural and regional differences
within the societies, and having the e-citizens constructively appropriate and cre-
atively evolve the technologies. This way, the diversity and dynamics of modern
societies can be reflected from the grassroots up to an extent that would be com-
pletely impossible in a top-down approach [5]. On a plainly pragmatic level this
can mean that standard e-government services would simply receive broader ac-
ceptance within the population and could be used with less difficulty. Obviously,
inclusion and active participation are benefits for democratic societies that go
well beyond this.

These potential benefits are not intrinsic to information technology. In fact,
IT can be and often still is designed in a thoroughly non-participatory fashion,
resulting in exclusion rather than inclusion and introducing limitations rather
than fostering empowerment. This article has dicussed the user-centered design
approaches of Participatory Design, End-User Development and the integrated
Organisation and Technology Development approach as ways to develop em-
powering IT systems. These approaches have been illustrated by the example of
introducing an 1T-based community system to support the Iranian NGO net-

works.
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1 Some issues on voting systems

The first proposal is a new election system called dynamic constituency. One of
the problems in an election system is the configuration of electoral districts. The
combination of districts with voting systems (majority vs. proportional) gener-
ates problems, in the sense that representation fairness is not assured. Let us firs
discuss majority and proportional systems used over a district configuration.

Majority voting selects the most voted candidate per district, and the rest
of the votes are, in some sense, lost. The advantage of majority voting is that
it establishes a direct relation between the constituents (all electors in the dis-
trict) and the elected representative. Indeed, the elected person (theoretically)
represents all persons in the district, and is easier (than in proportional systems)
for the citizens to direct questions, recommendations, objections, and recrimina-
tions to the elected representative. France and U.S. use majority voting for the
Assembly and the Chamber of Representatives. The U.S. law intends to improve
accountability of the representatives by having an election every two years; this
legal provision designs a mechanism that intends to convey in a fast fashion
changes in the public opinion to the representative body.

Summarizing, the main problem of majority voting is that the preferences of
the public (expressed as votes) can be very different (proportionally speaking)
to the preferences of the elected body. Defenders of majority voting argue that
this shortcoming is compensated by its advantages: geographical representation,
a more stable government supported by clear majorities, and the direct link
between representative and constituents. However, a more stable government
depends also on the party configuration, so majority voting does not assure
this property (and proportional systems can also be argued as a good tool for
government stability). Finally, the configuration of districts is critical and there
is no insurance that by means social engineering an government customizes to its
party needs a district configuration. The majority voting system can be improved
using more fair voting systems, like approval voting, but only inside a district:
the overall effect will continue to show a gap between the landscape of citizen
preferences and group distribution in the elected body.

Proportional voting is a multi-winner election systems which try to ensuré
that the proportional support gained by different groups is accurately reflected
in the election result. Some countries, like Israel, are close to a pure propor
tional voting systems, while other countries that use “corrected” proportiona
systems where majority groups receive an excess representation weight while mi-
nority groups are abated. Districts are larger and allow multiple winners while
majority voting has small districts and single winner. However, geographical dis-
tribution of power, implemented as districts with large or small population may
be unfair: an elected representative nceds a larger number of votes than oneé
in a low population district. Therefore, the configuration of districts has also
undesirable effects in proportional systems — e.g both Spain and Israel use the
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d’Hondt method! for allocating seats but the district configuration in Spain has
the effect of biasing proportionality in favor of large parties while Israel achieves
a quite unbiased proportionality by having a single, global district. A way to
compensate this effect is using mixed systems —like the double vote system un-
der discussion for the future Catalonia’s Electoral Law (inspired by the Germany
Jaw) where each citizen has two votes: one for a single-winner majority vote dis-
trict election and another for a party-list proportional vote. Another problem
with proportional voting (together with party lists) is that the direct link be-
n the constituents and the elected person is blurred or altogether lost. In
fact, the notion of constituency is difficult or impossible to effectively maintain
in the proportional systems. Again, to improve the system, some countries im-
plement mixed systems where some representatives are elected proportionally
using party lists and other representatives are elected by majority vote.

Both majority and proportional voting systems can be improved using more
fair voting systems, like approval voting, or designing mixed systems. However,
I'd argue that all the negative effects (and the compensating mechanisms that
can be introduced) are caused by the existence of electoral districts, and that
they can be abolished while maintaining the notion of constituency and a direct
link between citizens and the person they have elected. Moreover, geographical
representation is faithfully reflected, in the sense that the preferences of the
citizens depending on the interests and problems present in specific places and
not others are proportionally represented. Finally, the property of having stable
governments also depends, as already discussed, more on the configuration of

parties than on the election system.

twee

2 Dynamic constituency

s for e-voting in the near future allows

us to rethink the possible methods for voting that avoid some of the undesir-
able properties of our current methods. In particular, we have argued that the
establishment of districts and the particular configuration of districts leads to
some undesirable properties. We can think of a method that abolishes districts
while maintaining the notion of constituency and is proportional systems while
maintaining the direct link between citizen and representative as in the majority
System: dynamic constituency.

While district-based majority voting defines the constituency of a represen-
tative as all the residents of an electoral district, and proportional systems blur
this notion, dynamic constituency considers that the citizens that voted a rep-
resentative form its constituency. The digital infrastructure supports the ballot
computing that previously was made at hand on electoral districts, so now is
Possible to have just one district for the whole territory. Moreover, the digital

_--_.—'—_—-_

1
:)\'n alternative method is the
Diased in favor of large parties. New Zealand,
Ina, Latvia and Bremen use the Sainte-Lagu method w

and Spain use the d’Hondt method.

The existence of digital infrastructure

Sainte-Lagu method of the highest average that is less
Norway, Sweden, Bosnia and Herzegov-
hile 1srael, Austria, Poland
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infrastructure may be able to keep an anonymous relation between elector and
representative that can support interchange of information between the (dis-
tributed) constituents and their representative.

Moreover, dynamic constituency simplifies the election system constrained
by the need to allocate seats to districts. In dynamic constituency, any citizen
can simply vote for the representative of its choosing, and if this candidates gets
enough votes he will be elected. Moreover, the digital infrastructure can give the
citizen an identification key that maintains his anonymity but allows her later
to log in, identify herself, and direct question, comments, complaints, etc. to her
representative in a seamless way. Thus, the representative can have an even more
direct and transparent link to her constituency, and the citizens can feel more
close the candidate they really voted instead of the winner of their district that
they did not vote.

The voting system is also simplified: the most voted candidates are elected.
Let us consider an example for illustrating this proposal: Catalonia has a Par-
liament with 135 seats elected by (around) 5,300,000 electors. This means that
a MP is elected with 39,260 votes — and since usually only 70% of electors do
vote, with 3,710,000 votes a MP needs about 27,600 votes to be elected. Once a
candidate has 27,600 votes is virtually elected.

Another interesting feature that can be implemented is that of approval vot-
ing. In approval voting the citizen can vote to more than one candidate: she
votes all candidates that she approves of. Since the digital infrastructure sup-
ports real-time computing of ballots it would be possible for the citizen to see
the different candidates ballot at every moment. This goes against our current
practice but this is just because it was not feasible before. We can argue that
transparent real-time balloting may indeed attract to citizens who often abstain
to try to help her preferred candidates®.

Real-time balloting in dynamic constituency allows a citizen that approves
of several candidates to vote for one of them, disregarding those others that
already have enough votes to be elected. For instance, in the Catalonia parlament
example, if a citizen than approves candidates A and B canvote for B once she
sees that A already as 28,000 votes. However, if she really wants to be a part
of A’s constituency she can also vote A (although this implies that she really
prefers A, for whatever reasons, to B). Although this is not approval voting it
achieves the effects for which approval voting was designed: selecting a candidate
in a manner that insures the minority preferences are taken into account.

Notice also that geographical representativeness is also preserved, as far as
citizens prefer to vote for local candidates and the political organizations choose
to locally promote specific candidates. However, minority groups may choose t0
globally promote a few specific candidates. For instance, considering the King-

? Some countries have single-day elections, some have a couple of days to cast a vote:
Notice that the digital infrastructure also changes that: since balloting is automated
elections can be held during several days or a week where real-time feedback show
the tendencies of eager voters and attract lazy voters with the expectation of their

capability to modify them
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dom of Spain as multinational state, some people would think that minorit
pationals such as Basques, Catalans, and Galicians would be against using dy{
pamic constituency for electing the Spanish parliament. This is not so, since as
long as Catalan electors, for instance, vote for Catalan candidates they ;vould be
elected. Nonetheless, the dynamic constituency approach with real-time ballot
feedback can be adapted to a federal territorial organization. For instance, the
U.S.A. can first allocate a number of seats to each state for the Chamber of Rep-
resentatives and then use the dynamic constituency approach within each state
candidate election; the states members of the European Union may also favor
this federal distribution of seats. Although the seat distribution among states
introduces a bias the dynamic constituency approach still eliminates electoral
districts and helps a better representation of minority vote.

A more radical simplification can be achieved if we eliminate the idea of
having a fixed number of seats in a parliament once districts are abolished. If
we think about the idea of a fixed number of seats we see that it is strongly
linked to the existence and number of districts. In fact, some of the perverse
effects detected by the proponents of different election and voting systems comes
from the fact that there is a number n of seats to be allocated. Once we abolish
districts and apply dynamic constituency we can just declare that any candidate
with m votes will have a seat. For instance, Catalonia Election law could establish
that every candidate with 30,000 votes wins a seat as MP. The number of seats
may vary on a certain range depending on the number of electors that abstain
to vote. There is a few practical problems to adapt a Parliament infrastructure
to this small variability, but the advantages of proportionality and transparency
make up for these drawbacks. The transparency of European Union MP elections
(that has 626 MP for 379,790,700 citizens, soon 454,018,500 citizens) could be
improved with this kind of method (e.g. one MP seat for every 500,000 elector.s);
this would allow some groups to vote for local concerns and others to organize
global (albeit minority) concerns in a proportional and transparent way.

3 Accountability for representatives

ts a direct and anonymous link between
hnological platform can be used for sev-
between constituents and representa-
f the representative actions and the

Once the digital infrastructure suppor
constituents and representative, this tec
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fEasible only because the existence of this
it is possible to implement an impeachment
May revoke her vote for an elected represen
humber of revoked votes that imply a remov

as well as some grace period (e.g. & representa .
the first six months of her term). The technology that supports an

tasks, the digital infrastructure can
that can legally defined but that are
ligital infrastructure. In particular,
mechanism by which a constituent
tative. Specific laws may define the
al from office of the representative,

tive can not be removed during
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direct link between constituents and representative when the citizens vote is the
one that insures the viability of the citizen impeachment of representative. An
improved information flow together with the impeachment mechanism achieves
a good accountability relationship between representative and constituents.
The purpose of an impeachment mechanism is the same as that of the U.S,
Chamber of Representatives election every two years: assure a faster feedback of
the constituents evaluation of the representative actions. Clearly, impeachment
is cheaper in time, effort and funding than halving the election term from 4 years
to 2. In addition, impeachment in dynamic constituencies allows the citizen that
revokes a vote to a representative to one of the candidates that did not reach the
vote threshold to become a MP. This allows a fast change in the Parliament when
there is a sweep in public opinion, both by representatives changing their actions
or being removed from office. Let’s consider the two scenarios we explained
before: dynamic constituency with and without a fixed number of parliament
seats. When this number is fixed, at the moment an impeached representative is
removed from office the non-elected candidate with the higher number of votes
becomes an MP. When the number of parliamentary seats is not fixed the non-
elected candidate that collects dissatisfied votes becomes an MP when these

votes achieve the legal threshold.

4 Discussion

Digital technology can be used for supporting our current methods for elections,
voting, and representation; but this technological effort only has an effect on im-
proving certain efficiency parameters, e.g. faster computation, less error-prone
techniques. Certainly this is quite important, e.g. since the technological infras-
tructure facilitates the realization of referendums, this can increase the use of
referendums and thus change the political process. Moreover, we have not dis-
cussed the technical issues to be solved to have a digital infrastructure as the
one envisioned here, nor the legal and public awareness issues that should be

addressed and resolved.

The claim of this paper is once a technological infrastructure for e-government
in general, and e-voting in particular, is in place we can easily exploit that plat-
form to change and improve the methods and systems used in democartic po-
litical systems. This infrastructure envisions not only quantitative changes but
more importantly qualitative changes in the form of the political process. We
have shown several concepts that can be employed for democratic representation:
dynamic constituencies, real-time vote feedback, and citizenship impeachment.
This new concepts imply rethinking established concepts —like districts, opaqueé
vote counting, and fixed number of seats. But once the technological infrastruc-
ture is feasible, public discussion of democratic representation and accountabil-
ity will enter a wider realm of possibilities and hopefully improve the quality 0

democracy.
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Appendices

A Definitions

Most definitions are taken from the Wikipedia (http://en.wikipedia.org).

Civics is the science of comparative government and means of administering
public trusts - the theory of governance as applied to state institutions. It is
usually considered a branch of applied ethics and is certainly part of politics.

E-government is generally agreed to derive from 'electronic government’ which
introduces the notion and practicalities of ’electronic technology’ into the
various dimensions and ramifications of government, specially the delivery
of public services, where there is an ’online’ or Internet based aspect to the
delivery of the services, the conduct of government business where the activ-
ities of those involved in the process of government itself (such as legislators
and the legislative process) where some electronic or online aspect is under
consideration, and voting where some online aspect is under consideration.

Electoral system An electoral system is the use of particular voting systems
to place some group of people in charge of administration of a legal system
under pre-existing legal codes ;

Voting system Voting systems are methods (algorithms) for groups of _ptzople
to select one or more options from many, taking into account the individual
preferences of the group members

B Hyperlinks

= Approval voting: http:/ /en.wil-cipedia.org/Wiki/"\Pp"m"al voting

— Borda count: http://en.wikipedia.org/wiki/ Borda count g
~ Condorcet method: http://en.wikipedia.org/ wiki/Condorcet met_h°d
— Deliberative democracy: http:/ /en.wikipedia.org/wiki/ Deliberative dfmocracy
= Direct democracy: http:/ Jen.wikipedia.org/ wiki/Direct demc.)c.racy

~ Participatory democracy: http:/ /en,wikipedia.org/wiki/Par_tésyggtgoery- democracy
~ Ramon Llull: http:/ /en.wikipedia.ors/ wiki/Ramon L_'é’)’!,;tem
= Sainte-Lagu method: http:/ /en.wikipedia-mg/ wiki/Highest

= Voting systems http:/ /en.wikipedia.org/wiki/ Voting

method
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C Criteria in evaluating voting systems

Various criteria can be used in evaluating voting systems. However, it is impossible for
one voting system to pass all criteria in common use. Arrow’s impossibility theorem

(http:/ /en.wikipedia.org/wiki/Arrow%27s_impossibility theorem) demonstrates that the
following criteria are mutually contradictory:

— The voting system should always give a result
If a voter improves the ranking of a particular option, that option should not be

disadvantaged (monotonicity criterion)
Removing a candidate should not change the winner of an election unless that
candidate is the winner (independence of irrelevant alternatives)

— Every possible outcome should be achievable
Non-dictatorship (i.e. more than one person’s vote matters)

However, not all hope is lost. Weakening one of Arrow’s conditions the Condorcet
method meets all the criteria. The Condorcet winner of an election is the candidate who,
when compared in turn with each of the other candidates, is preferred over the other
candidate. A Condorcet winner will not always exist, however. Any voting system which
chooses the Condorcet winner when it exists is known as a Condorcet method, after
its deviser, the 18th century mathematician and philosopher Marquis de Condorcet,
although it appears that the method was already thought up by Ramon Llull in the
13th century (see http://www-gap.dcs.st-and.ac.uk/"history/HistTopics/Voting.html).

Since the most complicated part of the Condorcet method consists of resolving
cyclic ambiguities when the Smith® set contains multiple candidates the use of Infor-
mation Technology in election systems infrastructure eliminates the practical problems

of Condorcet methods.

D Approval voting

Approval voting is a voting system used for single-winner elections, in which each voter
can vote for as many or as few candidates as the voter chooses. Approval voting is 3
limited form of range voting, where the range that voters are allowed to express is
extremely constrained: accept or not.

Approval voting passes a form of the monotonicity criterion, in that voting for a
candidate never lowers their chance of winning. Indeed, there is never a reason for a
voter to tactically vote for a Candidate X without voting for all candidates she prefers
to Candidate X. A good strategy is to vote for every candidate the voter prefers to
the leading candidate, and to also vote for the leading candidate if she is preferred to
the current second-place candidate. When all voters follow this strategy, the Condorcet
winner is almost certain to win.

A study by Approval advocates Steven Brams and Dudley R. Herschbach publishﬂ1
in Science in 2000 argued that approval voting was "fairer” than preference voting on
a number of criteria. They claimed that a close analysis shows that the hesitation to

3 : ; s

The Smith set is the smallest set of candidates such that each candidate Ip the
set beats (in the pairwise sense) each candidate not in the set. The Smith set IS
a reasonable and slightly less stringent definition of an "irrelevant” candidate of
Arrow’s framework.
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support & '‘compromise candidate’ to the same degree as one supports one's first choice
(as approval voting requires) actually outweighs the extra votes that such second choices
get. Accordingly, preference voting is more biased towards compromise candidates than
approval voting - a non-obvious and surprising result. Citizens for Approval Voting was
organized in December 2002 to promate the use of approval voting in all public single-
winner elections.

Citizens for Approval Voting (http://www.ApprovalVoting.org) was organized in De-
cember 2002 to promote the use of approval voting in all public single-winner elections.

D.1 Proportional approval voting

Proportional approval voting (PAV) is a theoretical voting system for multiple-winner
elections, in which each voter can vote for as many or as few candidates as the voter
chooses. It was developed by Forest Simmons in 2001.

Each potential result of the election will satisfy some voters more than others. The
satisfaction for individual voters of a potential result depends on how many of the
successful candidates they voted for. In this particular system, if an individual voted
for n successful candidates (and an irrelevant number of unsuccessful ones) then their
satisfaction is taken to be (1 + 1/2 + 1/3 + ... + 1/n). Adding up the satisfaction of
all the voters with the potential result gives the total satisfaction with that result. The
potential result with the highest satisfaction is the decision.

If there was only one winner then proportional approval voting would become
simple approval voting. Alternatively, if each voter only voted for all the candidates of
a single party then the results would essentially be the same as the D’Hondt method
of party-list proportional representation.

Proportional approval voting is a computationally complex method of vote count-
ing. If there were c candidates and w winners, then there would be ¢!/(w! * (c-w)!)
potential results to compare with each vote. If there were 20 candidates for 5 seats then
there would be more than 15,000 potential results. Such elections could only reasonably

be counted by computer.
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Abstract. This paper describes issues encountered when trying to formalize the
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1 Introduction

An act carried out in good faith is an act carried out honestly. From a juridical point
of view notions such as good faith, complete trust or confidence are assumed to be
fundamental legal principles. Good faith is not @ norm, it is an interpretation method
i.e. a criteria for rule application [1]. It may acquire several other abstract shapes e.g.
duty of loyalty, duty of cooperation, duty to inform. It also limits another legal princi-
ples as the freedom of contract principle (see (2] for a legal analysis.) When the legis-
lation needs to precise it in an indubitable and strict way, good faith explicitly raises
under different manners in many norms. For example, it is usually concretely alluded
in juridical institutions such as possession of profits, putative marriage, putative pay-
menl, ef cetera. In these institutions good faith is present in the internal state of an
agent, who presupposes that a given situation is real and it conforms the law. Good
faith is also of crucial importance for the conduct of international relations in general
and therefore recognized as an international principle according to the terms of the
Vienna Convention.

In the automated legal reasoning area, different notions of trust have been defined.
Linington et al. [3] conjectured the impontance of the application of trust metrics to
e.g. contracts and Shand and Bacon [4] also do, adopting a second order model of
trustworthiness based on an extension of the Dempster-Shafer theory of evidence.

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
© IPN, Mexico 2004.
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Castelfranchi and Falcone [5] define a degree of trust as a combination of belief types
agents might hold with regard to other agents. These three accounts 1o trust are sub-
jective. Witkoswki et al. [6) propose an objeclive approach where agents select who
they will trade with on the basis of a trust measure built on past experiences (although
in our understanding the approach is quasi-objective as there is no authority or third
party involved in the trust measurement i.e. there is no pooling of trust.) Throughout
the paper we use the (legal) expression good faith and employ the term trust in its
broadest sense i.e. as a synonym of good faith. Our “working definition” of good
faith is thus given by the logics we construct.

We develop a theory for reasoning about presence of good faith in actions from an
objective point of view, based on the idea that good faith in its wide-ranging sense is
a modality of behavior which modalises any account of agency and involves a degree
of interpretation. Our approach is mainly juridical although core guidelines are appli-
cable to a context of a multi agent society (MAS).

We characterize in section two a modal logic simple enough for reasoning about
good faith in acts. In section three we use as a basis the logic in section two to outline
a more structured objective trust delegation mechanism in a multi agent logical
framework [7]. Section four gives mathematical content to the principles given in
section three. Section five outlines further considerations regarding good faith, collec-
tive actions and institutionalized power. Concluding remarks and lines of research are
pointed out in section six.

2 Good Faith as a Modality

In this section we give a formal objective definition of the good faith principle keep-
ing things as general as possible. We assume as a basis the basic modal language
consisting in atomic propositional sentences A, B,... and complex expressions classi-
cally formed from these by means of ~, A, v, =3, €. Actions are modeled barely, e.g.
without paying attention to time or to who the agent is. We understand good faithas a
modality of action, so we define an operator called G which focuses exclusively on
the state of affairs around the good faith exhibited in sentences. Being A an act de-
scription we read the expression GA as ‘A is carried out in (presence of) good faith”
or “A is behaved in good faith”. The logic of this G-modality can be described as an
extension of propositional calculus (PC) with the following rule and axiom schemas:

(GR)A/GA (1)
(GK) G(A = B) = (GA = GB) (2)
(G4) GGA = GA . (3)
The logics of G is classical, i.e. closed under logical equivalence:
Ao B
GA & GB . “4)

This G-system is a normal modal logics [8]. Rule GR (1) modalises -provable sen-
tences by stacking Gs in front. It formalizes good faith as an interpretation rule: good
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faith is presumed by the system i.e. if A is a theorem then GA is a theorem. This
means there is a central trust authority who makes the presumption e.g. the juridical
ordering. GK (2) states the logical implication closure that holds for any modal opera-
tor. It traduces a G-modalised formula in an implication, allowing classical reasoning
inside the modal context. G4 (3) declares a kind of idempotence property of G. We
avoid using any dual operator and read ~GA as ~ absence ofgood faithin A" .

This is probably the most simple approach to an objective logic for good faith.
Even more, it is solely in virtue of GR that we could claim that this system in a wide-
ranging way models the good faith principle. Stated in this straightforward manner
the semantics of the G-system collapses to a usual Kripke model semantics for modal
operators [8]. Its soundness and completeness results fall into the S4 (KT4) class of

reflexive transitive frames.

3 Good Faith, Obligations and Agency

From a juridical point of view, the notion of good faith as an interpretation method is
clearly related to the notion of obligation. We are therefore mostly interested in con-

nections among good faith, obligations and agency.
As far as it is presented, a G-system serves for reasoning solely about the presence

or absence of good faith in acts. What follows is a richer characterization which falls
into the class of logical frameworks for modeling norm governed systems and multi
agent environments. We attempt to model an objective trust delegation mechanism
wrt the logic of action described by Jones and Sergot (1S) in [7], called . P is wide
enough for us to show how to reason under the good faith principle in a complex
environment. It has five modalities which we put together with G: we extend P with
the core schemas (1)-(3) and provide bridging principles among G and &-operalors.
We on purpose put away the counts as operator (=»,) for institutionalized power and

skip our comments on it until section 5.

3.1 Agency

Expressions of the type E/A are read in & “ agent ibrings it about that A” E, is a well-
known basic operator for agency (see [9] for background.) Sentences like CA mean ‘i
has the ability to produce A” . Sentences of the form HA mean ‘i atiempts to sce toit

that A” . The three modalities are closed under logical equinlence.
Agents have to act (e.g. do, bring about, have the ability to, et cetera) for their ac-

tions being G-modalised. GEA, GCA, GHA intuitively mean i behaves in good faith.
We have then the success conditions:
i) G(EA) = EA, i) G(CA) —» CA, iii) G(HA) =» HA . (5)
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3,2 Belief

Expressions of the form BA are read agent believes that A . For the interpretation
of juridical institutions regarding putative (supposed) constituent features (e.g. puta-
tive father, putative marriage) good faith is present in the internal state of an agent,
who presupposes that a given situation is real and it conforms the law. For this kind
. of analysis the following introspection schemas are useful:

i) GEA) = BA i) G(CA)»BA iii) G(HA) - BA 6)

which represent the expected juridical conjecture on the correspondence between
agent s behavior and agent s beliefs: if he or she behaves in good faithis because
he or she believes in A ((6)-like schemas for further agency operators are written the
same way.) Notice that no modern juridical ordering can go further inside an agent
than outlined in (6). Furthermore, we avoid converse schemas e.g. BA — G(EA) as
they would represent a strong presupposition on the correspondence between agent s
subjectivity and agent s behavior. It is natural to assume that in spite of its beliefs the
agent is (relatively) free to choose to behave in an untrustworthy manner or to act
honestly.

3.3 Directive and Evaluative Modalities

The operator O is designated in ¢ to specify obligations: what agents are obliged to
do. I, is a modality specifying that for a given agent i, something is ideal.
Next schemas link 1 and O with G. They model the idea of law presupposing good

faith in acts.
i) IOA A EA = G(EA), ii)lOAACA - G(CA)
iii) JOAAHA — G(HA) . )
i.e. if it is ideal for i that A is obligatory and i somehow does A, then sych action
conforms the good faith principle (e.g. i acted in good faith.) In tum we derive:
i) OA A EA — G(EA), ii) OAACA = G(CA)
i) OAAHA — G(HA)
which take as starting point directive sentences (we put the evalualivg modality
aside.) In a similar way we suggested for B, schema IA A E,A.—) G(EA)isa strong'
assumplion on i s subjectivity, so we avoid it. Finally, t‘he.ldca that good faith is
presupposed by law is captured in the following bridging principle:

OA - GA

8

)

which is a general form of (8). :

We can appreciate one of the advantages of an authoriz
faith reasoning mechanism is that lack of trust can be im;‘nro‘cr
the objective approach, there is a poor degree of scalability,

ed and centralized good
ed. Undoubtedly, due to
although e.g. previously
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unknown-to-each-other parties are free to enter into a precontractual bargaining proc-

ess.
Schemas (7), (8) and (9) impact mainly on the formalization of e.g. (strictly speak-

ing) legal systems because they provide a mean for interpreting agency and thercfore
for applying the law. Being general interpretation rules they appear to be too strong
restrictions for systems governed by norms of various kinds where good faith is not
objectively considered (e.g. it is modeled as complex internal states of agents.) For-
mal connections among objective and subjcctive trust mechanisms are to be investi-

gated.

3.4 Necessity
In & the necessity operator (say N) has a usual S5 (KTS) semantics. We give:
NAAOAAEA — G(EA)
which is a variant of (8) (similarly for C, and H,.). Schema NA A EA — G(EA) is

(10)
clearly avoided.

4 Semantics for G, given ¢

Next we give a mathematical content to axioms proposed in section two and three.
Semantics for ®-operators are detailed in [7). We bring in the necessary details for
making the semantics of G clear. We usc as a basis JS” s definitions (which in turn

recall the ones in [9]):

e M = (W, fn fon fur Jon Siis fa fi V) is @ traditional model structure, with W a set of
possible worlds, V a valuation function assigning to each sentence of ¢ a set of possi-
ble worlds. The f members of M are functions employed in the specifications of the
truth conditions for modal sentences. Function f, is a unary function selecting for
each world the set of propositions (i.e. a set of possible worlds) that are necessary
relative to that world. Function fg, is a binary function that picks up the worlds where

i realizes the ability he has in a world to bring about A. f, selects for each world
irs i attempts to bring about at

ry at that

agent
the set of propositions corresponding 1o the state of affa
that world. Function f;, gets for each world the set of propositions obligato

world. Function f;; gets the set of propositions ideal for / at a given world. fy; picks up

for each world the set of propositions believed by i at that world.
We introduce slightly variations on the original JS” s model structure M: we put

away f-, and add the unary function fg we define along the way.

- a, B are worlds, any members of W.
; ||A I Mis the truth set in M for A i.e. the set of worlds in M at which A is true,

ie [|AY =, (Mo FA).



A Modal Logic for Reasoning under the Good Faith Principle

Function fg picks up for each world the set of propositions that can be carried out in
good faith in that world, written:

Jo(a) . (n
Truth of a sentence of the form GA at a world « in a model M is specified as fol-

lows:
M,a FGA iff |A|Me fo(o) (12)

(12) is a definition of the presumption of good faith in acts: it means that in all
worlds where A is true, it happens GA is also true.

Let X and Y be any subset of W. For the function f; we adopt the followings con-
straints:

(cf6)if Xe fe(a)and Y € fg(a) then X NY € f(a) . (13)
(fg)if Xe fg(a)and Y € fg(a) thenxe X . (14)
(4fc) if X € fo(o) and Y € fi(e) then {B: B € fa(PB)) € fu()} . (15)

From definition (12) and conditions (¢f; ), (tf ), (4fc ), the validity of schemas (1)-

(4) immediately follows. . .
The validity of the success condition (5i.) is secured by adopting the following

constraint:

if {B: B e feilB.J|A ™) € fu(@) then e feilen [|A ™) (16)

. M
given the constraint (for EA expressions): M, & FEAiffae folo Ja]™ 7).

The validity of the success conditions (5ii.) and (Siii.) are secured by adopting the
following constraints:

if (B: fei(B. | A[|™) # @ )} € fu(e) then fea|AY# @ and (17)

if (B: A e £u(B)) € fu(e) then [|A]™ € ful),

provided the truth conditions for CA and HA are [7]:
M.a kCAiff fo (@A™ #@ and M,a FHAIT [A["e fu (@

The introspection schema (6i.) is validated by building the constraint:

if (B: B e fuBJAI™) € fulo) then A" € ful@) -

Schema (6ii.) is validated by adopting the constraint:

(18)

19)
if {B: fedB. A ™) # D} € fi(e) then [AlM e fido - (
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And (6iii.) is secured by:
if (B: A € £iu(B.)) € f(@) then A & fute)

(20)

Schema (7i.), which links I and O with G, is validated by adopting the constraint:

if (B:] AJI™ € fo(B)e fito) and e feilan | A
then {B: B e fclB. || AI™) € fu(o)
Next, schema (7ii.) is validated by the condition:
if {[5:||~A" M € fo(B))e fi(a) and fect. ”Aﬂ”) E X %)
then (B: feiB.JJA|™) =D} € fu(®) .
and (13iii.) is validated by adopting the constraint:
if (B:]| A1™ € foB) e fi(e) and [|A|M € ful@)
then {B: [|A]" € fudB)) € fu(®) -
The validity of (8.i) is secured by:
if JAIM e folo) and e feden | A ™)
then (B: [|A[|M e B[ A1) e fu(@). (24)
For (8.ii) and (8.iii) we adopt the following truth conditions:

if JA|™ e fo(ew) and fc,(a,UAll”) )

then {B: fe(B. | A ]™) # @ )e ful@)
and
if A e fo(@) and uAH“e Sul@)
then (fB: "A" e fidB) ) € fu(a).
Schema (9) is secured by:

if |A|™ e fo) then |A[|M € fo(@) .

Finally, (10) is validated by:

if |A|M e fa) and J|AM e fo(@)and e flon JA ™
then {B: B e fB.JlA[") € fs(@) .

(21)

(22)

(23)

(25)

(26)

27

(28)
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5 Good Faith, Other Accounts of Agency, Institutionalized Power

The given formal approach to good faith is general enough to deal with several ac-
counts of agency, as it is likely to be expected from a legal (juridical) perspective. It
is not our purpose 10 investigate here different accounts of agency (specific bridging
principles need to be built) but we can e.g. use G as a tool for reasoning about pres-
ence of good faith in coordinated actions. For example, as illustrated in [10] the ex-
pression E,, A means that agents i, j, k collectively bring about that A. If we assume
individual behavior can not be identified, clearly the semantics of expressions of the
form G(E,,,,,A) falls into the semantics already exposed.

A brief comment on the counts as (=»,) operator. A =, B sentences express the
idea that, in institution s (e.g. a church), given A we have B (e.g. provided witnesses
and special words said, a couple counts as married.) Therefore =, is an inslitution-
sensitive good faith operator. Already argued by Gelati et al [10], we think that the
type of reasoning involved in institutional and normative domains are essentially the
same. We write thus an equivalent expression for A =, Bi.e. GA — B.

6 Concluding Remarks and Lines of Research

We point out the following:

- Good faith as a legal interpretation method is objective and wide-ranging. We de-
fined an objective (P-derived) trust delegation mechanism for making better the ju-
ridical understanding of different accounts and regulations of agency.

- Meaningful relations among good faith, other accounts of agency and institutional-
ized power are actually being addressed.

- We are also motivated by the hypothesis that a wide number of plausible state of
affairs over which we can reason about presence of good faith are inconsis!cm.. Rea-
soning objcctively about good faith in acts should also handle reasoning }vnh incon-
sistency: behaviors can be logically contradictory, however, opposite actions can be
behaved in good faith.

* Connections between objective and subjective trust models for reasoning under the
good faith principle are actually being adressed.
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Abstract. Today the potential of eGovernance technology goes beyond simple
FGoven')ment service delivery, and includes an unrealised potential for wider
interaction with the citizen. For the Danish Government a key clement in the
work \:vilh eGovernance is dialogue - between authorities, but also between
authorities and citizens, i.e. end-users. Therefore the Govemment has
developed an application called DanmarksDebatten (The Denmark Debate).
DanmarksDebatten is a citizen-oriented opportunity to have a geographical-
determined, issue-determined and institutions-determined  overview and
entrance to present dialogues/debates about public issues as well as a
decentralized adaptive service offered to every public institution with a wide
array of integration opportunities. DanmarksDebatten brings debate opportunity
where the citizen demands it as well as a coherent national overview. For the
public administration and politicians DanmarksDebatten offers a unique
opportunity to engage with their users or their electorate.

1 Interactive Policy-making and Citizens-oriented eGovernment

rk with eGovernance is dialogue -

For the Danish Government a key element in the wo
d citizens, i.e. end-users. Hereby

between authorities, but also between authorities an _ )
the Danish Government recognizes that the very same le‘chn.ologles. used in
eGovernment can be used to improve our democracies, to help bridging the increasing

Bap between politicians and public officials and the citizens.

policy should be measured against

The Danish Government has announced that its' IT 2
dividuals' opportunities for

the. yardstick of how well it contributes to furthering in
active participation and contributory influence.

é). :)::,gﬂ' R. Neira, J. Diaz de Leon (Eds.). e-Govemnment and e-Democracy: Prog

ress and Challenges
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For this reason, the National IT & Telecom Agency under the Ministry of Science,
Technology and Innovation developed an Internet application that allows collecting

information from citizens about their views on any policy. It is more specifically an
online consultation tool. This tool is called DanmarksDebatten (The Denmark Debate)

[1].

- Communities of service are a major IT policy goal for the Danish Government.
DanmarksDebatten is a nationwide XML-based ASP-type of service, that the National
IT and Telecom Agency offers to any central and local public institutions wanting to

expand their dialogue with the citizens/users.

DanmarksDebatten is a dialoguc-oriented Internet-based tool to support these efforts
via qualifying input from citizens and clected representatives. If there is no dialogue,
which means less opportunity to leam about the citizens' requirements, the public
sector is less adaptable. This may in tum lead to increased expenditure on investments

and activities based on previous, not future, needs.

2 Background

An important reference point for the Danish Government's IT and
telecommunications policy is the individual citizen. In theory, information technology
can provide greater flexibility, increased transparency and more choice in everyday
life for the individual citizen. But for many citizens it can be difficult to sce these
benefits in practice. All too often, IT projects in the public sector have not been able
to focus on the individual citizen and a digital divide between citizens and

government has been the result.

With DanmarksDebatten the National IT and Telecom Agency wanted to shift the
focus from a strictly technical approach towards a greater focus on the citizens’ need
and citizens' knowledge - we wanted to refiumanize the eGovernment project through
eDialogue. As part of what we refer to as the citizens-oriented eGovernment,

DanmarksDebatten - strives to put the individual citizen in the centre.

2.1 Objectives

The main objective of DanmarksDebatten is to establish a democratic forum, where
citizen, public administration and politicians can engage in debates, The vision has
been to create one common platform for all public debates taking place within the
public sector, be it on local, regional or national level.

Thc_ objective is to facilitates a geographic, issue-specific and administration-
/institution-specific overview over ongoing debates about public issues. In this way
DanmarksDebatten, over the next three years, will analyse and explore the Internet's
potential in terms of strengthening democracy and enhancing information and
dialogue between citizen, politicians and government.
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With PanmarksDebatten political and administrative decisions can be qualified, not
only In terms of enhancing democracy but also from what could be called an
economic point of view. When aiming at making government more responsive we
also mean striving towards balancing citizens' demands and governments supply -
meaning reducing the need for stock and overcapacity by responsiveness.

While the National IT and Telecom Agency facilitates the technical system,
DanmarksDcbatten is based on the participation of the local and national government.
The individual institutions are responsible for running/facilitating and moderating the
different debates. Every debate can be customized to the local needs and appears in
most cases as an integrated part of the individual institution's homepage.

DanmarksDebatten offers transversely search facilities (horizontally and vertically)
and is accessible where and when the citizen is desires a debate.

3 A Democratic Decision Process Support Tool

DanmarksDebatten is both a national portal offering a unique overview over ongoing
debates as well as one coherent entrance and platform for dialogues between citizens,
between citizens and administration and between citizens and politicians.
DanmarksDebatten is also a decentralized, adaptive system offered to all publ.lc
institutions as well as non-governmental organizations and local. gnd nano_nal media.
DanmarksDebatten offers a wide range of intcgration op.pormmt.lcs. ranging from a
simple Pop-up solution with standard design, over XML-integration to an xml-based
iframe solution with an individual, adjustable style sheet for every institution.

Compared to other deliberation systems, DanmarksDebatten Is a unique service that
stimulates what we have called 'the situational engagement'. Based on the assumption
that the citizen will be more motivated to engage in.a chz}te when they a;ild)r(ehsdsl-z:
Public website with a specific purpose the individual institutions can, throug XML
feeds and/or via an (i)frame-solution, give the citizens the opportunity to engag
eDialogue where, and when the citizens wants it.

: . to quali
Public authorities and clected representatives may use DanmarksDebatten to qualify
their decisions - to present an issue from all angles.

The City of Aarhus chose to use DanmarksDebatten fo'r a quhc gxchangcltg l:ll?:: ::
relation to the framework for traffic investments 'fmd 1mtlat|res 1ln ;;f::rr: Cozrln e
the coming years [2]. In Funen County, the Education and Cultural AT iR
decided to put the question of student fees at the adult education ¢ il
debate [3], and the Danish Digital Task Force did the same

efficiency gains on digitalisation projects.
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3.1 The Situational Engagement

Recent studies suggest that citizens today tend to centre their (democratic)
engagement on issues that directly relates to their everyday life at the expense of
overall (inter-) national and ideological issues ([4,5,6]. As a consequence
DanmarksDebatten aims at creating a framework for debates where and when the
citizens wants them. The vision of DanmarksDcbattens 'situational engagement' can

be explained by the following example:

If a family can see from the municipality's website that the waiting time to get day
nursery for the créche is six months, the municipal authoritics may on the same page
invite the family to discuss the municipality's future childcare policy. There may be
links to various sources of background information as well as links to similar debates
at local, regional or national level, where the family may find inspiration or voice its
opinion. From a discussion of municipal childcare policy the family may thus rapidly
proceed to e.g. a debate on government family policy. Debates are linked and made
accessible, whether they take part at national, county or municipal level. This gives
citizens an opportunity to navigate the various public debates on the Intemet, and the
public authorities and elected representatives on the other hand can gain valuable
information on the citizens' preferences, values and attitudes. DanmarksDebatten is

thus both a national debate portal and a local eDialogue tool.

3.2 The technical solution

DanmarksDebatten is an ASP service. This means that the National IT and Telecom
Agency hosts the system used by the authorities for debates with citizens, while the
authorities themsclves arc responsible for the debates, including the appointment of
moderators and debate owners. Debates may be adapted to local requirements, and in
most cases they are presented as an integral part of the relevant authorities' websites.
This is possible because the authorities can place their own design on top of the
template supplied by the National IT and Telecom Agency.!

DanmarksDebatten applies the XML standard,? which is supplemented with a
classification system from OIO - Offentlig Information Online (public information
onlgnc)[4]. This means that the web pages with public information and debates
registered with the OIO link service are catcgorized by standardized types and topics.
Categorizing debates by topic makes it easier for citizens to search the web for
relevant debates. This central system is updated regularly and will be transferred to a
web service in the near future.

1 Inte i i ites i i i
gration 1o specific websites is possible through cither an XML/REST. i
an old-fashioned frame solution for those not yet familiar with XML pe web service or

2 XML ;
1S a8 mark- 1o struct : .
ol ark-up language used to structure data so that jt becomes recognizable and thus
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The National IT and Telecom Agency offers personal and telephone assistance during
the initial phases of a debate. The Agency also provides a set of recommendations for
preparing, starting up, running and concluding debates, as well as a technical manual.

33 Resodrces and accessibility

Development costs, including salaries, rent, pilot phase etc. sums up to a total of
160.000 euros. Also in terms of man-hours the project has tumed out to be very
modest, to some extent because we had internal access to extensive knowledge when
it came to democratic theory and practice, especially in the area of eDemocracy. Also

in-house knowledge about community-building and project management have been
valuable assets.

In terms of accessibility the project validates as XHTML 1.0 Transitional according to
W3C standards as well as the WAI standards at Priority 1.

4 An Open public Issue System

An important element while working with metadata is the issue elcm‘en'l. To ensure
interoperability and coherence DanmarksDebatten uses l!Ie open public ISS}Jc_ Sy‘Sl:ef:
OIO, and as the first Danish public service ever it has implemented all o ns_bilric
levels. The open public issue system enables DanmarksDebattens unique possi ty
to search for debates horizontal as well as vertically.

By offering both a national portal as well as decentralized 1ntggfﬁt°d .202;;‘;0::
DanmarksDcbatten offers multiple access for its users. Following .ﬂ"sl;] CEE:  ublic
limits in terms of scalability except from server capacity. By using hei ?lpjcgl:ec of
issue system, and by being a web-based service the project offers a hig
Interoperability.

ized solution on
Also by offering a standard solution on one hand and a more cus‘t:?lrsr:;zr; e e
the other, DanmarksDebatten strikes a fine balance between

solutions and standardized solutions on the other.

S Implementation

g i individual
The project was kicked-off by an initial pilot pcngd SWS}::;:"s ;V;L‘t’;a] usability
institutions participated. This was done in order t0 test tdt:3 leopmcnt.
and quality, and to test the need for any further software

i uidance during the entire
The National IT and Telecom Agency provided help and g e s fur

. . a paper wi i
pilot process and will continue to do so in the futl{re. Als9dc<li) tlz) any new institution
"The good eDialogue” has been produced and is provi
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signing up. The paper offers advice and good practice in regards to good debate
ethics, moderation, dialogue strategy, and e-democracy in general.

A communication-strategy template has also been developed and is proyidgd along
with consultant assistance on this matter. However, the individual institutions are
responsible for supporting their own users and for making sure that the dialogue

between citizens and government officials is stimulated.

Furthermore, a nationwide digital network for eDemocracy has been established. The
members of the network also meet physically at specially arranged seminars four
times a year. One of the goals for the network is to produce a white paper on

eDemocracy.

Based on the positive experiences from the initial pilot period, the project has just
recently been extended for a period of three years during where it is to prove its raison
d'étre. During this period, studies will also be carried out in order to document values

and gains gencrated from the project.

5.1 Implementation management

DanmarksDebattens debate module is offered free of charge to any public institution
interested. Be it local municipalities, counties or national governmental bodies, public
scctor research institutions etc. Also non-governmental organization and media can

apply.

The debate module, used for conducting discussions of a specific topic, can be
integrated on any public website via a simple frame implementation or via an XML-
based web services.

Every institution signing up is given access to a simple personalized content
management system allowing them to prepare the debate by creating consultation
fiocumenls, applying links to background information or to similar debates, adjusting
Integrations valucs in a simple style sheet, creating XML-feeds etc., etc..

The users (citizens) are offered an e-mail service that announces new debates as well
as t'hcy are offered the possibilitics of subscribing to newsletters on issues/debates of
their own choice.

5.2 System export

A public/private partnership agreement has also been made between the developer
(Mondo A/S) fmd the National IT and Telecom Agency allowing for the system to be
exported to thqu countries at a very favourable price. In Europe, the concept, a copy
of qll ﬁmctwnahty.on "DanmarksDebatten", implementation of the system, including
design and translation into a specific country's language is priced 50,000 euros.
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In the near future we aim to include the service into OeresundDir

j ect (5] - N
boarder project l?ctween Denmark and Sweden in the Qeresund Reg[io]n -ahc;rrc:)s
trying out the project's pan-European potential. y

6 Results and impact

As the project has only just been launched and marketing efforts just recently have
been initiated (in March 2004) and given that empirical rescarch studies are yet to be
conducted, it is still too early to say anything substantial about the project's results
an(} impact. However, what we can do is to highlight some of the trends we have seen
so far.

Until now marketing efforts have been limited to an email sent by the Minister for ‘
Science, Technology and Innovation to every Mayor and public sector director in
Denmark followed by subsequent follow-up phone calls. Despite these rather modest
marketing efforts, S0 public authorities at local, regional and national level have
already signed up (as of March 2004). Amongst these, the most successful
implementations have integrated DanmarksDebatten on their own website using the
frame solution. This has given the dcbates a more local underpinning and has
generated very positive feedback from the individual institutions.

What we also have seen so far is that there seems to be a fairly even distribution
amongst those institutions using the debates as a basis for specific political decisions i
and those using the debates as a more general eDialogue tool. A few examples might s

illustrate this: \

Debatten to discuss a new adult education

In the county of Funen they used Danmarks :
e discussion form the foundation for the

program and subsequently they let the sam 108 ¥
decision and implementation of a new payment system for students. The Mumc:pghty
of Vaerloese used DanmarksDebatten to qualify their decision on what to do with a
former military airbase that they were taking over from the government. In the
Municipality of Aarhus (Denmark's second largest city) they first ran an overall
debate on how to manage the inner city traffic problems anfl the input from this
debate was then used to form a traffic plan. This plan is, at this very moment being
debated again via DanmarksDebatten. Lastly, the national eGovernmental Task Force
has used DanmarksDebatten to run a dcbate on why s few eGovemment project

lcads to actual measurable effectiveness.

Also, it seems like the majority of the debates are being organizc'd ugd'g tjl:mC;'l]?;
issues 'Environment and physical planning’, "Traffic and Tran§po.rt aI:j T; e
and democracy’. Both 'Environmental and physical planmng: an

i the
T_ranSpon' cover debate issues that probably arc conmdcrcc'i verg‘ m:e:’;::af;szo[h
citizens in the citizens' day to day life, in so far as they deal with subjects

. - . lI
physically and mentally close to the citizens - bear in mind the debate about the 'Inner
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city traffic plan” and the debate about what to do with the former military airbase.
Also, another characteristic of these debates, apart from them being locally anchored,
is that they all have had a tight time schedule. The period you were allowed to debate
was very clearly defined. This seems to have had an effect on the citizens' credence
towards the actual debate and the institution behind it. Also the institutions'
willingness to follow up on a debate seems to be of importance when it comes to

citizens' confidence and hence willingness to participate in a debate.

The majority of the debates organized under the OIO-issue 'Governance and
Democracy’ almost exclusively concern the future organization of municipalitics,
which probably is due to the forthcoming municipality reform.

Lastly, as seen in the examples above, institutions using DanmarksDebatten have, as
yet, to fully utilize the potential of ‘the situational engagement'. This could amongst
other be explained by immature it-systems not being able to handle XML and web-
services' but also by the fact that many institutions still need to think of dialogue as an

important part of their communication stratcgy.

7 Learning points and conclusions

In general terms, what we have learncd so far is that, if citizens are to be engaged
online, rational incentives for the ordinary citizen to enter into dialogue needs to be
present. Facts must be made clear and stated in an understandable form, and the issues
at stake broadcasted widely. Another challenge is to develop administrative means
and a sufficient back office, consisting of resources, funding, and personnel, to
tabulate and assess the responses reccived from the citizens.

Success with cDialogue requires carcful planning, well-defined themes and clear
goals. Likewise, one cannot expect the citizen to engage in constructive and valuable
dialogues, and respect other citizens' right to do the same, if there is no one there to
guide them. Therefore an (pro) active and committed debate moderator is a necessity.

The following being inspired by a web based e-facilitation course arranged by the
Hansard Socicty [9] in the UK and mixed with our own empirical and theoretical
studies on the issue of eDialogue, list respectively the citizens' and the public
administrations', politicians' and decision makers' objectives for eDialogue. It also
presents a short checklist useful to bear in mind when preparing a debate.

The Citizens' objectives:

* 10 extend their knowledge about a given political issue
* to express their own point of view

* to exchange their views and opinions with each other
* 10 know that somcone is actually listening

The public administrations', politicians’ and decision makers' objectives:
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® to listen and communicate better with the citizens

® thereby representing and reflecting the citizens' views and opinions better
* and qualifying the democratic process by creating a more open and transparent
process.

to become more effective when it comes to decision making, both in political and
€conomic point of view.

to increase their responsiveness and adaptability.’

When Preparing a dcbate we have found it useful to bear the following checklist in
mind:

® A clear objective - what is the purpose of the debate and how do you plan to use
the outcome afterwards?

Relevance - what s the relevance for you and for the panicip:mts.

Recruiting participants - create a participant profile, use cxisting networks and

partner with local media. "Timing is everything".

Adaption period - make sure that the citizen feels comfortable and has access to

any help or guidance that they might need )

"Vghat':) in i?lfj'or me" - make Ss:ure,g that the citizens' know what the outcome of their

participation will be. )

On[y run time-limited debates and remember to maintain the intcrest as well as the

visible overview by making small summaries every now a"d_thf’"' ved

When closing a debate - remember to express your appreciation for the :’ce'

contributions and be keen on announcing any related activities regarding the same

issue - be it hall meetings, workshops etc.

Results anduf)‘::f::lbackn-1 remcgmber to bricf the participants about any outcome of

their efforts,

: to think
Lastly, but not least, to create dialogue in an effective den;:icri;c):;]:":t:;:g;h;m o
and establish participation and partnership between all o

government and the citizenry alike.

References:

- http://www danmarksdebatten.dk
1 hup:I/www.ponaIdanmark.dk/lraﬁk
- http://www fyns-amt.di/wm1 13117 02/02 (2002)
- Soerensen, Eva: Netvarksdemokratiet i byen. Rcsea_rch Papclr 20' @konomforbundet, 1. udg.
- Sorensen, Eva: Politikeme og Netverksdemokratiet. Junst 08
(2002) _
6. Bang, Henrik: Governance on the borderline between governm
Paper (2002)
7. hup://www.oio.dk/
- http://www oresunddirekt.com/
- hitp://www hansardsociety.org.uk/

Wb W=

ent and citizens. Preliminary







Part 111

- Legal and Identity Issues






Legal and Social Issues in Electronic Voting. Report on
the Catalan Essays during the Elections of November,
2003

Jordi Barrat i Esteve! and Joscp Maria Reniu i Vilamala?

"1 Universidad dc Le6n Facultad de Derecho Campus de Vegazana s/n 24071 Leén (Spain)
dpbjbe@unileon.es
2 Universitat de Barcelona Facultat de Dret Avda. Diagonal, 684 08034 Barcelona (Spain)
jreniugub.edu

Abstract. This paper provides an overview of the three c-voting systems that
have been tested during the last Catalan election (a remote voting one, a touch-
screen sysiem and a third application with an electronic ballot). It has been the
broadest pilot experience in Spain, managed by three leading Spanish companies,
and the authors have been external observers. They summarize the data obtained
focusing on the main legal and sociopolitical considerations.

1 Introduction

Catalonia is a Spanish autonomous land with a census of 5307837 pcople and the pilots
were developed within the framework of its seventh parliamentary elections. The Cata-
lan electoral law doesn't allow electronic devices. At Spanish level, only the Basque
Country has an e-voting Act, passed in 1998, although there has been no real applica-
tion yet (Femandez Riveira, 2001).

The three pilots had a non-binding character and were authorized by the Central
Electoral Board that, according to the received explanations, insisted that the procedures
of electronic vote should specify, in a very clear way, its complementary character to the
traditional system and the invalidity of these suffrages. Anyway, the recent crt?atlon qf a
speci c Commission in the Spanish Senate shows that there is nowadays an increasing
institutional interest. )

These essays were the continuation of others carried out during the same parlia-
mentary elections in 1995. Then, under the monitoring of the company Odqc, there‘has
been a more restricted essay with only one e-voting proccd}Jre. Two polling stations
of different sociological pro le were chosen: an urban one in Barcelona -?Enxar_nple-
and another rural in Anglés, a village near Girona. The polhpg rpclhod cons.:slcd in the
recording, with a touch-screen machine, of the electoral option in a magnetic card that
was introduced later into a traditional ballot box (Cano Bueso, 2001).

2 Remote Vote

This option was provided by Scyt/, a Catalan company whos‘e origin is the research
developed since 1994 in the University of Barcelona where "the only two European

1. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
© IPN, Mexico 2004.
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doctorates on electronic voting security have been granted” (Scytl 2003a, [3]). These
academic results gave rise to the creation of a spin-off that, in the last years, has de-
veloped and applied technologies of remote e-voling in different areas: the intemnal
elections of the Catalan Police or, in a binding format, the presidential elections of the

IEEE IT Spanish chapter (Scytl, 2003b, 13).

2.1 The Process

Using the census of Spanish citizens living abroad the electoral administration sent
a letter of introduction to the voters registered in ve countries (Mexico, Argentina,
United States, Belgium and Chile). The letter contained the following data: a) indication
that such data were destined for a non-binding e-voting pilot; b) country of the elector’s
residence —i.e. Argentina—; c) electoral distnict in which he has to cast his vote —i.e.
Tarragona-; d) voter credential in strict sense, that is, an alphanumeric code (i.e. i0f7-
442f-5ky8-qx9x) that gives information about, among other elements, the district in
which the suffrage must be counted. The document was similar to an envelope, like
those used by banks to provide a personal pin. Everybody could identify the electoral
administration as well as other elements except the alphanumeric code that, obviously,
was inside the credential.

It was an anonymous one since there were no data about the voter’s identity. Al-
though this is positive, it must be kept in mind that, if the credentials were sent by
ordinary mail —no speci ¢ indication was provided about this during the polling day-,
nobody can guarantee, even using the of cial addresses, that the receiver has really been
the person legally enabled to vote. Changes of addresses, a postal error or its reception
by a relative can easily facilitate the vote of an unauthorized person. A possible solution
could be a personalized delivery, with an adequate identi cation, using existing postal
methods or, much better, a delivery restricted to the administrative of ces.

The voter identi es himself typing the code. He can use any computer with Intemet
and a java enabled browser. When there are repeated errors, the voter is requested to
contact the company —not the electoral administration— with an electronic mailbox pro-
viding the error code appeared on screen. However, neither a telephone nor a real postal
address are offered. Even admitting the dif culty to solve these problems agilely, it will
be useful to extend to the utmost the possibilities of contact between a voter with prob-
lems and the organizers. Probably neither the phone nor the postal address will settle
all the problems, but they will mitigate, at least partially, the weak position of a citizen
who, wishing to vote, encounters speci ¢ technical dif culties.

These solutions are very important since the usability is a key element. The citizen
should nd an easy system to vote and different ways to solve any problem. In the
Catalan essay, there have been some little dif culties with a confusion between the
characters ”I"” and "1” of the personal code and with citizens who did not have a java
enabled browser (Scytl, 2003c, 10-11).

The blockage of the system can also have other consequences. Does it apply to a
speci ¢ machine or only to the individual code of an user? Both possibilities have their
risks. Affecting to a speci ¢ equipment and considering the hypothesis of places with
scarce points of connectivity, other citizens could nd unexpected and maybe insuper-
able obstacles. Trusting to vote in a speci ¢ place, they could not because somebody
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previously rendered useless the equipment. On the other hand, the fraudulent use of a
random code, coincident with a real one, could obstruct likewise the vote of a legally
enabled person.

Anyway, after the identi cation, the computer application shows the different can-
didatures of the voter’s constituency. As it is known, the electronic appearance of this
information should respect scrupulously the equality among all the political parties.
Scytl offers a good interface, with the candidatures well ordered and with the same
measures. Therefore, it guarantees a fair election.

The voter can also view the candidates’ list of each party. Comparing the com-
puter solution suggested by Scyr/ with the philosophy underlying our representative
system, where a parliamentary seat belongs to an individual candidate —not to the po-
litical party—, we notice that the application shows the candidature’s logos and requires
a second movement to view their speci ¢ names. Such a design strengthens the leader-
ship of political parties since, at least in a symbolic level, the voter rst has to think in
terms of parties rather than candidates. In the traditional system, however, he receives
both data in a more or less simultaneous way.

Following this comparison between traditional and electronic systems, blank votes
and especially null ones usually poses some problems. If, from a democratic point of
view, both options enrich citizen participation, every electronic system should be de-
signed in such a way that voters could, as actually do, cast both types of votes. Blank
ones do not pose great problems since they are similar to the rest with the only partic-
ularity of the space destined for the candidature not being lled in. Syl includes such
an option with a blank square that completes the exhibition of all the candidatures.

Anyway, the Spanish Electoral Act says that a blank vote is, at least in the elections
for the Congress —not for the Senate—, an envelope without a paper ballot [’sobre que no
contenga papeleta” (art. 96, Spanish Electoral Act ~LOREG-, section 5)]. Therefore,
this vote is neither another paper ballot, like those of each political party, nor only a
blank paper. It is the absence of any paper ballot. Although the legislation is logical[y
thought for the traditional voting and its modi cation may be foreseen if the ¢_=Ieclromc
voting is nally introduced, we should not forget the current de nilior? of this type of
suffrage in order to reduce the changes generated by the electronic voting.

Null votes pose more questions since they can not be limited to cases of error. They
must also include those consciously cast (vid. art. 96LOREG, sections | to 4). The de-
liberate invalidation of a vote entails a valuable democratic behavior that we should
not exclude and therefore e-voting systems should include procedures that fesemble the
conventional null votes. The simplest solution, to add another electoral option, does not
re ect with accuracy the democratic potential of null votes becaus‘e they are no‘t supple-
mentary options, like blank votes. They are wrong, although deh_berale, mampu!anon
of valid votes —i.e. comments added in speci ¢ ballots—. How can sucl? sp(?ntaneny be
included in the electronic voting procedures? A speci c null vote option is one solu-
tion, although imperfect. Regrettably, Scytl includes neither this possibility nor more

advanced options. . i
After con rming the vote, the Scyil’s system gives a receipt where theielector'ts

informed that the process has successfully ended. Thf:re is also an identi er of the vote
as well as a control code. The receipt does not specify, however, the electoral option.
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Such a solution offers certain advantages since a document with the voter’s ideological
orientation could encourage corruption. The fact that nobody, nor the voter himself,
can certify the orientation of his vote provides complete safety, even having received
previous pressures (Mitrou 2002, 19). Itis also true, however, that the absence of a more
detailed receipt rules out an alternative control with traditional methods and therefore

the system’s reliability depends on the internal computer protocols.

2.2 Technical Details

The organizers emphasized some technical features of the Scytl’s system that guarantee
the safety of the process. For instance, during the polling day, the system does not show
partial results, only tumout data. It also avoids the use of the abstentionist voters’ codes
by people with privileges of access.

In accordance with the received explanations, its key element is the separation
among “critical and non-critical [computer] modules™ (Riera Jorba, 2003, 5). The rst
ones are two modules located in the extremes: the voting agent and the Electoral Board
agent. Taking into consideration that is very dif cult to guarantee all the process, it
could be enough to audit these critical modules in order to provide con dence to the
citizenship. The voting agent is a small applet. It puts the information of each suffrage
in digital envelopes that are stored until the end of the polling day. Nobody can open
them since only the Electoral Board has the key. The system also accepts several tech-
nological platforms like PDAs or touch-screens.

These remarks about the technical features have great importance since, in case of
remote voting, there is no paper trail and the control and transparency of the computer’s
source code used by the organizers becomes the only solution. Scyf/’s managers af rm
even that "'the current technology can and must go further, and provide audit trails that
are safer and more dependable than paper-based ones” (Riera Jorba, 2003, 8). It is
again the recurrent debate between the necessary control of these codes and the private
interests of the companies.

In the Catalan essays, neither Scyt/ nor the other two companies offered detailed
explanations about their codes and therefore it is impossible to know whether they re-
spect the legal and democratic requirements of every election. Anyway, Scy!/ entrusted
the control to an Electoral Board that, without knowing the intemnal computer details,

should guarantee the credibility of all the process.

2.3 The Electoral Board

It consisted of ve representatives of the political partiés with parliamentary presence in
Catalonia and two members of the Catalan electoral administration. Each one of them
had a fraction of the key that opened the digital ballot box —a completely disconnected
computer— and there was enough with a minimum of ve fractions to obtain it. A tech-
nician began the process storing the electoral data in the digital ballot box, he typed
his code and each member of the Board, once introduced his smart card —in the future
with ngerprints— in a reader, also typed his own password. The electoral results were
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obtained immediately, but they have not been shown to the observers because the Cata-
lan Government wanted to be the rst to offer these data to the citizenship in a press
conference.

2.4 Socio-Political Considerations

There is a misleading low level of participation: only 730 citizens cast their e-vote
and there was 23,234 possible electors. Therefore, there was a scarce 3.14 per cent
of participation3 However, in the ordinary elections, the tumout among citizens living
abroad is usually quite more reduced than the one obtained in Catalonia. Normally
about 20 per cent of these electors usually vote. Therefore, if we take the number of
electors that normally vote as a reference, 15.23 per cent of them agreed to participate.

However, the results are low and they are quite far from those obtained by Demotek
and /ndra. There is usually a mythological idea according to which the simple possibil-
ity to vote through Internet should result in a spectacular increase of the participation.
Not only this condition of panacea with regard to the improvement of the electoral par-
ticipation is unfounded (LGA, 2002), but the data obtained in some -not all- sectorial
elections have shown depressing values [i.e. elections to the General Assembly of the
University of Barcelona (Reniu, 2003)].

It is interesting likewise to consider in each country the weight of the pilot vot-
ers as for the traditional ones. Although this measure only informs us of the degree of
coincidence among the participation results in both types of vote, we nd really sur-
prising data. In the Mexican case, the pilot voters amply double —226.47 per cent- the
traditional ones. The existence of some engaged Catalan institutions in Mexico, the dis-
persion of the Catalan community and maybe the Mexican social context itself, where
the effectiveness of the postal service is far from the Catalan standards, could be an
initial explanation.

On the other hand, the distribution of the remote votes shows that they are divided
into two great groups. Those living in America grant mostly its support to Convergéncia
i Unié (CiU) as well as to Esquerra Republicana de Catalunya (ERC). Perhaps the na-
tionalistic bias of these results is due to the distance, which undoubtedly would high-
light the patriotic feeling. Those living in Belgium put the Partit dels Socialis!e.s: de
Catalunya - Ciutadans pel Canvi (PSC-CpC) in the rst place of its preferences, in a
more similar way to the conventional polls. Anyway, the non-binding character may
entail a feeling of experimentation that explains the existence of some vo!es of pfotest
or with a certain folkloric component (i.¢. votes received by Estat Catala in Mexico).

3 Touch-Screen Machines

The second system, based on touch-screen machines, was managed by Indra, a‘Spam‘sh
company specialized in the information technologies, simulation and. automatic main-
tenance systems and defence technological equipment. The st one mcluc.ieS the rela-
tionship between computers and public administrations and, in a more speci ¢ way, the

-__—__—__ -
> The detailed results and a longer paper are available at Barrat Esteve (2004).
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improvement of the electoral processes. Indra has a long experience since 1978, with
the Spanish constitutional referendum, and with further electoral processes in Spain
and abroad. There have also been several e-voting experiences like the intemal elec-
tions of the Spanish Police —~Guardia Civil- or other elections in the United Kingdom

and Argentina —Ushuaia-.

3.1 The Process

The identi cation is developed in a traditional way. After the exhibition of an identity
document, the President delivers a smart card with which the citizen, once introduced
it in the touch-screen machine, would be able to cast his vote. These cards have also an
internal control system that invalidates themselves once used. In Canyelles, one of the

ve villages with e-voting pilots (with Torres de Segre, La Fatarella, Llers and Creixell),
the responsible stored these nulli ed cards and we could check how the ballot box
refused them. The cards can also be reset and used in subsequent elections.

In this case, Indra decided not to deliver the cards, but, in a binding election, the
solution could be different. If such cards store electoral data, perhaps they could be
used as receipts and delivered to the citizens, more or less like in the Scy!’s system. On
the other hand, following the Demotek’s point of view, they could also be introduced
in a conventional ballot box controlled by the polling station. The electoral safety will
increase, but obviously there will be no paper trail.

Touch-screen machines need a protected space around them in such a way that each
citizen could cast secretly his vote. A limited perimeter around the electronic ballot box
or even an individualized polling booth could be useful. Following this question, there
were surprising results in Torres de Segre (157 blank votes /47.01 per cent). Comparing
these data with the other four villages or with the of cial results, we will notice that
they are abnormally high. However, compared with the results of Demotek in the same
village, we will observe that there are also many blank votes (9.77 per cent).

Either some members of the Town Council and the /ndra’s responsible in this village
told us that the incorrect position of the touch-screen, orientated to the president of the
polling station, jeopardized the secret of the vote and favored that many people decided,
at least for the case of /ndra, to cast a blank vote. The electronic polling station was
in a small room and the responsible, after a rst decision that posed some problems,
decided to put the ballot box in its center, although the President and other members
of the polling station could see how the citizens were casting their votes. This decision
increased the tumout, but several citizens, above all aged ones, decided to cast a blank
vote.

Finally, as Scyt! and Demotek, Indra accepts only blank votes, not null ones. In
relatfon to lhg screen design, we can reproduce here the same remarks mentioned in the
previous section.

3.2 Socio-Political Considerations

{As for the results, Canyelles stands out because it has the greatest abstention, either
in absolute. —66.4 I per cent~ or relative terms, that is, in relation to the of cial results
—almost thirty points of difference—. Creixell has the same characteristic, but we can
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(lrl)cli) )ll;;r;iz::;oi::e; trend that will be also present in the other villages: the Partir Popular
e -v(c:nte score lower than the of cial one and, on the other hand, ERC
el per atah'mya Verds - Esquerra Alternativa (IC-V) have higher results

otes. The experimental pro le of the election could explain this behavior: the

4 Paper Electronic Ballots

T - - .

h :e last sys}em coqmsts in a ballot box that is able to scan paper ballots and to develop

- aultom?uc counting. It was managed by Demotek, a Basque company where institu-
nal —Direction of Electoral Processes and Documentation of the Basque Government—

» €conomic —Ibermatica, lkusi, Hunolt and Euskalteland- and academic actors-University

gf the Basqu‘e Country, Ikerland and Robotiker— work together (Demotek, 2004a). They
feve]oped different systems of e-vote trying always as much as possible to respect "la
orma actual de votacion” (Demotek, 2004). Either Zkusi or the University of the Basque
Country have already use this system in their own internal elections (Demotek, 2004).

4.1 The Process

There is no change in the rst step since the Demotek’s system, like Indra, accepls the
traditional identi cation rules.

The voting system is based on a paper electronic ballot: a ballot with a speci ¢ clec-

tronic device that facilitates its automatic reading. The citizen does not change a lot his
behavior since there are, as in the traditional polls, ballot papers for each candidature.
The voter will be able 1o check simultaneously the logo of the chosen party as well as
the individual candidates. The only novelty consists in that, instead of introducing the
ballot in an envelope, it has to be folded and introduced in the ballot box.
: The ballot box has two slots. The st one is a control mechanism that avoids the
introduction of an incorrect ballot. In these elections there were four electoral districts
and each party had a different list in each one. Therefore, this slot checks that the bal-
lot belongs 10 a speci ¢ polling station. Once the ballot has been veri ed, the ballot
box opens automatically the other slot and it is the President who introduces the ballot
into. Finally, every ballot box has a reader, placed under the second slot, that scans the
paper ballot, identi es the candidature and generates, at the end ofthe pollingiday, an
automatic counting. i 1

The blank vote was foreseen, with a paper ballot similar to e s
which no candidature appears, whereas null votes were not accepted. In accordance
with the received explanations, this second suffrage could bccome a rEserveg Ole:
If somebody wrongly strikes out a ballot, the president could qualify it as a reseryed
vote and therefore it would be transferred to a higher Electoral Board for its fie nite
counting. However, such an option would only be feasible with a manual counting and
refusing consequently the main advantage of this e-voting method.

Finally, the results can be transmitted using GSM standards qnd, as safety cpmrols.
every president of a polling station has either an opening or a closmg card that will erase
the electoral data in order to use the same ballot box in future elections.
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4.2 Auditability

Although Demotek offers the easiest system of control since a traditional counting is
always feasible, such a solution should be an exception whereas the automatic counting
should become the ordinary application of this system. Therefore, we encounter again
the same obstacle. How can we guarantee the credibility of that system if we do not
know its internal code? How can we guarantee that there has not been no manipulation
in any of the installed ballot boxes? ’

Anyway, Catalonia has closed candidatures that do not allow speci ¢ marks on the
ballot. Therefore, the optical reader is safer than those used in other electoral systems
where the citizens’ marks may be dif cult to scan (Jones, 2003, 8).

In accordance with the provided explanations, Bearing Point is auditing this system
and it is foreseen likewise, although not in non-binding essays as the Catalan one, a
control by the members of the Electoral Board. This option intends to be a balanced
solution in such a way that, without revealing the source code, some selected institutions
would be able to check it in order to provide con dence to the citizenship.

4.3 Socio-Political Considcrations

This is the system with less changes for the voter, although it offers low versatility since
its goal is to accelerate the counting, but not to decentralize it. Basque political parties
also appreciate its compatibility with the electoral mailing that is usually carried out
during the Spanish electoral campaigns. The political parties use to send each citizen
their own ballot as well as the speci ¢ electoral envelope and other political information.
Therefore, the citizen will be able to go to the polling station with the envelope just
closed. Touch-screen machines and remote voling systems have no paper ballots and it
is more dif cult —-not impossible- to carry out the described electoral mailing. This is
the real reason that let the Basque Parliament to start the modi cation of the existing
e-voting Act. We cannot forget that parties are the key actors in this process and they
should be engaged in the spread of the e-voting systems.

Demotek’s results are very similar to /ndra’s ones. Turmnout, even presenting some
noticeable percentages, always keeps at a distance of the traditional voting system and
the PP is sub-represented whereas ERC and IC-V are over-represented. However, using
Demotek’s electronic ballots, we detected that citizens could have some dif culty in
correctly identifying the political option for which they want to cast their vote. This a
logical conclusion in the light of the vote dispersion observed towards political parties
different to the ve big ones: CiU, PSC-CpC, ERC, PP and IC-V.

Anyway, the three pilots —Scyr/, Demotek and Indra— seem to point out the same
thing: e-voting new technologies are not a panacea for the democratic process. They
are positive novelties, but they are not a panacea. Either in these essays or in other
previous experiences in Spain (University of Barcelona) or in other countries (LGA,
United Kingdom), turnout is the main challenge that e-voting, above all remote one,
has 1o face. Therefore, the e-vote cannot be the only magical solution to overcome
democratic problems like current abstention or other things, like the digital gap, that
are core elements of any e-democracy project: "utilizar el voto como una varita magica
que va a solucionar los problemas actuales de desidia a la hora de votar o la mala
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percepcion que los usuarios tienen de la politica es como minimo irrelevante y hasta
puede convertirse en contraproducente” (eDemocracia, 2004, 8).
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Abstract. This paper discusses possible voting procedures as they are
described in classical collective choice theory and shows some of their
limits. No classical voting procedure can be at the same time democratic,
decisive and rational. Because of this result, seeking a way to aggregate
electronic votes stemming from various individuals that satisfly these
three properties is vain when candidate rankings alone are taken into

account.
To overcome these limits, this paper introduces preference based voting

procedures, states the conditions such an aggregation function should
satisfy (much in the same way as Arrow did but in a fuzzy setting), and
explains how voters could naturally derive degrees of preference among
candidates so as to lead to feasible electronic voting procedures.

Keywords: electronic voting, social choice theory, arrow’s theorem.

1 Introduction

Social choice theory, elaborated by economists and social scientists [1]. aims at
studying voting procedures, i.e., where voters have to choose among candidates.
Each voter ranks the candidates according to his/her preferences. In order to
obtain a global ranking of the candidates, the individual rankings are aggregated.
The way to aggregate the rankings is devised according to the properties one
may want the voting procedure to satisfy.

This paper discusses possible voting procedures as they are described in
classical collective choice theory and shows some of their limits. No classical
voting procedure can be at the same time democratic, decisive and rational.
Because of this result, seeking a way to aggregate electronic votes stemming from
various individuals that satisfy these three properties is vain when candidate
rankings alone are taken into account.

To overcome these limits, this paper introduces preference based voting
procedures, states the conditions such an aggregation function should satisfy
(much in the same way as Arrow did but in a fuzzy setting), and explains how
voters could naturally derive degrees of preference among candidates so as to
lead (o feasible electronic voting procedures.

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
© |IPN, Mexico 2004.



How Electronic Voting Can Escape Arrow’s Impossibility Theorem 139

1.1 Some Classical Results

Terminology

Arrow has proposed conditions every voting procedure! should satisfy [5].
He also proved a very important theorem. Before recalling it, let us specify the
terminology used in the following.

An individual vote is the ranking of all the candidates by decreasing order
of preference for the elector. It is not the exclusive expression of the preferred
candidate. The notion of individual corresponds to what is called sometimes
weak preference. One writes x 2 y to mean that an individual prefers candidate
z at least as much as candidate y. This weak preference relation can be split into
two sub-relations: £ > y means candidate z is strictly preferred to candidate y
(v ¥ z), and = ~ y means the voter is indifferent between the two alternatives

(z > y and y X z). By definition weak preference is a complete asymmetric
pre-order.

Arrow’s Impossibility Theorem

A voting procedure is a function that provides a collective ranking from the
individual rankings given by the voters. For instance, (1) the plurality rule takes
into account the number of times a candidate is at the top of any individual
ranking. The greater this number, the higher the candidate is in the global
ranking. (2) The intensity rule gives a candidate as many tokens as the number
of candidates he/she outranks in an individual ranking. The tokens a candidate
receives for each individual ranking are added and this total score determines
the position of the candidate in the global ranking. (3) In the majority rule,
candidate z is preferred over another candidate y if and only if the number of
individuals ranking z before y is at least as large as the number of individuals
ranking y before z. In the case of a panel of two candidates these voting
procedures are equivalent.

For three or more alternatives possible ambiguities arise; i.e., none
of these voting procedure is completely satisfactory.

Properties of a Voting Procedure
Arrow tackled this issue by stating the properties a voting procedure should
satisfy when there are at least three candidates z, y and z:

Completeness The voting procedure ranks each candidate pairwise (i.e., it
does not exist two candidates for whom one does not know the weakly

preferred one): z =~ y or y - T. :
Transitivity In the final collective ranking the preference relation must be

transitive: if z = y and y = z then z 2 2.

! The termn voting procedure is widely used in everyday life. K. Arrow calls thfem socfal
welfare functions {2]. Some call them group decision f""d'o."s [3] or cqllectme cho'ace
rules [4], because Arrow’s terminology may be mistaken with a function measuring
welfare.
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Unrestricted domain The voting procedure is defined whatever the individual

votes are. ) )
Unanimity If each individual prefers candidate z to candidate Y, the collective

ranking must then prefer z to y.
Independence of irrelevant alternatives The collective ranking of any pair
of candidate only depends upon individual rankings of the candidates from
this pair. For instance, if one is to find out whether a group of people prefers

coffee or tea, individual preferences between tea and coke must not influence

this choice.

1.2 Ideal Voting Procedure

After having defined and justified these properties, Arrow showed in the theorem
bearing his name, that the only voting procedure that verifies them is the
dictatorship (i.e., one individual imposes his choice on the others) in the case of
three or more candidates.

In electronic voting, because of this result, seeking a voting procedure that
satisfy these five properties is vain. It will consist in selecting a particular vote
and rejecting the others if one only takes into account the ranking induced
on the candidates. So as to avoid the conclusion of Arrow’s theorem, one may
want either to abandon or weaken one or several properties and find a voting
procedure compatible with this new set of axioms. Unfortunately, relaxing the
initial properties make the voting procedures counterintuitive or little decisive
(e.g., they allow preference intransitivity in the collective ordering), as long as
they are not anti-democratic. The ideal voting procedure thus does not exist.

The right of veto of an individual is defined as the possibility to object
to a strict collective preference that is different from his/her own. A voting
procedure that would allocate a right of veto to each voter in order to distribute
in an egalitarian way the power, would rarely be decisive since two opposite
preferences on a pair of candidates result in indifference or conflict. An oligarchy
is a set of voters that has, as a group, the power to impose on the remaining
voters, its strict and unanimous preference for any pair of candidate. Moreover,
each oligarchy member, as an individual, has the power to ilnpose its veto against
a strict collective preference different from his own. When an oligarchy contains
only one individual it is a dictatorship. The more members it contains, the
more egalitarian the power distribution. However, an increase in the size of an
oligarchy increases indecisiveness at the same time.

2 Aggregating Electronic Votes

Let.; us analyze the problem of aggregating electronic votes. An elector’s vote is
a list 9f ranked candidates. Each elector may have an opinion on a candidate
that differs from the others or even have no opinion at all on certain candidates.
Consequently, candidate rankings given by voters do not necessarily contain the

]\feg same candidates even though some of them may be encountered in several
ists.
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Preference Intensity Vectors rather than mere Partial Pre-Orders

Arrow’s impossibility theorem proves that it is not sufficient to bring into
p!ay rankings in order to obtain satisfactory preference aggregation modes (i.e.,
different from dictatorship and nevertheless meeting the five properties stated in
Section 1.1). The expressive power of preference intensity vectors being greater
than mere partial pre-orders, one may hope to somehow escape the theorem’s
conclusions by adding to the preference rankings an intensity measure.

This approach meets Yager’s (6] for whom aggregating a group of preferences
vecomes possible when a ranking scale, more meaningful than a mere pre-order,
1s introduced. He also expresses preferences by means of fuzzy sets that convey
to what extent candidates satisfy a voter. This enables a vote to be represented
by a ranked and valued list of candidates. Those valuations can be obtained
owing to the gradual —fuzzy— character of the elector.

Votes as Discrete Fuzzy Sets

Let A= {4,,...,08,,} be a finite non-empty set of alternatives that are to be
evaluated by a board of experts A = {A;,...,4n}.

Each expert is supposed to rank every alternative according to a continuous
scale that is, by convention, the unit interval [1,0].

Let x;; be the rating for alternative §; given by expert A;. For instance 4
a set of artists the board of examiners A has to rank according to their skills, by
using (as often) a numerical grading scale. Each expert comes up with a ranking
F; that may be considered as a fuzzy set whose membership function pp,
such that x;; = pg,(6;). Fj is the discrete fuzzy set of alternatives preferre.d by
expert A;, z;; may be seen as the matching degree between §; and some ideal
alternative according to 4;. .

In a vote, candidates are ranked by decreasing order of degree (zi; ) to which
the voters advocate them. This coefficient grades the interest for a candidate
5 by a voter ;. By definition zi; = 1 conveys maximal preference, z;; =
rejection and x;; = 0.5 indifference about candidate §;. With this dcﬁmtl'on the
vote of an elector A; can be represented by a discrete fuzzy set Fjon A. Figure
shows an example of such a preference ranking. . .

Once the candidate rankings are replaced by fuzzy sets as just defined, i
interesting to carry Arrow’s properties (among others) over to this formalism
order to find the fuzzy voting procedures that satisfy them. , .

This study has been carried out in a systematic manner on Arrox.v s properties
and also on different conditions which a voting procedure may satisfy.

2.1 Axioms

The problem of electors who vote then becomes a pr.oblem of 'ﬁndmg a funlc-:t,lon._

for aggregating n fuzzy subsets on the set A of possible candidates im}?' aL 1;22)\

set F. It is thus a matter of finding f such that f(Fl’FZ"”’F") -

see some of the conditions an aggregation function { abiould E8GE 5 dd t
All possible axioms are not required with the s.ame strength, m} o no

pertain to the same purpose. They can be classified into three groups:
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Fig. 1. Discrete fuzzy set of candidates advocated by voter A;

1. Imperative conditions whose violation lead to obviously counterintuitive
aggregation modes.

2. Technical conditions that just facilitate the representation on the calculation
of the aggregation function.

3. Optional conditions that naturally apply in special circumstances but are
not necessarily universally accepted. They are acceptable as long as they do
not lead to impossibility results, or restrict too much the range of admissible

aggregations.

Imperative Conditions
Insofar as a democratic aggregation is assumed, the imperative conditions

are:

Unanimity in rejection, acceptance and indifference: If every voter is
indifferent with respect to a candidate then the final candidate ranking
follows this general consensus (34;, Vj, z;; = .5 = up(d;) = .5), the
same is true for acceptance (z;; = 1 = prp(d;) = 1) and rejection
(I,'j =0 = ,u.p(ts.') = 0).

Positive association of social and individual values (in its non-strict
form): If an individual increases his preference intensity for §; then the
social preference for 6; cannot decrease. It means that if F; and F; are such
that puf, < F; (i.e., in fuzzy set terms, F; C F}) then f(Fy...F;...F,) C
S(Fy...Fj...F,). In other words f is monotonic with set-inclusion.

Minimal democracy: No one has absolute veto nor is a dictator in every
situation.

Neutrality with respect to alternatives: The aggregation function does not
depend upon the alternatives. If §; and &; are such that Zi; = 2 V) €
{1,...,n} then pyp,  £)(8) = pyer,...Fay (6ir).

Neutrality with respect to the intensity scale: Assume that the
alternatives are rated in termns of distaste intensities instead of preference
intensities. Then the social distaste pattern should be built from individual
distaste function with the same aggregation function as preferences. Indeed
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distaste and preference are Just a matter of naming the assessment criterion

(i.e., choosing the good or the bad alternatives) and the aggregation function
should not depend on this name.

Continuity An infinitesimal modification in the individual preference

intensities only induces an infinitesimal modification in the collective
preferences.

Technical Condition

One technical condition would be the independence of irrelevant alternatives
(see Arrow’s fifth condition in Section 1.1} which requests that the social
preference intensity for §; only depends on the individual preference intensity for
di, and not for &;, # # i. Together with the neutrality of alternatives it enables
the aggregation function to be represented by a mapping ¢ : [0,1]* — [0, 1]
such that

de
Vé;, i ={1,...,m}, ur(d;) = ¢(zi1, Tizy -+, Tin) Jef Zi

2.2 Fuzzy Voting Procedures

If this last technical condition is added to the imperative ones then_ the qualified
class of fuzzy set operators for voting-like aggregation procedures is the class of
symmetric sums that has been fully studied in fuzzy set theory by Silvert 17} [8]-

On the whole, the results investigated here can be compared to those tl.mt
have been found following Arrow. Namely in classical voting theory, no voting
procedure can be at the same time democratic, decisive a“d.mt'o"al' Rere,
rational means “obeying Arrow’s axioms”. Moreover, three voting rules satisfy

only two of these requirements:

— simple majorily is democratic and decisive,
— unanimity is democratic and rational,
— dictatorship is decisive and rational.

In the fuzzy set setting the following families of aggrggatnor:i o;l)eratlpg; ;a‘r;
many-valued counterparts of these three rules. Th.e medz_an and the n}tlmz um
operations match with the unanimity rule, the arzthmetz.c mean matctr::: s
the majority rule, the marimum operation and the associative symme

match with more or less tough dictatorships.

Associative Symmetric Sums . e
These functions admit the following properties:

. ; : o and

— Negative individual opinions result in remforcs:d social .ne.gatw:] sp;?]lsc::; ond

the same for positive opinion, while contradictory opinion (cl ¢(;; e
zij < 0.5 < zii then @(zij, Tij) < xij, $(Tiks Tik) > Tik AN T

[Ii,‘,xik]-
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— Social choice is forbidden by the existence of extreme conflict between any
two individuals in a society. If 3z;;, zix such that z;; = 0,z;x = L.Vk # j
then ¢(z;1,...,Tin) is undefined. Arrow’s third axiom (unrestricted domain)

is thus violated.
— An indifferent vote does not modify the collective choice, ¢(z;j, zik,0.5) =

&(zij, Tix)-
— Any individual has a right of veto against others when they do not oppose
him/her completely. If 3z;; = 0 and z;x < 1,Vk # j then ¢(zi1,...,Zin) = 0.
— Any individual can be a dictator if other individuals do not completely reject
his/her choice. If 3z;; = 1 and zix > 0,Vk # j then ¢(zi1,...,Zin) = 1.

Associativity belongs to the set of optional conditions and is not always
desirable because it leads to weighing the opinion of a group of n — 1 individuals
in the same way as the opinion of the nth individual. This state of fact is not
acceptable when individual veto or dictatorship is rejected.

An example of such a function is:

Ti1 *ZLi2..-Tin
Al Ziz o in) = e e ¥ (1= 2) - (1 - Za) - (1~ Z)

This class of functions satisfy all of Arrow’s properties (rationality,
decisiveness and democracy).

Note: In the fuzzy set setting one can also derive aggregation operations that
are many-valued counterparts of the three rules given in Section 1.1.

Means
These functions are the counterparts of the majority rule. They admit the

following properties:
— Impotency: This is a strong unanimity condition that does not enable
reinforcement effect in preference intensities. If zj) = Ti2 = ... = Tin = T;

then ¢(zi,...,z;) = z;.
— Adding or withdrawing an indifferent vote modifies the global result by

approaching or getting away from the collective indifference. If z;; < 0.5
(resp. zi; > 0.5) then ¢(zi;,0.5) € [zij,0.5] (resp. [0.5, zi}}).

The typical operation of this kind is the arithmetic mean:
il + T2+ ...+ Tin
n

A Xi1, Ti2y -« »Tin) =

which is a well known utilitarian aggregation [1).
Note: The only associative symmetric sum that is a mean is the median:
é(zi1, Zi2, - - - Tin) = med(min;(z;;), maz;(zi;),0.5)

but this function is not very decisive since it leads to indifference as soon
as there is some contradiction in the group of voters, i.e., as soon as 3z;; <
0.5, zix > 0.5. This rule is the counterpart of the unanimity in social choice

theory [9).



How Electronic Voting Can Escape Arrow’s Impossibility Theorem

Minimum and Maximum

These operations respectively express the right of veto and the right of
dictatorship for any individual. They are thus anti-democratic although they
do respect the minimal democracy axiom.

With the minimum operation, collective acceptance is hard to reach but
collective rejection is attained as soon as there exists an individual rejection. In
other respects, the veto (resp. dictatorship) effect attached to the minimum (resp.
maximum) can be softened by defining the collective rejection (resp. acceptance)
as the rejection (resp. acceptance) by a certain number of individuals. This
number can be given in an approximate way by means of fuzzy quantifies.

Note: The median and the minimum operations match with the unanimity rule,
the arithmetic mean matches with the majority rule, the maximum operation
match with dictatorships. Thus, in the context of the voters previously
identified, one can attach a —possibly weighted— maximum operation to
the class of dictators, either an arithmetic mean or an associative symmetric
sum to the class of democratic agents (depending on the role one may want
indifference —preference degree of .5— to play), and a —possibly weighted—
minimum operation to the class of veto agents.

3 Summary

No classical voting procedure can be at the same time democratic, decisive and
rational. This is mainly due to the fact that only candidate rankings are taken
into account. It turns out that mere partial pre-orders do not have enough
expressive power. On the other hand, by using preference intensity vectors, votes
can be conveyed by means of discrete fuzzy sets. Therefore, it becomes possible
to implement electronic voting procedures that escape Arrow’s impossibility
theorem. This amounts to determining fuzzy aggregation functions that follow
the set of Arrow’s (fuzzy) conditions.

The class of functions that satisfy Arrow’s general properties (rationality,
decisiveness and democracy) is the set of associative symetric sums that are

easy to implement in an electronic voting setting.
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Abstract. Casting a vole for the European Parliament from a cybercafe in
Chile, a cruise ship in the Atlantic Ocean, a weekend cottage in the Alps or
plainly at home from your laptop computer? This article tackles this question
from a legal point of view. It examines the basic pnnciples surrounding online
voting. Are the conditions for democratic elections - such as the frecdom to
vole without undue influence or cocrcion of any kind, the secrecy of the vote,
the integrity, reliability and security of the ballot box, the verifiability and audit
ability of the voting process and the principle of one person, one vote -
sufficiently met or do we run into legal obstacles? Does the introduction of an
electronic or even online voting process jeopardize the principles of non-
discriminatory access 1o the election process? And what about the anonymity?
How can one guarantee that a vote over the Intemet is cast by the legitimate
voter, all the while guaranteeing his privacy? The last chapter of the article
briefly touches the current state of affairs within the European Union. s the
introduction of online voting merely a science fictional feature or really within
reach?

Introduction

Online voting easily captures people’s interest as being a modem and contemporary
alternative for traditional elections: the vote can easily be cast and efficiently
processed, the results are rapidly available, archiving is less troublesome, etc. Online
voting is also an appealing alternative for citizens residing abroad and for voters who
are ill or disabled.

Despite the many obvious benefits of implementing online voting, tl_1e topic is riddled
with pitfalls that must be carefully dealt with for such an election system 10 be

' Acknowledgments: This contribution is based on ICRI's legal rescarch in “';d‘zh‘r{i‘l’e";: oy
[http:w ww cucvhen ote.org). The legal research in this project s ?jcngc ommicr 4 '
Frederic Debusseré and Bart Van Oudenhove, under the supervision of 103 )

J. Padget, R. Neira, J. Diaz de Leon (Eds.). e-Government and e-Democracy: Progress and Challenges
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successful. In particular, issues of voting privacy, security and integrity belong to the
core of the voting process and must be addressed in any electoral system.

Online voting is doing a fine job trying to throw off its _ncgalivg image, all the while
being gratefully supported by more or less successful (pilot) projects all over Europe.
In anticipation of the elections within the European ParTiament of the ?iuropean
Union, scheduled for June 2004, the issue acquires more and more the attention of the
public. But still, some convincing arguments could persuade critics to take another

look at online voting.

1. What is an Online Voting System?

1.1. The Notion of an Online Voting System

Elections may be organised in many different ways. Paper based clections make use
of paper ballots, while automated elections make use of some kind of voting
machines, which automate the voting and/or tabulation procedures. When computers
are used as voting machines, we talk about electronic voting.

Electronic voting systems may be further divided into off-line and online voting
systems.

In an off-line voting system the computer is to be seen as a stand-alone computer,
whereas in an online voting system, the computers are connected in a (closed or open)
network. If the Internet functions as network, the term ‘Internet voting’ is sometimes
being used.

As for Intemet voting, two main types can be distinguished: polling place Intemnet
voting and remote Internet voting [1].

A polling place Internet voting system uses Intemnet voting computers at traditional
polling places, staffed by election officials who assist in the authentication of voters
before the ballots are cast. This system doesn’t require a digital authentication for the
authentication can be done physically, similar to traditional or electronic elections.
When the voter is authenticated, he can cast his vote anonymously. A remote Internet
voling system uses unsupervised Internet voting computers to cast a ballot over the
Internet, using a computer not necessarily owned and operated by the election
personnf:l. This system requires electronic (for instance digital) authentication: the
voter will need a personal key (password, digital signature) to identify himself as
legitimate voter. Authentication is indispensable to guarantee the one man, one vote

principle. Howeyer, the link between the authenticated voter and the cast ballot must
be cut, so as to disable any tracing back.

Undoubtedly an Intemet voting system should be introduced gradually. In this
respect, an implementation in four stages is highly recommended: (1) Internct voting
at voters” polling place, (2) Intemet voting at any polling place, (3) remote Internet
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voting from county-controlled computers or kiosks and in a last phase (4) remote
Internet voting from any Internet-connected computer.

1.2. Internet Voting Compared to Absentee Voting

Postal voting is the most widespread form of early or absentee voting. In many ways
Intemet votes can be thought of as the electronic equivalent of paper absentee ballots.
Both allow ballots to be cast remotely, basically from anywhere in the world, and at
any time convenient to the voter within a certain time span before the actual clection
day. While the two methods inevitably give rise to similar concemns about lost ballots
or call for similar mechanisms in order to prevent or detect double voting and to
guarantee ballot secrecy, there are still some significant differences. For instance, e-
voting systems can immediately provide the voter with feedback conceming the
reception and acceptance of his ballot, whereas in case of absentee ballots sent
through the mail there is no automatic indication to the voter that the vote has arrived,
or arrived on time. The most important difference however is that e-voting raises
security issues that have no analogue in the absentee ballot system.

2. Basic Principles

The question whether online voting could conform to the basic election rights, as laid
down in intemnational and regional convents and in national constitutions, will necd to

be explored further.

Allowing people to cast their vote online, via electronic communications networks,
could jeopardize the following basic requirements, characteristic of genuine elections.

2.1. Equal, Non-discriminatory Access to the Election Process

The principle of non-discrimination and equality is a b_asic right in a dcmopmtlc
socicty. It ensures the right of every citizen to enjoy his rights and fr@fioms without
discrimination. According to this constitutional requirement, every el!gll?le voter can
participate in the election process and nobody can — directly or indirectly — be

excluded or discriminated.

2.1.1. Regulation

f non-discrimination and equality are generally and internationally

The rights o onal convents, they enjoy

recogniscd. Since these rights are embedded in internati
. i 2
absolute priority over national law.

ivi iti i : % Party 1o the
* Ani i Convent on Civil and Political Rights states: “Each State y !
el Ul L S ivickials within its territory and subject to

to all ind
resent Covenant undertakes to respect and to ensure . thin it an
fts Jurisdiction the rights recognised in the present Covenani, without distinction of any kind, such as
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2.1.2. Generally. The principle of cquality and non-discrimination prescribes that
equal situations should be treated equally and unequal situations should be treated
unequally, if such an approach would turn out to be necessary to enable everyone to
enjoy their rights and frecdoms without discrimination.

Neverthcless, this does not exclude certain categories of people to be treated
distinctly, on the condition however that the criterion for the distinction is objective
and reasonable. ‘This has to be evaluated bearing in mind the goal and consequences
of the proposed treatment. In short, the principle of equality is violated, if the distinct
treatment is not reasonably proportional to the aimed goal.

The principle prohibits the government to unreasonably limit the rights and freedoms
of one category of persons in comparison to the rights and freedoms of other
categories. At the same time it carries with it the obligation to take positive action in

order to ensure cquality.

As far as clections are concemed, the government has to make sure that everyone is
equally given the opportunity to participate in public elections. Conscquently, the
government not only has to avoid enacting laws which unreasonably discriminate
certain categories of persons, but also has to ensure equal accessibility to the voting
process. Government thus has to take active measures to enable absent, ill and
disabled pcople to vote.

Equal access basically requires an easy access to the ballot box for all eligible
voters, without discrimination against disabled persons, elderly, computer illiterates,
etc. Existing voting systems tend to be poor at accommodating the nceds of disabled
voters. For example, blind voters have to trust clection officials to read the ballots and
enter their votes. Electronic voting systems on the other hand, are capable of
supporting a diversity of interfaces to the voter [2]. However, the use of an online
voting system may not result in complicating the access to the elections for a (large)
part of the population. User-friendliness in its largest sense is a precondition for any
(online) clection system.

As regards the principle of equal accessibility, a distinction has to be made between
the different types of online voting systems, namely (1) voting at a supervised poll
site using electronic equipment, (2) voting at an unsupervised electronic kiosk and (3)
remote online voting using the voter’s equipment.

When online voting is allowed at the existing official poll sites, there will occur no
difference in accessibility compared to traditional voting for these poll sites are
equally accessible to all citizens. However, equality could be at risk, if some citizens

race, colour, sex, language, religion, political or other opinion, national or social origin, property, birth
or other status.” '
Anticle 2 of the Universal Declaration of Human Rights states: “Everyone is entitled to all the rights and
Jreedoms sel Sorth in this Declaration, without distinction of any kind, such as race colour, sex
language, religion, political or other opinion, national or social origin, property, birth o;' other s'lams'
Furthermore, no distinction shall be made on the basis of the political, Jurisdictional or infema.‘.-'ona}
status of the country or terrilory to which a person belongs, whether it be independent, trust, non-self-
governing or under any other limitation of sovercignty.” . .
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are compelled to use the online voting system, while others can resort to traditional
voting. If the online system proves not to comply with the standards for democratic
elections in the same way as traditional voting systems (e.g. the online voting systecm
doesn’t offer the same security guarantecs), there could indeed be an unreasonable
discrimination between those who have access to a system that complies with the

requircments for democratic elections and those who don’t have access to such a
system. ’

The implementation of a remote online voting system entails even more risks. In
this scenario, votes aren’t cast at traditional poll sites, but at any random location.
Undoubtedly it would be discriminative if voting in public elections were allowed
only from a PC at home or at work, and not at public places (official poll sites and

‘kiosks’). This would unreasonably eliminate a large number of people who do not
have access to a computer (or mobile phone?).

When a system of remote online voting co-exists with a poll site or kiosk online
voting system, it becomes tricky to evaluate the equal accessibility. Though all voters
are equal, they are treated distinctly: people who have Internet access (at home or in
the workplace), are allowed to vote using those facilities; people who do not have the
advantage of such access, are compelled to vote at a kiosk or poll site. In order to
enhance equal access, election authorities should make every effort to grant all
citizens, without distinction, easy access to the public terminals. Extending the voting
period from only one day to more, consecutive days and the placement of voting
machines all over the constituencies (in libraries, supermarkets, groceries, post
offices, banks, etc.) could serve this purpose.

2.2. The Principle of Democratic Elections

With respect to (anonymous) online voting, the principle of democratic elections can’t
be ignored. Numerous international and national legislations prescribe the right to
democratic elections.’

* Techniques have been developed to enable voting from a (specially adapted) mobile phone. E.g. the
CyberVote project, for more information consult the official website at hup:www .cucybervole.org,

¢ Anticle 25 of the Intemmational Covenant on Civil and Political Rights prescribes the following: “Every
citizen shall have the right and the oppornmity, without any of the distinctions (...) and without
unreasonable restrictions:(...) To vole and 1o be elected at genuine periodic elections which shall be by
universal and equal suffrage and shall be held by secret ballot, guaranteeing the free expression of the
will of the electors; (...)”
Anticle 21 of the Universal Declaration of Human Rights states the following: “(1) (2) (...} (3) The will of
the people shall be the basis of the authority of government; this shall be expressed in periodic and
genuine elections which shall be by universal and equal suffrage and shall be held by secret vote or by
equivalent free voting procedures. ™
Article 3 of this Protocol to the Convention for the Protection of Human Rights and Fundamenial
Frcedoms deals with the right to free elections: “The High Contracting Parties undertake to hold free
elections at reasonable intervals by secret ballot, under conditions which will ensure the free expression
of the opinion of the people in the choice of the legislature. ”
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2.2.1. The Freedom to Vote, without Undue Influence or Coercion of any Kind /
Secrecy of the Vote. In order for elections to be free and fair, the elector has to be
able to cast his vote without influence or coercion of any kind for this may distort or
inhibit the free expression of his will. Voters should be granted the opportunity to
form their opinion independently, without pressure of any kind, free from coercion,
inducement or manipulative interference, without violence or even the threat of

violence.

Secrecy and freedom are strictly related principles for secrecy is the precondition
of the voter's free political decision. In democratic elections the link between the
vote and the voter must be irreversible, so as to ensure the free casting of the votes
[3]. Secrecy could be scen as a ‘conditio sine qua non’ for the non-coercibility of the
vote. Only when the voting takes place in secret and the ballot remains secret during
the voting process, one can guarantee that the voter is not coerced into casting a
particular vote. In traditional voting procedures, the secrecy is ‘physically’ protected,
whereas e-voting may make the virtual voting process extremely vulnerable to
violations of this principle.

A. Secrecy. Anonymity and secrecy should be obscrved during the whole election
process: (1) during the casting of the vote, (2) during the transfer of the vote from the
client to the server and (3) after the transfer of the vote by the server.

(1) During the Casting of the Vote

In order to prevent the voter from being unduly influenced when casting his vote,
absolute anonymity is required. This requircment however, can only be fully
guaranteed in controlled physical circumstances in which the vote is cast. In
traditional elections, voters are obliged to cast their vote in private voting booths at
official poll sites. Similar material circumstances can only be established in a poll site
or a kiosk online voting system for these conditions cannot be implemented and
enforced in a remote online voting system. Curmrently it remains technically
impossible to control the circumstances in which the remote votes are cast.
Obviously, this can lead to abusive practices: the buying and selling of votes, coercion
by family members or by employers or colleagues, etc. This raises serious concems
about the compliance of such an election system with the freedom to vote.

Concems also relate to the problem of the authentication of the voter. A watertight,
one hundred percent secure electronic authentication from a distance is not yet
feasible. At the moment, existing technology is unable to guarantee that the voter,
authenticated by the system, and the voter who is actually casting the vote, are one
and the same.

Regarding these objections, some proponents of a remote online voting system point
to exceptions provided for in existing election systems, to press home arguments.
They refer to a number of traditional electoral systems which allows voters, ill,
disabled or residing abroad, to cast an absentee ballot through ordinary mail. In that
case, the non-coercibility has been compromised, in order to serve a higher purpose,
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being the right to vote. However, it is to be scen as an exceptional procedure —
~ applicable only to voters who are ill, disabled or residing abroad - created to enable
specific categories of people to equally exercise their right to vote. As it is an
exception, which serves a Icgitimate purpose, it can in principle not be generalised in
order to become the general rule. On the other hand, it shows that there would be no
legal impediment to introduce a remote online voting system for absent, ill or disabled
persons. The system would only have to be at least as safe as the existing vote by mail
systems.

Another argument in favour of a remote online voting system is that the freedom to
vote is experienced less absolute in today’s society. Although people nowadays have
less scruples about their political preferences, the requirement of the freedom to vote
is mainly kept alive to avoid anomalies (illegitimate influence), which will always
exist. On the other hand however, an automated voting system would facilitate fraud
on a larger scale than is possible today.

Finally, one cannot overlook the role of the Internet with regard to political
advertisement and propaganda. The Internet is an ideal medium to enable people to
cast an ‘informed vote’. After all, the Internet offers enormous possibilities to diffuse
the opinion of candidates and their parties and therefore becomes a major source of
information on which electors can found their preference. This way the Internet can
enhance the ‘quality’ of the vote and consequently the quality of democracy.
Nevertheless, the situation is different when political advertisements pop up on the
voting site without prior demand of the voter — like is often the case with commercial
messages. Traditional election systems prohibit advertising in the polling place itself.
Any Intemnet voting system should therefore make it technically impossible for such
advertisements to appear on the voting website.

(2) During the Transfer of the Vote

During the voting procedure — that is, from the moment the encrypted ballot goes
online to be transferred — no one, not even the official staff, may be able to link a
particular vote with a particular content to a particular voter. This requirement is
closely related to the security issue and can therefore be addressed on a technical level
in particular by using advanced encryption methods: the system should implement
secure technical measures, which would make it impossible for the secrecy of the vote
to be breached. In a remote online voting system (possibly also in the kiosk voting
system), these technical challenges are most daunting, since the system shouid not
only authenticate eligible voters distantly, but it should also cut the connection

between the voter and the ballot.

(3) After the Transfer of the Vote

" The content of the ballots cast has to remain secret until the moment of tabulation.
Therefore, as soon as the cast vote has been received by the system, it must be made
technically impossible to find out the content of the vote. If this were possible, the
non-coercibility would be jeopardized for votes could be bought, sold or coerced.
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Once the vote has been cast, encrypted, sent and received by the system, it would be
the safest never to reveal the content of the vote, not even to the voter himself. One
could however consider enabling the system to send a confirmation of the receipt of
the vote, including the content of the vote. However, this confirmation may never be
communicated on a durable medium, like a printed receipt, or in a digital form, which
could be saved on a carrier of any kind. This solution doesn’t violate the secrecy
requircments but allows the voter to correct mistakes before sending his final vote. In
addition to increasing the voters’ confidence, it also enhances the verifiability and

reliability of the system.

Taking into account the foregoing, following requirements could be distilled from

the principle of secrecy [4]:

- The secrecy of the vote has to be guaranteed during the casting, transfer,
reception, collection and tabulation of the votes;

- None of the actors involved in the voting process (organizers, election officials,
trusted third parties, voters, ...) should be able to link a vote to an identifiable
voter,

- There must be a clear and evident scparation betwcen the registration and
authentication procedures on the one hand and the casting and transfer of the vote
on the other hand,

- No voter should be able to prove the content of his vote. The confirmation of the
vote, after the transfer of the ballot, enforces the confidence in the system while
ensuring the rights of the voter, but may under no circumstances relate to the

content of the vote. :

B. Freedom and Non-coercibility. Undue influence of the voter should be prevented.
Cryptography can serve this purpose, however, it can only guarantee secrecy from the
moment the vote is encrypted. It cannot guarantee the secrecy of the vote prior to that
moment. Neither can a system prevent the secrecy of the vote to be violated in case
an clector votes from a PC at home or at work, from a computer at an informal public
place or kiosk, or even from a mobile phone. Frecdom and non-coercibility can only
be fully guaranteed if the material circumstances in which the vote is cast, can be
controlled. These ideal material circumstances can be attained when Intemnet voting is
only allowed from official polling places and presumably also when it will be allowed
from unofficial public places and kiosks. But when Internet voting will be possible
from home or workplace or from a mobile phone, these material circumstances clearly
cannot be implemented or enforced. This can give rise to abusive practices: the
buying and selling of votes, coercion by family members (‘family voting’) or by
employers or colleagues, etc.

It is to be recommended to enact laws that provide obligatory and enforceable rules
with regard to the material circumstances in which a vote has to be cast, and
sanctioning the practice of illegitimately influencing a voter.

2.2.2. One Person, One Vote. The universal and equal suffrage is another basic
principle of democratic elections: each elector is entitled to only one vote. It also
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implics that cvery vote is counted equally. Naturally there may be no possibility to
alter or remove a validly cast vote in the course of the voting process.

The principle entails 4 principles: (1) only legitimate voters can be allowed to vote;
(2) cach legitimate voter can vote only once; (3) every legitimately cast vote has to be
counted once and (4) a legitimately cast vote may not be able to be altered in the
course of the voting process.

The first two principles concemn authentication, the last two principles refer to
security and reliability.

As rcgards authentication, this can be divided into physical and digital
authentication.

The first one signifies that the voter is identified, based upon one or more physical
characteristics like gender, face, fingerprint, eye-structure, signature, handwriting,
DNA-structure, etc.

The latter is performed by using a personal, secret code, which can be a number
incorporated in a magnetic card or a chip-card, or a simple letter and/or figure
combination, etc. Naturally the voter has to receive the code and the matching
password in advance.

This transfer can take place in two ways: off-line and online.

Off-line, the code is provided after physical authentication of the voter: based on
his physical characteristics, it is controlled that he is indeed the person he claims to be
and that the code has not yet come into his hands. In the future, it would be possible
for example to provide every citizen, after physical authentication, with an identity
card with a chip or magnetic strip built in, containing the personal code (his *private
key’), which can be used for authentication in public and private life, in combination
with a secret, personal password. This private key could then also be used for
authentication in Internet elections.

The personal identification code can also be provided online. Nevertheless,
authentication then is unreliable for it is based on non-verifiable elements. In any
case it is essential for the private key to be kept on a safe carrier. A magnetic strip
isn’t safe enough, because its content can be read too easily. Thercfore, the
private/public key pair authentication should be used according to the methods and
standards of the existing and future Public Key Infrastructures (PKI).

From a legal point of view it is worth mentioning that the law considers a‘digitf'xl
signature of equal value to a handwritten signature. This is explicitly provided in
Directive 99/93/EC of the European Parliament and the Council of 13 December 1999
on a Community framework for clectronic signatures [5], which states in article 5 that
“Member States shall ensure that advanced electronic signatures, which are based on
a qualified certificate and which are created by a secure-signarnre-creat.‘qn dew'c?,
satisfy the legal requirements of a signature in relation to data in electronic form‘ in
the same manner as a hand-written signature satisfies those requirements in relation
to paper-based data and are admissible as evidence in legal proceed{ngs.”

Thus there is a tendency to recognise the digital signature technique as a legally

valid authentication method.
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that an clectronic ballot is not forged or modified sumreptitiously; (3) vore privacy:
assuring that no one can find out how any individual voter voted: (4) vote reliability:
assuring that no Internet ballot can get lost; (5) non-duplication: assuring that no voter
can vote twice; (6) defence against denial of service attacks on vote servers and
clients and (7) defence against malicious code attacks on vote clients.

2.2.4. Verifiability and Audit Ability of the Voting Process. Voters, independent
officers, representatives of the political parties in competition and independent
observers — including media rcporters — must be able to control polling and tabulation.

This could require the individual ballots to be recorded permancntly on indelible
media to allow for a recount should that be necessary.

The integrity and trustworthiness of a voting system is greatly enhanced by having
an audit trail recording each ballot cast. Audit trails with very high integrity can be
obtained when the audit trail is created directly by the voter, as with a paper ballot.
However, electronic voting systems are indirect. They intcrpose a layer of
mechanism between the voter and the audit trail, risking the possibility that the
mechanism is not faithfully capturing the voter’s preferences [8].

2.2.5. Voter’s Confidence in the Voting System. In order to enhance voters’
confidence in the online voting system, it could be recommended to make the source
code publicly available, in order for citizens to be able to study the software and
verify the reliability and security of the system. On the other hand however, open
sources can make the election system more vulnerable to hacking attacks and
therefore compromise the security of the system. A solution may be to open the
source only to a select group of experts, like for instance the election committee that
manages the election and/or independent advisors.

3. Online Voting Systems and Anenymity

How can one guarantee that a vote over the Internet is cast by the legitimate voter
while guarantecing his privacy at the same time? In order for one computer to send
data to another — as is the case in any Internet voting system — both computers must
know the unique address of the sender and the recipient of the data. This unshakable
tenet of the Internet contrasts sharply with the requirement of the secret ballot in
clections.

The secrecy of a voter’s ballot choice should be preserved and every reasonable
technical means should be used to prevent anyone from violating ballot privacy
anywhere along the path from the vote up to the election results. It's easy to
understand the critical importance of a secret ballot, defined as a way to cast a vote
“in such a manner that the person expressing such choice cannot be idcntified with the
choice expressed.” A private, anonymous ballot protects the process from votes being
bought or sold, and protects you from cocrcion.
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A system is private [9] if neither the election authority nor anyone else can link
any ballot to the voter who cast it and no voter can prove that he/she voted in a

particular way.

Home-based electronic voting which, by its very nature, is unsupervised,
represents a threat to the core values of freedom and fairness which underlie
democratic elections. There can be no guarantee of the freedom from external
influence by third parties during the casting of votes at home. This constitutes an
inherent risk of any form of remote voting. To face this risk, measures should be
taken on the policy and regulatory levels, in order to impose compelling and
enforceable measures against coercion and to sanction illicit behaviour.
Uncoercibility and the prevention of vote buying and extortion can be ensured by an
e-voting system designed so that no voter can prove that he/she voted in a particular
way (untraceability on the part of the voter [10]). In democratic elections, the link
between the ballot and the voter must be irreversibly severed to ensure that votes are
cast frecly. Voters must be unable to prove how they voted, in order to reduce the
risk of coercion or vote selling. For if voters cannot prove how they voted, buying
votes becomes a worthless endcavour in that potential vote buyers would not know

what they are buying.

However, academics highlight the nced to maintain a paper trail of how each
individual voted, in case the votes would need to be counted manually in the event of
a recount. The presence of such an audit trail would inevitably entail the tracing back
of each individual to their vote, thereby compromising their anonymity. There will
always be a trade-off between the two [11]. The e-voting system should be designed
in such a way as to make vote control and recount technically feasible, without re-

identifying the voters.

A possible solution to the threat of coercion is to develop a publicly accessible
infrastructure, in public and controlled physical sites, thus allowing voters to excrcise
their rights free of the coercion of any third party. This solution however, outweighs
the advantage of mobility, in that there are restrictions on the location from which a
voter can cast his vote [12]. Immediately after the sending of the ballot to the server
and without waiting for feedback from the server, or immediately after the moment
that the voter clicks on the ‘cancel’ button, all records of the vote must be deliberately
erased from the voter’s computer.

Despite the risks, a lot of people want a home Internet voting solution. The ability
to vote from home seems to be very convenient and attractive to Web-connected
households, potentially increasing voter turnout for future elections. Although, it
would be essential, especially in the first phases of any Internet voting introduction, to
retain centralized polling places for those who would not have access to computers
otherwise,

Voter anonymity can be achieved by masking the identity of each voter so that no
reverse association can be made. However, such an approach makes accountability
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much more difficult. Onc-way hashing functions or even public-key encryption may
be uscful for providing later verification that a particular vote was actually recorded
as cast, but no completely satisfactory scheme exists guaranteeing voter anonymity,
consistency of the votes tabulated with respect to those cast and cormrect results.® Any
attempt to maintain a bi-directional online association between voter and votes cast is
suspect because of the inability to protect such information in this environment [13].

Encryption, through the use of digital signatures and digital certificates, requires a
public-key infrastructure (PKI) to identify and authenticate millions of voters. Even
with PKI or some other form of security in place, there is no guarantee that a person’s
vote will remain anonymous. Digital signatures don’t solve the anonymity problem.
There’s still the nsk that a vote filed with a digital signature could be tracked and
identified by a government authority.

4. Current State of Affairs within the European Union

4.1. Belgium

In Belgium, the first introduction of the possibility to vote electronically, i.e. during
the municipal elections of 2000, has given rise to quite a lot of legal claims
concerning the lack of transparency of electronic voting. One court claimed
electronic voting to be illegal in the context of international law. Although the court
admitted that it was not competent to prevent the elections from being held, it ruled
that a system in which flaws and fraud can only be detected by the established power
at the moment of election and not by an independent authority, violates the rights
guarantecd by the Intemational Convention of December 19, 1966 on civil and

political nghts.

Bearing in mind all the obstacles blocking the way to a well functioning electronic
voting system, one could consider having recourse to Internet voting. Voting through
optic reading of the paper ballots has been put forward as a way of enhancing the
processing of the results, while safeguarding the trust of the voters; however, the
system does not tackle the fact that voters need to be present themselves at the polling
station. Internet voting, by contrast, can serve as a mobile system in which there are
no restrictions (other than the logistical ones) with regard to the location from which a

voter can cast his vote.

At the end of February 2003, the Belgian Govemment decided to expand.the
possibility of electronic voting over the whole country as from the municipal clections

of 2006.

* The CyberVote project claims to be onc of the most innovative and secure sysiems available. For

additional information consult the official website at hitp: www.cucvbervole.ong.
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4.2. United Kingdom

Voting by mail is the most common form of early or absentee voting. In the UK,
postal voting has proven to be a success in terms of improving voter turnout. Postal
votes can be obtained on demand as a result of changes introduced by Section 12 and
Schedule 4 of the Representation of the People Act 2000, which entered into force on

February 16, 2001,

During the last couple of years, the UK has expanded its programme for e-voting
experiments (in particular voting via the Intemnet, SMS, touch screen kiosks and touch
telephones). The UK Electoral Commission® stated in its evaluation report of the
electoral pilot experiments conducted in May 2002 that it had not found any evidence
of an increased risk of fraud. *“However, further testing is clearly deemed to be highly
necessary to tease out a number of practical issues, to foster public confidence and to

further develop the security of e-voting mechanisms”.

The 2003 clectoral pilot program was a partnership between the Office of the
Deputy Prime Minister, the Office of the E-Envoy, the Electoral Commission and the
Local Government Association (LGA). The project enabled over 1.5 million voters to
cast their vote elcctronically by phone, SMS, and the Internet. An additional channel
was available to voters because for the first time, voting was possible using
interactive digital television (iDTV). During these experiments, voters were able to
vote before the normal polling day. Instcad of a polling card, they received IDs to
prevent multiple voting and they were provided with information packs explaining
how the system opcrated. Four municipal authoritics did not even offer the traditional
voting methods, so that voters who didn’t dispose of the e-voting equipment had to

resort to postal voting.

Despite some minor problems, the operational problems were overcome and the
potential vulnerabilitics arising from the procurement process did not cause material
problems during the election period. There is clearly a balance to be obtained
between security, convenience and accessibility. In general, the election was carried
out competently, mecting a good commercial standard. However, the nisk of
malicious attacks was low as the systems were recently developed, the
implementation varied widely across the different pilots and the relative uptake of
electronic voting is still less than traditional methods. Therefore, in the Electoral
Commission’s opinion, the motivation and capacity of potcntial attackers was likely
to be low. Evidently, as the e-voting programme will progress towards the
Government’s objectives, the threats will increase and a number of significant issues
will have to be addressed accordingly.

? .
hutp: wwaw hmso.gav.ukuctsacts 200020000002 _him.
* http:www electoralcommission.ore uk ‘about-us‘rescarchpub.cfm.
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4.3. Switzerland

Under the impulse of the federal Government, three cantons — Neuchitel, Ziirich and
Geneva —took their first steps in the area of online democratic elections in 2002.°

Whereas Geneva and Neuchitel tailored their systems exclusively to the personal
computer, Zirich took into account that, in the future, citizens may rely more on
mobile phones, personal digital assistants or other mobile devices. Consequently,
Zirich envisaged a polling system in which all problems relating to reliability,
security, encryption and privacy are solved for a very wide range of different
hardware configurations, operating platforms, software applications and transmission
protocols.

In March 2001, the Geneva State Council officially launched the ‘Geneva Internet
Voting System’ '°. In a comparative intemational perspective, the current Internet
voting project in the Canton of Geneva stands out as onc of the few serious attempts
to implement binding governmental voting procedures. The aim of the project was to
offer an additional way of casting a ballot. The Intemet Voting System didn’t intend
to replace the existing ballot forms — the traditional ballot box or postal voting — at
lcast not in the near future. Recently, the state of Geneva has taken the e-voting
project interopcerability and accessibility to the next level through the integration of
biometric and voice recognition technology.

A recent Internet voting experiment during a referendum in Aniéres (Geneva) in
January 2003 turned out very successful. However, the project strictly focused on
voting on yes-no issues so that complications in respect of clectoral procedures have
not been dealt with.

4.4. Estonia

In Spring 2001, the Minister of Justice of Estonia proposed the introducti.on of
electronic voting in future elections.!' Since voting is not compulsory ‘in Estonia, the
government hopes to attract greater participation in elections and political debates by
this move to online voting, especially among younger people. According to the plans,
citizens will be allowed to register as e-voters and sign their ballots electronically
using a digital signature, which would enable voting via Internet at home. However,
Internet voting will not eliminate traditional voting; it is merely an additional way of

voting.

The current Election Act provides for the possibility to votc.clec'tronically at the
latest in the year 2005, on the one condition that all cn.lcial technical issues are so_lvc_d
by that time. The focus is mostly on safeguarding against fragd. Although security is
a major concern, it is believed thata combination of digital signatures and smart card

? hitip:o/socio.ch/intcomt_heeser! 2. him, .
19 wwny geneve.chichancellerie/TE-Govemment-e-voting. hunl.

" htpeowww . vmiee-engchat 175,297 il
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identification will be sufficient to eliminate fraud. In order to vote elcctronically,
voters need to have a digital signature certificate, which is programmed in their
electronic 1D card. This card was introduced in 2002. Internet voting would take
place only on advance polling days. This will be easy, as many Estonians are already

used to voting during advance polling days.

4.5. Conclusion

This short overview demonstrates that in the near future and provided that the
scheduled trial experiments are successful, Intenet voting will not be limited to
certain non-binding or informal local elections, but that it will be tested during some
major elections. There is no question about it that the results of such major
experiments will be of crucial importance with a view to the use of the Intemet as a

means of voting in the near future.

Conclusion

Implementing an online voting system offers a lot of advantages. Firstly, it may
increase voter turnout by making the elections more convenicnt and more accessible
to disabled voter. Secondly, online voting can be made more interactive and relevant
by allowing voters to see photos and statements by the candidates next to the ballot.
Finally, elcctronic voting can bring the population closer to the concept of a ‘direct
democracy’, wherein the citizens themsclves can participate more actively in the

creation of laws [14].

The right to vote is only one part of the democratic process, but it remains a civil
right deeply embedded in constitutions and is considcred to be one of the primary
foundations of democracy. Hence, e-voting is not like a common electronic
transaction. An e-voting procedure will only be acceptable under the condition that it
safeguards the constitutional principles associated with the voting process, as there is
equality, freedom, secrecy, transparency and accountability.

It is important to rcalize that submitting one’s identity for purposes of assuring
voting eligibility can easily serve as a way to identify what vote an individual has
cast. In addition, the vote-recording process is invisible to the voter; thus there is no
rcliable way of ensuring that propricty is kept. By their very nature, electronic
operations on data arc invisible to the user, and experts in the ficld confirm that the
technology simply does not exist to authenticate transactions while ensuring total
anonymity of the voter [15]. Therefore, even if a voting program states that it keeps
identification information separate from voting information, an individual voter
would have no way to confirm this. The difficulty lies in convincing voters that their
privacy is maintaincd at all times.

To this cnd, the public must be kept apprised of the manner by which the Internet is
protccted from outside influences, including national and international hackers as well
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as individual voters who might try to cast more than one ballot. Additionally, it is
imperative that all voters are assured that their right to a secret ballot is protccted and
guarded by government officials who themselves are kept aware of who has voted,
but purposely are kept ignorant of how individuals voted. This is the fine line that
those who administer Intcrnet voting must walk - audits must be possible, fraud must
be impossible and the secrecy of ballots must be ensured at all times.

The legal framework should provide for ballot security, while at the same time
ensuring that no individual ballot can be identified as being marked by a specific
voter [16].

For the moment it seems unlikely for the anonymity of the vote to be fully guaranteed
in a remote (online) electronic voting system, in which voters would be allowed to
vote from any PC connected to the network (a PC at home or work for instance).
While electronic voting from home should perhaps forever remain too risky a fantasy,
electronic poll-site voting may provide, even in the near term, worthwhile
improvements to paper-based voting technologies. A remote online voting system
requircs distance authentication of the voter and it does not allow control as to the
circumstances in which the vote has been cast.

Today, no sufficient technical solutions exist for the situation in which the secrecy of
the vote cannot be guaranteed in a remote online voting system, unless measures are
taken on policy level and laws are drafted and enacted which impose compelling and
enforceable measures and which sanction illicit behaviour.
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Abstract. We propose a new approach, e-cognocracy, 1o enrich the
democratic government system with the Intermet-based knowledge basis of a
socicty. This is not a technique for voting systems to represent the parties in a
democratic assembly or an e-voting procedure. It is rather a procedure to add a
new dimension of knowledge to the democratic system using the Intemet. This
creates a new quality in the process of decision-making and consists in the
creation and diffusion of the socicty-based knowledge. And it helps to make
decisions using a scientific quantification, analysis and resolution of problems.
This system of ecognocracy will allow the participation of all interested
citizens in the process of solving highly complex problems. Such a process can

also be called “participatory decision-making".

Key words: democracy, decision-making, knowledge society, evoting, e
government.

1 Introduction

Over the last decade, we have witnessed a social transformation that is the result of
the development of new technologies. The emergence of the Internet (web) has
transformed the bchavior of individuals and organizations in the devcloped
democracies. It is almost impossible to imagine any business or social organization

that is not perpetuating their messages by using the Internct.

This new life style of the knowledge society induces a change of paradigm, motivated
by the evolution in information and communication technologies (1CT) that is being

introduced at great speed in all the spheres of our daily life. During the last decade
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and essentially as a result of the political guidclines of the European Union!, these

new technologics are being incorporated into many public administrations, into
2

politics and, generally, into the governance of European citizens<.
Obviously, the use of the new technologies in the governance of the citizens -
governance) could be limited, as is the case in other arcas of business activity, to mere
technical assistance in the achievement of certain objectives, in this case to facilitate
the election of the democratic representatives of individuals €-voting). However,
modern economy is based on the so-calied “Knowledge Economy”, in which
knowledge is seen as the product resulting from any production process, and not a
side-product as some might concede. Thus, in the post-industrial society, the new
technologies that work for the benefit of democracy, particularly through the Intcrnet,

must not be limited to a merely supporting role.

Turning to electronic democracy, we regard the creation and diffusion of knowledge
through public discussion as the central role of the web, i.e. the inclusion of mature
citizens in the public or political decision-making process. The use of knowledge in a
social decision process is in the spirit of the proposals of modern scientific

philosophers such as D. Diderot3 and J. Habermas 4 .

Taking advantage of the democratic system as a vehicle of social involvement and of
the web as a vehicle of communication, we present a new democratic system in the
following that allows us to remedy some of the limitations of the traditional
democratic system and to cncourage the cognitive or fundamental process of living
systems (Capra, [3]) - a process that characterizes the existence and perpctuation of
the species, particularly of the human being. True clectronic democracy consists of
involving5 citizens (something that goes beyond mere participation and discussion) in
the generation and diffusion of knowlcdge.

The paper is organized as follows. After this bricf introduction, we reflect in Section 2
on a number of the new aspects of traditional and electronic democracy. We consider
various possibilitics that are brought about by the new electronic technologies and
that are increasingly available for the public service of democracy. In Section 3 we
discuss our new views for a democratic system based on knowledge. In the last
section we list our conclusions.

! see e.g. the EU’s Sixth Framework Program,

2 see the priority lines 1.1.2 Information Society Technologies and. 1.1.7 Citizens and
Governance.

3 “The search for knowledge is the route to satisfaction”. http://www.kirjasto.sci.fi‘diderot. him

4 “Science and democracy share one style of thinking".

5 The idea of direct involvement or implication is used indistinctly in this paper.
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2 Electronic Democracy

2.1 Traditional Democracies

Democracy is understood as the political system in which the people exercise their
sovereignty through representatives in government and parliaments and with the aim
of improving their own conditions. Under this political system, and by way of
universal suffrage, the people nowadays have the right to elect and control their
governments on a periodical basis.

In its origins, demo cracy was more of a political concept defended by one camp (the
democratic camp arose in opposition to the aristocratic) than a detcrmined type of
soctal organization. Thus, in ancient Greece the direct participation of everyone in the
Popular Assembly was encouraged by the limited size of the population and by the
fact that initially only those who qualified as citizens took part in the decision process.

The traditional democratic system which is aimed at organizing the governing of a
socicty has certain limitations of the following kind:

¢ The participation of the citizens is limited in the majority of cases to the
moment of actually electing the representatives on Election Day. Even then,
in the absence of open lists, this process is often restricted to the choice of a
specific political party. As such, it is a single act and not, as should be
expected in self-organized dynamic systems, a continuous process of

participation and improvement.

¢ The static voting proccdure implies a low level of internal democracy as only
a very limited number of a political party’s members actually controls the
nomination of the electoral lists. Such a process might be efficient regarding
time, but it is unlikely to reflect the opinion of the voters adequately. The
frece choice of the citizens is distorted, because there is an a priori filtering of
the candidates by party representatives. In such circumstances, the voting is
limited to a pro-rata exercise between the candidates fixed by the party

“functionaries”.

e The current democratic system gives no considcration to those individuals
who do not vote, whilst those that deposit a blank ballot paper, usually as a
protest against the system, are viewed as part of that system. Indecd, these
votes are taken into account to reinforce the role of the majority groups. The

system trics to perpetuate itself over time, establishing barriers to cntry6
(minority groups) and carrying out a feed-back exercise with the creation or
generation of new “figures” or political leaders and their legitimation.

¢ When speaking of the generation of knowledge it is a mistake to forget the minority groups,
given that the “discovery” of truth and knowledge is usually a specific act, carried out by an
individual and not by a group.
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e Political partics can abuse the confidence placed in them by their voters.
After Election Day, parties can pursue objcctives that are not declared in
their electoral manifestos. These are hidden interests that sometimes govern
the behavior of these parties, or at least of some of their members. In certain
extreme situations, it could even be a minority group whose goals are clearly
in conflict with those of the majority of the party rcpresentatives (or deputles
in the chamber) who actually decides on sensitive questions.

e In the present democratic elections, control over the activities of politicians
is limited to control their mandate: This is done by casting a vote in regular
intervals at the occasion of an clection. Many citizens find this unappealing,
given that today we are creating a global socicty that has the potential of a
much broader basis of knowledge. Political interventions can be conducted
through the Internet if the preference structures of individuals are rapidly
changing or slowly evolving (this characterizes the dynamic character of
preferences). Except for Switzerland, the only Western direct democracy,
control over the democratic system is exerciscd at election days that are
regularly spaced over time.

e Societics without democracy might have disadvantages in competition in the
long run and there might even be social opportunity costs from not using the
full spcctrum of democratic participation. The ncw possibilitics of e-
democracy can be used for more ambitious objectives than simply clecting
representatives. Thus, most present democratic systems can be viewcd as
static since they arc not using the dynamics of democratic discussions and
participations, such as individual responsibilitics, dialogue, the search for
and the dissemination of knowlecdge, the strengthening of cthical and moral
values, or learning and cducation.

2.2 Internet and Democracy

During the last decade, we have witnessed a dramatic change in our society by two
events: first, the information basis has changed through the Intemet; second, the value
system of western societics is more driven by ecological concerns and sustainable
economic growth.

Technological development has been incorporating itself in all these social ambits. In
the particular case of democracy, there have been a number of proposals aimed at
using the web to facilitate the election process of democratic representatives é-
voting). In this case, aspects relating to security and confidence in the communication
and treatment of information are essential for the system in order to have any
credibility. To encourage such a social perception, it would be highly appropriate if
thc web allowed individuals to verify the traces left by the voting process. In this
regard, it would be sufficient if the citizen could confirm that the vote cast indced
corresponded to the option chosen.
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Furthcrmore, the web can be used to make democratic decision processes more
transparent. Intemnet access improves political communications and the accessibility
of political representatives and parties for their citizens. Some smaller nations in
Europe are already taking advantage of the new possibilities. The government of
Estonia prepares and governs their weekly sessions through connected laptops.

But also the control of governments can be made more democratic through the
Internet. It enables the voter to check and leam about the agenda of the parliamentary
sessions regularly and “on-line”. Similarly, the interested voter can inform him- or
herself on the meetings of representative bodies. Parties in the era of Internet-
searching voters have already adapted to the new information challenges: political
parties have installed on-line information and offer communication between citizens
and their political representatives. A recent election for presidency in Austria (in April
2004) has shown that candidates keep their supporters and voters informed by a diary
which was kept up to date every day during the election campaign.

When we speak of the search for knowledge, this should be understood as the search
of substantial or relevant knowledge for each new decision case. Such information
takes into account that the relevant knowledge of any “small world” decisions is
closely related to the knowledge of “large world™ decisions. Internet based searches
for decision helps will show that many smaller problems are immersed in a larger
world with larger problems, i.e., that a deeper knowledge usually helps to clarify
one’s process of making a decision.

Thus, a modern democratic system should develop decision-making tools that will
allow us to study the patterns of political behavior of all the groups involved. The
extraction and diffusion of common knowledge is closely related, as Habermas [7]
indicates, to the ideal line of thinking in modern democracies.

3 E-cognocracy

We discuss a new democratic approach that is based on the use of the Internet and
reflects the evolutionary nature and a certain holistic view of our socicty. We would
like to give the name “e-cognocracy " to this approach which can be characterized by
the following points:

l. Citizens can choose between different styles of how to participate in
democratic systems. This will continue the existing practice of placing votes
of confidence for a political party : traditionally by um voting, recently by e-
voting; or citizens invoive themselves directly in the solving of problems,
contributing opinions and idcas that will allow for an improvement in our
knowledge of the process of decision-making followed by the system (e-
cognocracy).

2. Parliamentary seats will be distributed in two parts: (i) one occupied by the
traditional political parties as is usually the case (the partics’ part) and (ii) tI?e
other part is reserved for those citizens who wish to be directly involved in

169



170 Moreno-Jiménez José Maria and Polasck Wolfgang

the democratic process (the citizens’ part). The percentage assigned to these
two parts of the parliament is a critical parameter of the new procedure: A
significant part of a successful public implementation will depend on the
political attention as how this threshold parameter is selected. In principle, a
value in the interval between 60% and 80% for the parties’ part and the rest
for the citizens’ part seems to be reasonable. There is no rcason why these
values should be static, as is the case with preferences, given that they can be
adapted in line with the interest shown by the citizens in this form of
participation. In any event, it is suggested that there is a minimum of 50%

for the parties’ part.

3. Not all the themes have to be solved by a mandatory participation of all the
citizens. As we know from some existing legal systems, criminal charges can
be tried by a popular jury in certain circumstances, but in others not.
Something similar could be possible here. The selection of topics and
questions that will be discussed and decided in the process of e-cognocracy
is another important aspect of the proposal. Both, the number and frequency
of the questions that will be posed for decisions by a specific group, as well
as the type and contents, will be crucial elements of the political system. The
political culture of a country will have an important role in the
implemcntation of such a new democratic proposal.

4. The direct involvement of citizens in political decision-making is orientated
towards the improvement and diffusion of social knowledge. Also the
proposed topic and the wish of expanding knowledge relative to the
scientific method will be important for the resolution of the problem. In
order to begin such a new political process, consideration could be given to
the proposals made by the traditional parties, and thereafter, with the help of
a “facilitator”, that is to say, by a specialist in scientific decision-making.
Thus, it would be possible to propose and prepare decision problems, and to
extract the knowledge relevant to the political learning process.

5. This relevant knowledge of the problem refers to patterns of behavior,
preference structures, stylized facts and trends. As a starting point in the
search for consensus between the parties (political parties and groups of
involved citizens), we could think in terms of obtaining an initial preference
structure which reflects what is common in the opinions of the actors
involved, that is to say, the nucleus with respect to some attribute considered
in t!;c[problem (for example, the consistency referred to in Moreno-Jiménez
etal, [15]).

6.  The resolution of the problem will eventually consist in the ranking of a set
of discrete alternatives, from amongst which either the best alternative or a
fm of alternatives would be sclected. To deal with these types of situations it
Is necessary that we employ a multicriteria framework that allows for the
resolution of problems with multiple scenarios, criteria and actors, and in
which the incorporation of the intangible and subjective aspects is
fundamental to the resolution of the problem.
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E-cognocracy is characterized by the following points:

a) It allows for the direct involvement of the citizens, thereby potentially
endorsing their participation in the democratic system.

b) It improves the control of the political system, it could reduce unintended
influences and dependencies on minority groups, as there will always be a
margin of votes to be won in each problem and moment in time. This will
lead to more extensive coalitions between groups which, n turn, will favor
more centrist and majority-supported positions.

c) It improves the overall knowledge of the system, strengthens the discussion
and the debate of ideas and leads to more negotiations and search for
consensus processes. Although the final solution is directed towards more
centrist and less extreme positions from a practical point of view (the world
of realities), this is not the case from a theoretical point of view (the world of
ideas). Here the improvement of knowledge can emerge from postures that
are in total confrontation, which, in turn, will favor learmning, given that a
larger conceptual spectrum is thereby made available.

d) It brings together people interested in a continuous knowledge “formation™
process. One of the objectives of Rawlsian social justice [21] is the equality
of social opportunities. Of course, there will be individuals who do not wish
to participate in the system, and it is questionable whether they should be
obliged to do so. Such continuous formation processes should allow for
equality of opportunity for all those who show an interest in it.

e) It permits the easy expansion and diffusion of knowledge, as well as the
creation of certain minimum ethical standards and the consideration of more
sustainable lifestyles. All this & favored by the actuality and interest of the
themes being debated, which will help in spreading the ideas and values that
emerge from the discussion.

f) The proposal is not a new one to discuss or alter representations in
democratic systems, but follows the line of the approval voting of Brams and
Fishburn {2] which could be extended to a more general situation where the
intensity of the approval is involved. This approach imposes rather a radical
change to the orientation given to these systems. Thus, instead of searching
for the election of representatives, what is sought is the creation and
diffusion of knowledge derived from scientific decision-making in the
government of the citizens.

g) The multi-criteria framework proposed to deal with the specific part (direct
involvement of the citizens) allows the voter to be incorporated in the
decision process through values and judgments. Here we should note that the
objective treatment of the subjective will challenge scientific research on
such procedures. As Bernard Roy [22] points out, this scientific character
will be given by the rigor, transparency and accessibility of the method
applied.
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With respect to the two basic processes (e-discussion and e-voting, which constitute e-
democracy), e-cognocracy adds a third one, e-cognition, which is oriented towards
the extraction and diffusion of knowledge (learning) in the decision making process.
Following the constructive approach, or the European school of decision analysis
(Roy, [22]), we incorporate a new step in the traditional resolution process of multi-
criteria models in order to leam about the processes and procedures involved (this can
be viewed as the “value added” of knowledge).

Obviously, when it comes to the use of computers and the Internet in any process of
decision-making, a number of questions arises with respect to data-security in the web
and the security of the system, something that can be nowadays solved by new

technical standards like the electronic signaturc7. Properties such as authenticity,
integrity, and confidentiality should be perfectly guaranteed through the use of
appropriate tools such as the PKI (Public Key Infrastructure)®. In this sense, Simon
French [5) suggests that the necessary attributes of this type of system are
competence, objectivity, justice and consistency.

4 Conclusions

If there is one key factor in the cultural and social transformation through which
mankind has been passing during the last quarter of the 20" century, then it is the
development of new electronic technologies. This new type of influence that
information and communication technologics are having on the bchavior of
individuals, organizations, or systems transforms our society.

To analyze the major socictal challenges in Europe, the Sixth Framework Program of
the European Union has established several priority rescarch lines which are currently

explored by trans-national research projcclsg. The results of these projects will
contribute dircctly to realizing European policies for the Knowledge Society'’, as was
agreed by the European leaders at the Lisbon Council of 2000, the Stockholm Council
0f 2001, and reflected in the e-Europe Action Plan'!,

Following this line of thinking, and in accordance with the new challenges for the
Knowledge Socicty of the 21* Century, this paper has formulated the gencral ideas
for a new democratic system, called e-cognocracy. As well as allowing for a greater
integration of the citizens in their own governance, and in accordance with the most
recent evolutionist theories, the aim of this proposed system is to direct the citizens’
efforts towards one of the essential activities of human living systems: the creation
and diffusion of knowledge referred to the decision making process followed by the

system, and the procedures employed by it in the scientific resolution of the problem
under consideration,

7 Scveral European states (¢.g. Austria) have already introduced such laws to encourage o
business and e-voting.

8 www.pao.gov/new.items/d04157 pdf

% 1.1.2 Information Society Technologies (IST); 1.1.7 Citizens and Governance;...

19 www.masie.com/masie/researchreports/elearning0700nate2.pdf (by B.R. Ruttenbur et al.)

" hutp://www.cimu.gov.mt/documents/e_curope.pdf
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In the context of the Knowledge Society and of egovernance, this new democratic
system, e-cognocracy, offers a new platform for the direct participation of the citizen
in governance. This new organizing approach is oriented towards the education of

society in values related to participatory and spatially distributed democratic and
science-based decision-making.

In this sense, it is necessary to develop new decisional tools, such as scenario
planning, advanced visualization, web accessible group support systems and general
decision-making tools, etc., that improve the transparency of the process. More
attention must be given to the articulation of individuals’ conflicting interests, the

communication between the actors involved in the resolution process and the
effectiveness, efficacy and efficiency of the negotiated processes.

Our views are based on four main characteristics. First, they incorporate the new
devclopments of the science of decision-making, that is to say, the inclusion of the
subjective, the intangible and the emotional, with special emphasis being placed on
the human factor. Secondly, they use the multicriteria decision-making paradigm as
its methodological support (see Moreno and Polasck [18)).. Thirdly, as operational
support, our approach offers a series of decisional tools which are implemented in
interactive decision support systems and connected in networks. It allows taking
advantage of the potential offered by the new technologies to facilitate the tasks faced
by individuals and systems as regards their own management and government,
Finally, it favors the development of socially recognized and pursucd values, such as
knowledge, freedom, peaceful coexistence, formation, participation, sclf-governance

and European integration (meaning the elimination of geographical, cultural, political
and technological barriers).

In this sense, the research line followed in this paper opens the way to one of the areas
of multidisciplinary collaboration with the brightest future in the ambit of the
knowledge society, that is to say, the integration of decision support systems, multi-
criteria techniques and citizens’ e-governance. In summary, we scek to develop tools
which - orientated fundamentally towards the human factor and its full participation
in the Information Society - make it possible for all individuals to gain access to a
multitude of services and applications and, in gencral, to knowledge. This requires the
integration of communication and computer networks in a context of barrier-free
technologies and ecasy-to-use human interfaces.

Obviously, there are many questions, both technical and philosophical-
methodological, which remain open and need further detailed consideration. From a
technical point of view, the decisional tools (including data mining, artificial
intelligence, simulation, prediction, visualization...) are employed in knowledge
management (Tissen et al. [23]). The spectrum is quite wide: it runs from it.s
extraction up to its representation and, finally, its exploitation, and must be studied in

greater detail than is possible in this purely precursory, motivating and introductory
work.

From a more philosophical point of view, there is a fundamental clement in thg
success of any social innovation process such as the one that is proposed here. If, in
general, a society and its leaders are often resistant to structural changes, then they
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will be also less enthusiastic about a system change that involves two important
pillars of powers: representation and knowledge.

The implications of an e-cognocracy system have a direct effect on politicians, since
e-cognocracy tries to change the quality of the democratic representation and the
transparency of the decisions. This process involves the creation and diffusion of
public knowledge that is characteristic of e-cognocracy. This clement could have an
unfavorable impact on the group which must finally present and approve, if this is the
case, the proposal. The fact that our politicians must approve a new political
procedure that has a direct effect upon their future position will have a big impact on

the acceptance of the new system.

This process should be accompanied by a program that will educate citizens, their
leaders and, in general, the society at large, in order to support the feedback in sclf-
organized dynamic systems. The use of public knowledge in an enlarged political
process of political participation and decision-making is the road towards social
progress, which we considered as an evolutionary step in a life-long continuous
process of learning.

For this purpose, we suggestcd in Morcno and Polasck [18] the multi-criteria
framework as a way to deal with the modeling and resolution of complex problems.
Similarly, in the context of one of the most widely uscd multi-criteria techniques,
namely the analytic hierarchy process (AHP), we propose some decisional tools
(analytic and informatic tools) orientated towards scarching for the relevant
knowledge associated with the decision making process and the procedures employed
within it. This process of knowledge transmission will be reflected in political
behavior, trends, education, and decision making, and can be the starting point of a
consensus-oricnted negotiation process. It could be a new way to solve problems of
high complexity more effectively than in our current democratic system.

We would like to end our essay with the motto:

There is no democracy without freedom; there is no freedom without knowledge.
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Abstract. This paper evaluates some of the technological factors that
could help to reduce the impact of eGovernment in current society. Then,
ergonomics are used to provide some guidelines to design systems that
could be easily accepted by users. We focus on security, which is one
of the main concerns of Information Society Technologies (IST) users.
Regarding ergonomics, we discuss different security options and propose
a design based on biometrics, specifically on signature verification. Some
preliminary tests to support the proposed design have been succesfully
conducted and are also presented in the paper.

1 eGovernment and Identity Management

In recent ycars, the impact of technology in socicty is increasing. Particularly,
Internct has become one of the most important links between people and tech-
nology in the last decade. Nielsen reports in 2002 state that a 40 % in average of
people in developed countries is connected to the web. It might be of interest to
note that on top of the statistics are some Europcan contries, like Sweden (67,86
%) or Denmark (62,99 %), over countrics like US (59.85 %) or China (59,55 %).
It is also estimated that the percentage of connected people in countries below
a 40 % will incrcase exponentially in the following few ycars.

Because of the influence of Internet, one of the best examples of the Informa-
tion Socicty Technologies (IST), people have quickly adopted new ways of com-
municating both in business and in personal life. However, it has been extracted
from scarch patterns and browsing statistics that Internet users are becoming
less and less patient [12]. Nowadays, society expects information and services
to be online and available around the clock in our homes, schools, libraries and
work places. Government is responding to these new demands.

cGovernment is the use of IST in public administrations to improve public
scrvices and democratic processes and to support public policies. Government
agencies are meant to work together to use technology so that they can better
provide individuals and businesses with government services and information.
Most efforts on the subject have been focused on establishing common standards

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Government and e-Democracy: Progress and Challenges
© IPN, Mexico 2004.
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across government, delivering services more effectively and providing ways for
agencies to work together using technology. Basically, eGovernment is expected
to deliver enhanced services to individuals in terms of efficiency, time and cost
and to provigle a bett‘er environment to build a knowledge-based economy and
sustained prosperity. 3 '

An increasing effort is currently being dedicated to eGovernment. Thus far,
pilot experiences [3] have shown promising results, as residents are increasingly
participating in online discussions and opinion polls about key local issues. Pilot
experiences in e-voting |1] have also pointed out that IST may increase partic-
ipation, particularly among young people who, traditionally, abstain from vote
more that their elders. At this point, it has become clear that eGovernment
is not a fashion item, but a major step forward in communications that has
been accepted internationally. Hence, it is important that the government helps
minimise the gap between people and IST.

eGovernment is particularly expected to be of key importance for mobil-
ity. EU-citizens are expected to travel from one Member State to another, and
they will want to access and interact with public services that they are entitled
to without complexities, delays and bureaucracies. Examples include access to
medical services, tax submissions and rebate, access to social security services,
electronic voting, pensions, identitification with authorities, etc. The govern-
ment must consequently provide easy access to their rights anytime, anywhere.
The mechanism for accessing those rights and meeting the obligations should be
simple, straightforward, easily understandable and accessible anywhere anytime
within the Member States. Citizens should also be ensured that their privacy
and personal data are secure and protected, and will not be divulged into or
passed on to anybody else without their authorisation.

One of the main issues to be solved in eGovenrment is Identity Management.
Identity Management 4 is an identification mechanism to grant privaf:y and se-
curity to users [2]. Currently this is done mostly by paper. Elc.:ctro:.nc Identity
will complement or perhaps even replace the paper-based 1dent1ﬁcat.10n by elf:c-
tronic means, which brings in huge advantages of availability of the information
anytime anywhere. However, implementation of this Faises a number of tech.no-
logical and organisational issues, such as security, privacy afld data prot.er_:'tlon‘,
interoperability, forms of identity management, authentication by the Cltl&en.&,
access of services, etc. The European Commission has been requested to propose
a coherent approach to advance identity management for eGovernment.

This paper focuses on ldentity Management for eGovernment applications.

Authentication is not a new problem. However, if it is related t.o eGovernment,
ht constraint the design of these sys-

there are several considerations that mig

3 The indicative budget allocated to the Thematic Priority " Citizens and governance

in a knowledge-based society” for the duration of FP6 is EUR 225 millicfn. _—
4 Identity Management is, in fact, one of the research areas proposed in

research in eGovernment. See - - —
http //E'uropa.eu.int/informntion.soctety/progmmmes/eyov rd/ foc
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tems. Thus, we first analyse the factors that could have a negative impact on
spreading eGovernment, specifically in the European Union (EU), from a tech-
nological point of view. Regarding these factors, several considerations related
to technological design are presented in section 2. Section 3 discusses on differ-
ent security options. According to the criteria presented in section 2, we focus
on biometrics and, more specifically, on signature analysis. We explore current
trends and describe their pros and cons. Section 4 presents a proposal to use
signature for verification and automatic generation of digital PINs. In order to
prove the feasibility of our proposal, a basic system is briefly outlined and tested

in the same section. Finally, conclusions and future work are presented in section
5.

2 The Digital Divide, Ergonomics and Cognitive
Engineering

eGovernment may be preferred by people to access government services and in-
formation for a variety of reasons: i) it may be difficult or expensive to visit
a government office; ii) printed material may not be easy to obtain and keep
updated; iii) traditional information might not be easy to share; and iv) queues
may be avoided and time may be saved. Even though this is obviously an ad-
vantage for people living in remote areas and busy people as well, there are still
some sectors of society who might be reluctant to use eGovernment. Polls (e.g.,
[8]) seem to point out that the most relevant factors, from the user’s point of
view, to adopt or not IST are cost (20 %), privacy (19 %), security (13 %) and
content reliability (9 %). These polls obviously show a general concern about
authentication. However, these polls usually focus on Internet users rather than
on general society. From this point of view, it is also very important to take into
account that some groups may be disadvantaged to benefit from IST. One risk
usually associated to IST is that it may accentuate existing social divisions, a
fact known as the Digital Divide (DD) [5).

The DD has been reported to present four main dimensions: political, so-
cial, economical and geographical. Politically, governments are required to grant
universal access to the Information Society to citizens. Socially, DD is a func-
tion of age, gender and occupation, where the division obeys mostly to existing
IST skills in population groups. Economically, it is obvious that underdeveloped
countries can not deal with IST as well as rich countries. Finally, the lack of
infrastructure in some areas may be a strong disadvantage to use IST. However,
the greatest divide has been reported to come from education [5]: people less
educated have fewer chances to use IST. Bridging the DD in well developed
countries has been a challenge, but it is far more difficult in the rest of the
world. Less developed countries, especially those in the south, are often plagued
by limited infrastructure, low income and literacy levels, and restrictions on free
expression and democratic participation. 3 Hence, strong policies are going to be
® See htip : //www.digitaldividenetwork.org/
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required to reduce the DD in terms of availability and affordability. Availability
can be understand in terms of infrastructure, but also in terms of response to

the user needs. Affordability covers not only costs but also the skills needed to
access the technology.

It is a proven fact that people are adaptable. They can tolerate mild devia-
tions from optimal designs of the equipment they use and the environments in
which they work. However, there is a limit to this adaptation. Beyond such a
limit, there is a cost, which can be estimated in terms of efficiency, discomfort,
frustration and dissatisfaction. These problems can be avoided if an ergonomics
approach is used. The word ergonomics derives from the Greek words ’ergon’
(work) and 'momos’ (laws). It is an area of science concerned with the fun-
damental understanding of interactions among humans and other elements of a
system, and the application of appropriate methods, theory and data to improve
human well-being and overall system performance. Ergonomics is also referred
to as human factors or human factors engineering. Given the importance of er-
gonomics in current technology designs, it is only natural that ergonomic factors
are also used to reduce the Digital Divide. The key to ergonomics is to keep
a user-centred framework [11]: it is necessary to consider persons at the cen-
tre of interest and analyze their surroundings in terms of the equipment being
used, the features of the physical environment, and the social context. A user-
centred approach to design and evaluation has many advantages, including: i)
improved reliability ; ii) products that are easier to use; iii) better efficiency; iv)

greater user comfort; v) faster learning times; vi) fewer errors; and vii) easier
maintenance.

Experience with new technology has shown that increased computerization
does not grant improved human-machine system performance. Poor use of tech-
nology can result in systems that are difficult to learn or use and even may
lead to catastrophic errors [7]. This may occur because, while there are typically
reductions in physical workload, mental workload has increased [14]: in many
environments computerization has shifted the users’s role from manual control
of simple systems to supervisory control of highly complex, automated systems.
This strong reliance on the user skills is a typical failure of design. The user’s
limited attention resources are shifted to the interface in order to identify desired
data, configure working parameters and provide a proper feedback. Cognitive re-
search provides insight and guidance in areas such as the effects of practice on
performance, rational decision-making, and expert problem-solving in the user
interface. Specifically, cognitive engineering is an interdisciplinary approach to
the development of principles, methods, tools, and techniques to guide the de-
sign of computerized systems intended to support human performance [15]. A
fundamental goal of cognitive engineering is to translate knowledge of human
information-processing characteristics into principles and techniques for human-
computer interface design [10], so that systems that are easy to learn, easy to
use, and result in improved human-computer system performance. In terms of
security, cognitive engineering aims at identifying unique features in the user
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that he/she can provide in a simple, straight way. Thus far, most efforts have
been centred either on PINs, smart cards or biometrics.

3 Biometrics for Identity Management: Dynamic
Signature Verification

As discussed in the previous section, the simplest way of bringing people close
to IST regarding ergonomics is to bring interfaces as close as possible to al-
ready widely accepted systems. Nowadays, the most commonly accepted iden-
tification systems to grant access to the right information or service are PINs,
passwords and signatures. Smart cards are also under study. However, various
competing and proprietary technologies in smart card markets pose problems for
institutions interested in large-scale deployment, as there is risk of technology
obsolescence or over-reliance on a single vendor. Besides, tokens, such as smart
cards, magnetic stripe cards, and physical keys need to be carried and can be
lost, stolen, or duplicated. On the other hand, human memory is not completely
reliable: PINS and passwords consist of long strings of letters and numbers that
need to be memorized and can be used by anyone. It has been recently estimated
that at least 40 % of all help desk calls are password or PIN-related. Losses at-
tributed to fraud, identity theft, and cyber vandalism due to password reliance
run into the billions.

Biometric methods of identification are currently being used to replace the
less secure ID/Password method of user authentication. Biometrics focus on the
physical uniqueness of individuals. Once identified, significant physical features
can be exactly measured, numbered, and counted. The statistical use of varia-
tions in these elements of living organisms is known as biometrics. Biometrics
are particularly useful for Identity Management, in which people are recognized
by biometric-based security systems according to their own unique corporal or
behavioral characteristics include fingerprints, voice, face, retina, iris, handwrit-
ing, and hand geometry. Using biometric identifiers for Identity Management
reduces or removes reliance on tokens. While passwords have in fact nothing to
do with a person’s identity and have proven to be mildly easy to decode, with
biometric security the access-enabler is the person, not something he/she knows
or possess. After years of research and development, biometric security systems
are now in the forefront of modern security. Although public acceptance has
lagged behind expectations for certain biometric applications, many concerns
have been dispelled through persistent engagement and education.

Most biometric systems can be fine-tuned to work in high security or low
security environments. Increasing security sometimes makes systems reject reg-
istered users, resulting in an increased False Rejection Rate (FRR). In these
cases, user training may be needed. If security is set too low, though, the False
Acceptance Rate (FAR) may increase. Popular biometric systems in use include
iris recognition, voice recognition, and fingerprint recognition systems. Iris recog-
nitit?n is extremely accurate but expensive to implement and scanning the human
eve is  sensitive that find A typical sys-
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tem is much less expensive but often exhibits unacceptably high FRR stemming
from illness, hoarseness, or other throat problems. Fingerprint recognition is
generally considered the most practical choice for its reliability, non-intrusive in-
terfaces, and cost-effectiveness. However, regarding ergonomic factors, signature
recognition, also known as Dynamic Signature Verification (DSV), is the least
controversial of all the biometric technologies because of its natural occurrence
in everyday transactions. Individuals are less likely to object to their signature
being confirmed as compared to other possible biometric technologies. Besides,
DSV is by far the least expensive of current biometrics on the market today.
Currently, over 100 patents have been issued regarding signature verification.
DSV systems are already in use in places like Chase Manhattan Bank, Internal
Revenue Service (IRS), Employment Services in England, some pharmaceutical
companies and visitors to Pentonville Prison in England. It is expected that DSV
will become more of an everyday occurrence in society because of high public
acceptance and its efficiency. DSV also presents a major advantage: even peo-

ple not familiar with technologies is used to signatures for authentication and
validation.

The main drawback of biometrics is that, in order to minimize the risk of
loss, raw biometric data for authentication should neither be stored nor shared.
Once biometric data is compiled into a database or accessible over a network,
biometric information is simply data and it can be stolen. Any design based on
biometrics must include the possibility that there is a loss of control over the
authenticating data. Biometric systems require measures of loss recovery. The
authenticating entity can control the template, and the encryption method of
the biometric but never the raw authenticating data. This problem could be
partially solved by separating the authentication technology from verification
processes. Basically, when the user’s signature is available, all parameters re-
quired for authentication are checked. Then, once his/her identity is confirmed,
a feature extraction method is used to extract from the signature a stable set
of characteristics that can be used as a digital PIN. This PIN does not need to
be transmitted: it can be extracted by any government entity having acess to
the signature and the adequate technology. It is important to note that, in this
case, the PIN does not need to be memorized, is not chosen by the user and can
not be forgotten because it is extracted from the signature in a straight way.
Besides, since identity is already verified when the PIN is produced, forgery is
not obvious. Finally, no raw biometric data is exchanged. Next sectif)ll presents
a rough algorithm to extract a PIN from a signature to support t!us proposal.
It is important to keep in mind that it is not a final design but simply meant
to prove the feasibility of using signatures in authentication for eGovernment
applications. In order to grant the uniqueness of a given feature vector, not only
global shape should be taken into account but also temporal‘ feaf.ures. Neverthe-
less, the proposed design would be enough for authentication in a non-global,
bounded environment.
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4 Verification and Digital Identity: a Signature Coding
Method

DSV systems analyze two different areas of signatures: signature specific fea-
tures (static) and signing specific features (dynamic) like speed, pen pressure,
directions or stroke length. Some systems like UNIPEN 4] rely mostly on pen-tip
velocity, but such systems are not suited for children or handwriting with tremor
because they are sensitive to speed and regularity. Consequently, most systems
(e.g., [9] [16]) combine both static and dynamic systems. The main drawback of
static features is that the number of features to analyse is usually very large,
ranging from a few dozens to hundreds. There are techniques to determine which
of the features available carry more information [6]. However, even after chosing
the most suitable features, it is not obvious to differentiate between the consis-
tent parts and the behavioral parts of the signature that may change with each
signing. Verification typically relies on statistically gathering enough informa-
tion to grant that identification is correct despite existing feature differences.
However, in order to also extract a digital ID from a signature, it is necessary to
select a set of features which remain constant despite signature changes. It can
be observed that strokes, angles and symmetries may change mildly from one
signature to another even when they are taken from a person at consecutive time
instants (Fig. 1). However, a human can easily recognize signatures belonging to
the same person because they globally present the same shape. Shape has been
reported to be of key importance in planar object recognition applications [13],
which are typically resistant to mild local shape variations and capture condi-
tion changes. Hence, if global shape could be represented by a feature, it could
be a consistent part of the signature. It is important to note that authentica-
tion must not rely uniquely on shape because, in absence of dynamic features,
forgery could be easy. We propose to use both static and dynamic features in
signature for authentication, like in [9] or [16], and, once the person is identified,
a feature representing the global shape of the signature as a digital ID. Next
subsections present a methodology to extract such a feature which has already
been succesfully applied to planar object recognition [13].

4.1 Preprocessing

In order to process the shape of a signature, some preprocessing is required.
First, a dilation stage is used (Fig. 2.b) to remove small discontinuities and
partially soften noise. The goal of this process is to obtain a single closed shape.
Then, a region growing process is performed. The seed is set at the boundaries
of the image to grant that the region that grows is the background. !%fter the
background is removed, whatever remains is the global shape of the signature

(Fig. 2.c).
4.2 Shape Representation

Curvature is a measure of how much the contour of a shape bends at each point.
Many techniques rely on curvature to represent 2D shapes because curvature 15
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Fig. 1. Different signatures from: a) person 1; b) person 2; c) person 3.
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Fig. 2. Preprocessing: a) original signature; b) dilated signature; c) region growing

usually: i) meaningful; ii) resistant to geometric transformations; iii) robust to
occlusions; and iv) computationally feasible to calculate. The authors proposed
a method to calculate curvature in [13] that is also very resistant against noise
and adapted to the natural scale of the curve. The proposed method consists of
the following steps:

— Contour encoding by means of an incremental chain code. The incremental
chain code associated to a given pixel n is a vector (Ax(n), Ay(n)) which
presents the difference in z and y between points n and n + 1 of the contour.
Further steps will represent the function by means of a code adapted to the
natural scale of the curve

~ For every point n, calculation of the maximum contour length k(n) free of
discontinuities around n. The value of k for a given pixel n (k(n)) is cal-
culated by comparing the Euclidean distance from pixel n — k(n) to pixel
n + k(n) of the contour (d(n — k(n),n + k(n))) to the real length of con-
tour between both pixels (lnaz(k(n))). Both distances tend to be equal in
absence of corners, even for noisy contours. Otherwise, d(n — k(n),n + k(n))
is significantly shorter than lmaz(k(n)). Thus, k(n) is the largest value that
satisfies:

d(n — k(n),n + k(n)) > lmaz(k(n)) = U (1)
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being Uy a constant value that depends on the noise level tolerated by the
detector.

— Calculation of the incremental adaptive chain code (Az(n)x, Ay(n)y), asso-
ciated to n. This new vector shows the variation in x and y between contour
pixels n — k(n) and n + k(n) and it is equal to:

n+k(n)
Axmp= Y Aai) @

j=n—k(n)

n+k(n)

Ay(n)x = Z Ay(7)

j=n-k(n)

— Calculation of the slope of the curve at every point n. We consider that the

slope at point n can be approximated by the angle between the segment
(n — k(n),n + k(n)) and the vertical axis. This angle is equal to:

Ang(n) = arctan (2—;-((1:3—:) 3)

— Calculation of the curvature at every point n. The curvature at every point
n can be defined as the slope variation respect to n, d(Ang(n))/dn This

value can be approximated by the incremental A(Ang(n))/An, or locally by
Ang(n + 1) — Ang(n).

Fig. 3 presents a signature and its curvature function (CF). A high point in
the CF means that the curve bends a lot at such a point. Hence, corners in the

signature are peaks in the function, whereas flat segments correspond to lengths
of constant curvature.

15

OSl '}i
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Fig. 3. A signature and its curvature function
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4.3 PIN Extraction

CFs are not valid to work as PINs because: i) they may present shiftings; ii)
their length depend on the signature scale; iii) they may be affected by distor-
tions and local changes. Thus, further processing is required to achieve a stable
shape feature. The authors proposed in [13] a process to reduce a curvature func-
tion to a 10 elements vector which is resistant against noise, transformations and
mild distortions. First, curvatures are represented in the Fourier domain to avoid
shiftings. Because of the low pass nature of the CFs, Fast Fourier Transforms of
CFs (||CFFFT||s) conform a subspace of this space and its intrinsic dimension
P is lower than N, being N the number of points of a ||CFFFT||. Using Princi-
pal Components Analysis (PCA), the best approximation of a ||CFFFT|| when
projected onto a P-dimensional subspace is achieved by the P Principal Com-

ponents associated to the P higher eigenvalues of their autocorrelation matrix.
P

The orthogonal basis conformed by these P components, {5;} , is used to
k=1

obtain the feature vectors for new planar shape. Given a new shape, its associ-

ated feature vector Y is obtained by projecting its || CFFFT|| onto the proposed

orthogonal basis. Y presents only P components and it is as resistant to noise
and transformations as the corresponding ||CFFFT||.

N-1

i=0
In this specific case we have statistically evaluated that 10 Principal Compo-
nents are enough to explain most of the variation in a signature ||CFF FT||. Fig.
4 presents different signatures from the same person and their feature vectors.
It can be noted that, despite the obvious differences in strokes and proportions
in the original signatures, all vectors are very similar. Thus, either any of them
is used as a prototype or, after gathering some signatures, the prototype is cal-
culated as the average of them all. This prototype becomes the digital PIN as-
sociated to the signature. Whenever a person is authenticated, both by dynamic
features and vector matching, he/she receives the prototype of his/her signature
as digital PIN. It can be observed that a 10 elements digital PIN is harder to
hack than the usual four digit PINs currently available. It is also interesting to
note that there is no need to store prototypes locally as long as a digital picture
of a signature and a copy of the vector extraction algorithm is locally available.
In this case, people could be authenticated by dynamic features, as proposed
in [4], and vectors would be locally generated each time and matched ouly in

reception.

4.4 Examples

In order to be useful as digital 1Ds, not ouly should vectors extracted from
signatures of the same person be similar but also different from }'ectors of other
persons. This subsection presents a simple test to show that a signature can be
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Fig. 4. Three signatures from the same person and their feature vectors.

identified using the proposed global shape feature. It is important to note that
even signatures corresponding to the same person may change from time to time.
Hence, the feature vectors of such signatures may also present small variations.
This basically means that a signature is not recognized when a perfect match
is found, but rather when the distance between the input feature vector and
the signature prototype is lower than a threshold. Thus, in order to be reliable,
a signature feature vector must be not only similar to its prototype but also
different enough from other prototypes.

Fig. 5 presents a test with nine signatures from three different persons. Iden-
tification is correct if a signature is more similar to its prototype than to any
of the other ones. It can be observed that even though signatures corresponding
to the same person are globally similar, they present some differences. Fig. 5
presents the Tanimoto distances of every signature in Fig. 1 to the prototypes of
the signatures of persons 1, 2 and 3 in the same figure. The dot line represents
the distances to the prototype of person 1, the dash line represents the distance
to the prototype of person 2 and the continuous line represents the distance to
the prototype of person 3. It can be easily appreciated that all signatures from
person 3 (left side of the plot) are significantly closer to prototype 3 than to the
rest of the prototypes. The same occurs with signatures from persons 1 (middle
of the plot) and 2 (right side of the plot). It is important to note that even
though all signatures from the same person are similar, they are not equal at all:
no constraints were put on persons when signatures were captured. Nevertheless,
the distance between the shape vector and the prototype of each of the three

persons is clearly lower when the signature is his/hers. Thus, these prototypes
could be used as digital IDs as proposed.

5 Conclusions

In this paper, given the key importance of security on eGovernment, we have
analysed different technological factors that might have a negative impact on the
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development of eGovernment initiatives. Among these factors, several studies
have reported that the most important one seems to be education. Specifically,
technological education seems to be required to accept IST in day to day life.
Reports point out that in the EU the gap between those who may be dissad-
vantaged to use IST and those who are not seems to be increasing. Thus, an
important effort is required to reduce that gap. Specifically, ergonomics can be
applied to reduce this gap by bringing IST closer to people who may have no
technological skills. Keeping all this discussion in mind, different security tech-
nologies available nowadays have been evaluated. We have focused on signature
verification, which is expected to be easily accepted by users because of its nat-
ural occurrence in everyday transactions. Then, we have discussed the pros and
the cons of current signature verification systems and we have proposed a techni-
cal solution to extract an stable digital ID from signatures after authentication.
Finally, we have discussed the advantages of doing so. To prove the validity of
the proposal, we have also outlined and tested a simple and fast algorithm to
extract such an ID from the global shape of signatures. IDs in this work present

10 digits and, hence, are more difficult to hack.
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Abstract. Knowledge engineers have been working in the legal domain since

the nise of their discipline in the mid-cighties of the last century. More and more
knowledge engineering is not just seen as a way of capturing and distributing

(legal) knowledge by means of the knowledge-based systems created, but as an
analytical approach that helps to improve legal quality. Improving legal access

of course remains equally important. This insight has lead to the application of
knowledge engincering methods at a much earlier stage in the development of
normative systems (including legal systems), preferably when the (new) norms

are created or adapted (legislation drafling). A good example of this approach is
the POWER-approach developed in the Netherlands by the Dutch Tax and

Customs Administration (DTCA in Dutch: Belastingdienst) and some partners

(see e.g. Van Engers et al., 1999, 2000, 2001, 2003). This POWER-approach
offers both a method and supporting tools that support a systemalic translation

of (new) legislation into the administrations’ processes. This paper describes

how this systematic approach that has its origins in knowledge engineering can
help to improve legal quality. The POWER-method not only helps to improve
the quality of (new) legislation. It also supports codification of the legal

knowledge into procedures, computer programs and other designs. One of the
advantages thereof is the reduction of the time-to-market of the implementation
of legislation and its increased transparency (which will lead to reduced
maintenance costs. In this chapter we will focus on legal quality improvement
and explain some knowledge representation techniques that we use to enable
this. In contrast to other knowledge modelling approaches the POWER-
approach is focused on modelling legal sources rather than expert knowledge.
Expert knowledge however is needed 10 find the correct interpretations but also
for efficiency reasons. Starting with representing the (legal) experts’ knowledge
(using scenarios) helps to find the adequate scope (the legal sources to be
analysed). Confronting the expert with differences between the model build out
of the experts' knowledge and the knowledge that can be distilled out of the
other knowledge sources (specifically the law) causes the legal experts to see
things in a different light and has often led to changes in the law.

J. Padget, R. Neira, J. Diaz de Leén (Eds.). e-Govemment and e-Democracy: Progress and Challenges
O IPN, Mexico 2004,
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1 Introduction

Getting the right knowledge at the right place at the right time has always been a grecat
challenge for governments since this inflicts the ability to effectuate the legislative
power to regulate and control. The Dutch Tax and Customs Administration (DTCA)
has developed a method and supporting tools supporting the whole chain of processcs
from legislation drafting to executing the law by government employees and citizens
(see e.g. Van Engers et al., 1999, 2000, 2001, 2003). These method and tools resulted
from the POWER rescarch program (Program for an Ontology-based Working
Environment for Rules and regulations), a research program that was partly sponsored
(the E-POWER project) by the European Commission through the IST 5th framework

program.

The motive behind running the POWER program is that drafting and implementing
new legislation is a rather time, encrgy and money consuming process consisting of
many inter-connected processes. These processes arc very vulnerable to errors. Not
only because of the intrinsic complexity of the law, but also because mostly a large
number of people is involved in these processes as wells as of the complexity of these
processes themselves. Varying interests have to be aligned and communication
difficulties due to differences in technical jargon have to be overcome in both drafting
and implementing changes to legislation. The same holds when completcly new
legislation has to be implcmented.

The knowledge and experience needed to create new laws or adapt existing oncs,
specify, design and implement procedures and systems in legislative domains is very
scarce. A (picce of) law should reflect the intentions of the political responsible
minister and should also meet some quality criteria such as clarity and consistency
from the perspective of the law-enforcement organization. This is the responsibility
for the legislation drafters that are responsible for drafting the new law.

The people responsible for implementing the law (i.e. the administration) have to
adapt the procedures, processes and information systems to the new law. Also risk
diagnosis, assessment- procedures and audit measurements have to be designed and
implemented as well. Needless to say that next to this, political and social-
environmental requirements have to be taken into account. One of these requirements
is the need for diminishing the administrative costs for the citizens.

Between drafting new legislation and enforcement thereof a chain of processes has to
be managed and aligned. Preventing errors as early as possible in this chain can save a
lot of time and money. Not only at the design stage but even more during the law-
enforcement stage. Unintended use or even worse abuse is often due to anomalies in
the law. Also, the position of the government is much stronger when involved in a
dispute if the law is very clear with respect to the object of disagreement.

Many legislation drafting departments at the different ministries already have their
own quality insurance techniques. Furthermore in many cases the ministry of Justice
has a special role because they are usually responsible for the overall legal quality of a
country. Despite all the effort that's been spend on improving legal quality using
traditional measurements, such as co-reading (peer reviewing ctc.) many anomalics
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can still be found in recently drafied legislation. The situation is even worse in
situations when existing legislation is adapted.

Quality insurance measurements also exist for the other processes in the chain
mentioned. Most attempts to achieve quality improvements however focus at just one
of the processes involved. In the approach developed in the POWER-rescarch
program we consider each of these processes as equally important. We furthermore

stress the importance of managing the chain rather then the distinctive processes
themselves.

Improving legal quality is just one of the three main goals of the POWER research
program. The other two goals are reduction of total cost of ownership (TTO) of the
(knowledge-based) systems intended for the support of civil servants or of citizens

and sccondly, reduction of time to market (TTM) i.e. the specd with which these
(knowledge-based) systems can be created.

The POWER-approach supports the finding of anomalies in legal sources. Central in
the approach is the central role for formal (and semi formal) knowledge
representations. In the POWER-approach different knowledge representation formats

are used. This paper describes how these knowledge representations are used and how
they contribute to improving legal quality.

The knowledge representation formats discussed in this paper are procedural
description called *scenarios’” (which are more or less comparable to UML action
diagrams) and POWER-conceptual models (expressed in UML/OCL). Although
scenarios (see section 3) lack the benefits of a strict formal model expressed in UML/
OCL (van Engers et al., 2001 [3) and [4]) they are useful to provide both analysts and
experts with a good insight in the legal domain represented, especially when the
legislation involved is to be used in a categorization or assessment task. Sccnarios
also proved to be an exccllent mcans of communication with experts and
representatives of disciplines involved in the implementation of legislation (sece Van
Engers et al. 2002 [7]).

This chapter that is based on previous work (sce Van Engers and Bgckcnoogen ?003)
we present some results form a project that was aimed a improving the quality of
legislation and the investigation of consequence of implementing a new law. We
illustrate the results with scenario's and parts of POWER-conceptual models.

2 Verification and Validation

The quality of the law enforcement depends on the quality of theilegiStation l}:sqf-an(ti
on the quality of the knowledge-bascd systems that are actually pscd in the ¢ u:nt
handling processes as well. Many approaches have been dcscnbed- that aim z':l
improving the quality of legislation (sce €.g. Voermans 2000) or nml[:rovmgl 9192
quality of knowledge bases used in knowledge-based systems (sec e.g. Freece

and Vanthicnen 1997).
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Legal sources (including law texts) suffer from different quality problem, some of
them are fundamental ones. First of all the legal sources are expressions in ‘natural’
language (*natural’ is between quotes because many citizens might consider a piece of
law beyond the language they are familiar with). Natural language often is ambiguous
and this feature can not always be avoided even when it is used to specify a normative
system (e.g. a specific law). Besides this feature of the natural language that is used to
carry the desired behaviour of the normative system described by the legislator other
sources of vagueness exist. Legal sources often contain so-called open evaluative
terms. These terms are intentionally used to achieve a certain amount of sustainability
(i.e. making the regulation robust to a certain level of change in the world that is
subject to the regulation). Another reason for vagueness is due to the fact that
legislation often results from a political debate and is as such a compromise of

different intcrests.

Two techniques, verification and validation (V&V), can be used to test the quality of
the knowledge representations.  Validation deals with testing the knowledge
representation against the legislation drafters’ intentions. Verification deals with the
consistency of the formal representation, while validation deals with the intentional
aspects of the representation (does the model represent what it should).
Spreeuwenberg et al. (Spreeuwenberg 2001) show how automated supported
verification processes can be applicd on formal legal models. VALENS for example
is a verification tool that operates on a rule-based system hich is a specific
representation form of a formal model). VALENS can be used by a developer after or
during construction of a rule-base or can be integrated in a tool that allows users to
write their own business rules. The output of the tool is a document in which all
invalid rules (combinations) detected are reported. Each fault is classified and
explained.

The problem with verification procedures like the one supported by VALENS is that
these procedures can only be applied after most of the hard work has already been
done, i.e. constructing a rule-base. Since this process of formalizing the legislation
into a formal representation generating arule-base out of it (van Engers et al., 200!
[5]) and applying a verification process to it, usually takes some time even when it is
supported by tools such as the Power-workbench, a less subtle and profound approach
is necded to satisfy the practical needs of legislation drafters and policy makers need
feedback .Especially if in the drafting process, where these drafters deal with the
politicians and other influential stakeholders feedback is needed in a much earlier
stage. Furthermore it is not always necessary to design a (rule-based) system at all.
Therefore a less labour and time intensive method derived from the original Power-
mecthod that helps to find anomalies has been developed. That method is called the
Power-light method. The fact that no formal model actually results from that Power-
light approach is a small price to pay, given the demands mentioned earlier.
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In this chapter we will show how the POWER-approach can be used to detect
anomalies in legislation. The Powerlight method works quite similar, except for the
fact that formalization only takes place in the modellers’ mind. During the modelling
process using the POWER-method, more defects are found than would have been
found when applying automated verification (e.g. with VALENS). Automated
verification, combined with conceptual modelling, is still very valuable because it
might detect defects that have not been noticed during the modelling of the
legislation. Automated verification has also proved its value when applied to a
knowledge-base that has received maintenance (Gerrits et al., 2000). In the same way,
it could be applied to changed conceptual models due to changes in the legistation.

In the project we describe in this chapter we didn’t apply VALENS, nevertheless as
an illustration, we will indicate which of the examples of errors found are errors that

could have been found with VALENS if we would had applicd it to the corresponding
rule-based implementation.

3 Scenarios
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Figure L Example of a (part of) a scenario called "determine entitlement to a
government subsidy for day nursery"”

Before making a formal representation of a certain domain it Proved to be' helpful to
first understand a bit about the legal domain. This is best obtained by looking at how
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some (prototypical) cases are solved that correspond to a certain target group. The
reasoning strategies of legal experts used for the solution of these (hypothetical or
real) cases can be represented in a kind of procedural representation like a decision
tree which can be expressed in e.g. UML action diagrams. Within the POWER
research program we use a special form of such action diagrams which we call
‘scenarios’ because they represent the possible scenarios of solving cases (sce also
Van Engers et al. 2002 [7]). ’

We experienced in the projects ran at the DTCA that developing such scenarios at the
start of the knowledge modelling process helped both knowledge analysts and legal
experts, especially in case of modelling new or complex legislation.

The process of creating a scenario goes starts by asking the experts to explain how he
or she applies the legislation (within the domain of interest) to a certain prototypical
case. This reasoning strategy is then mapped onto a decision tree. The decision tree is
subscquently elaborated until all cases within the range of interest can be "handled"
by the decision tree. The join of all scenarios corresponding to solving a case using
the legal source(s) forms the final scenario: a map of the legal domain expressed in
the form of a kind of decision tree.

The nodes of the map correspond to questions or decisions that follow from applying
the legislation: a node typically contains a reference to a part of the legal source it is
based on. A decision needs to be taken by a (certain) yes or no. Traversing the
scenario a result or conclusion is reached. Figure 1. presents an example of a part of a
scenario that was made of a bill concerning subsidies for children’s day nursery.

These scenarios have showed to be a rather effective representation if we want to
communicate between knowledge modellers and legal experts (see Van Engers et al

2002 [7]). Not only the scenarios create a quick and global overview of the legal
domain at hand, but also they serve different purposes.

One of the things law enforcement agencies face when designing an implementation
strategy is their risk assessment process. The diamonds in the scenarios represent a
question or decision that has to be made when making a legal inference. The legal
experts and the risk management analysts use these diamonds in the scenario
diagrams to ask themselves what kind of data elements will be needed when taking
such decisions and what alternatives exist for acquiring these data clements. Although
many details still are lacking, one can for instance already use this information to start
thinking about what data elements will have to be on the documents that need to be
designed. One can also use it to check if the law to be implemented will or will not
increase or diminish the administrative burden of the citizens involved. The questions
or decisions in scenarios are kept as global as possible because we aim at providing
just a quick overview of how a certain legal domain functions. If everyone involved in
the modciling process shares a global understanding of the domain, we might for
example ask whether a certain section applies instead of posing several separate
questions, each spelling out the exact conditions of the specific section. As with

calculations, we leave the details to POWER UML models of legal sources (van
Engers et al., 2001).
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POWER sccnarios provide a pure functional idea of how legal experts use legislation
to solve certain cases: it docs not provide a "system view" on how a decision support
system would function. This is the distinction between a POWER scenario and a
UML scenario, which is a story about how a system will be used. A UML scenario
describes a prototypical squence of interactions in a business-collaboration or the
system context (D’Souza et al, 1999). The main difference between POWER
scenarios and UML scenarios is that UML scenarios are used to define the boundary
of a system, whereas POWER scenarios can be considered as a (global) specification
of the knowledge intensive process (which could be supported by a system). However
different, UML scenarios and POWER scenarios match when it comes to the goal of
capturing the task flow. UML scenarios are used to capture the ideal task flow as
perceived by end users. POWER scenarios provide us with the means for discovering
the implicit tasks and task flow within legal domains. Legislation typically is
declarative in nature. Tasks and task flow are revealed when asking the expert to
apply the legislation to solve cases.

In POWER scenarios, tasks are represented by grouping questions concerning one
issue on one diagram (or more if necessary) and naming the diagram accordingly to
the issue at hand. Note that such a diagram not necessarily contains an end point of
the reasoning path: the decision tree may be connected to another issue ("task"). In the
next sections scenarios refer to POWER scenarios, not UML scenarios (unless
explicitly stated otherwise).

The idea of using these scenarios as the basis for knowledge-bascd systems design
may be tempting, but essential to the POWER approach is that we base our
knowledge models on the legal sources rather than on the experts’ interpretation of
these sources. As we found out the experts’ interpretations may be incomplete or even
conflict with these knowledge sources (i.e. the law!). Furthermore a serious handicap
of procedural representations is their limitations they put on the implementation. The
order of the different reasoning steps represented in the scenarios may very well be
not the most efficient one. Also when designing an user dialogue for a knowledge-
based system one may want to choose a different order for posing questions then you

would derive form such scenarios.

4 The Power Conceptual model

Although the way conccptual models are represented was already pub!lghcd in
previous publications (e.g. Van Engers et al 2001 [.5]) for rcaders yet unfamiliar with
this approach in this section a short introduction is given. The POWER-conceptual
model is represented in a notation called Unified Modelling Language (UML sec
D’Souza and Wills 1999). This notation has bccome the standard notation for
representing models in the domain of information tcchnology, but there are. many
ways to use the notation. The usage defined in the POWER-method, starts by dividing
the model in UML packages. The structure of packages within the translated
conceptual model is identical to the hierarchy in the lcgislation (1.e. chapters, sections,
articles, members etc.), which allows tracing all conceptual models, and products that
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will derive from them, to the original legislation. The structure of packages wilh'in the
integrated conceptual model represents the definition of concepts found in the
legislation, and the relationships between these definitions.

Within each UML package, the important concepts found in the lcgislation are
modelled as types and attributes. As opposed to the more often used classification of
concepts in classes, the use of types allows introducing redundant concepts, and is
independent of the way the data will be structured in later applications. Examples of
concepts that demonstrate potential redundancy are e.g. “Natural Person” and “Tax
Payer”. Attributes can be simple propertics of existing concepts, such as the age of a
natural person, or can be relationships between concepts, such as the children of a
natural person. The references found in the legislation are modelled as an extension to
the UML, which we called “Package Reference”. A package reference is modelled as
a classifier, which represents some not-yet-identified other packages. Finally, the
norms within the legislation are modelled in a formal language, named Object
Constraint Language (OCL), which is a part of the UML. The Object Constraint
Language can for instance determine under which conditions a “Natural Person”
becomes a “Tax Payer”. This is written down in an invariant about “Natural Person”,
which is a statement in the OCL that uses all the concepts modelled about *Natural
Person”. One can use OCL in a similar way as one would use a reified first order
predicate calculus to express a legal norm.

The translation from legal text into a POWER-conceptual model (expressed in
UML/OCL) is a two-phase process: translate and integrate.

4.1 Translate

After deciding on the (restricted) scope of legislation (using the scenarios as described
before) that piece of legal text is analysed. First we analyse the hierarchical structure
of legislation and within each chapter, article, section, the text is analysed for
references. This view of legislation contains sufficient detail for detecting structural
defects that can be reported as attention points.

Then, concept extraction (supported by a natural language parser) is used to identify
the concepts used in each chapter, article and section that are consequently put into a
conceptual model.

Finally the norms within each block are written down as (OCL-) constraints
(expressions over the concepts). The result of this step is a conceptual model that
represents the unique interpretation of a single article of legislation, which does not
depend on any other articles.

4.2 Integrate

Still within the scope of legislation, we can combine the articles that use identical
concepts to create an integrated conceptual model. During this process, synonyms
(different words, same meaning) are discovered to be identical concepts and
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homonyms (same word, different meanings) are distinguished as separate concepts.
The structure of exceptions and extensions to the general rule is unraveled for each
concept. At this point, a conceptual model is produced that represents the unique
interpretation, but also the reasoning, involving specific interdependent concepts. This
integrated conceptual model can be used to reason on a specific scope of cases,
although some reasoning knowledge for rare cases may still be missing and may have
to be added in future iterations or put out of scope for the project.

The (integrated) conceptual models produced this way (the POWER-model) contain
the legal knowledge. When this knowledge is combined with the process and task
knowledge, we have a spccification for a supporting knowledge-based component.

5 Legal Quality control of the Basic Facility Nursery's Act

5.1 Context and assignment

The Ministry for Social Affairs and Employment has written a bill regarding the Basic
Facility Nursery's Act'. At the time of writing this article, the bill had to be passed by
the Dutch Lower Chamber. The intended date of commencement is on the first of
January 2004. The Basic Facility Nursery's Act (BFNA) aims at guarantecing the
quality and accessibility of day nursery and at creating possibilitics for parents to
combine jobs and child care. The Ministry of Finance is involved because the Dutch
Tax Administration is assigned to be the exccutive organization. lmplemcnta}ion of
the BFNA by the Dutch Tax Administration seems logical because of its acquaintance
with similar business processes, however there is one differcnce: as a tax
administration it executes fiscal processes, not subsidiary processcs like the Basic
Facility Nursery's Act. This new dimension places even grcater demands on aspects
such as validating legal quality and risk assessment.

In the middle of 2002, the POWER-team received the assignment of makipg a
conceptual model of the Basic Facility Nursery's Act. The main reason for mnkmg a
conceptual model of the Basic Facility Day Nursery's Act was to perform a quality
check of the new legislation so possible defects could be repaired before the law
would come into operation. Secondly, it enabled the Dutch Tax Administration to

obtain a good insight into the content of the bill and consequences for the processes at
the DTCA that were designed for implcmentation of the bill.

! Wet Basisvoorziening Kinderopvang.
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5.2 The procedure

First, the POWER knowledge analysts developed scenarios of the relevant part? of the
BFNA. These scenarios were created in cooperation with and validated by the only
BNFA expert available at that time at the DTCA. Because of the scarce expertis e and
the totally new kind of legislation, the scenarios were immediately used by the
different disciplines involved in the implementation design of the BNFA at the
DTCA: particularly process and organizational design and compliance and risk
assessment. The scenarios were also handed over to the Ministry of Social Affairs and
Employment.

Next, the conceptual model of the relevant part of the BENA was developed. The
POWER-team had alrcady developed some tools that support the modelling process: a
structure parser for detecting the structure of a piec of law (e.g. the chapters, sections,
articles, members, sentences etc.) and a natural language processing based parser for
automated concept extraction (see e.g. Van Gog and Van Engers 2001) used for the
translation of the legislation into a formal model in UML. These UML-modek are
then exported to a case tool (e.g. Rational Rose or MEGA). In this project MEGA was
used. The conceptual modelling took place in two phases (see Van Engers et al. 2001
[5]): first translation of the legislation into partial models closely corresponding to the
legislation text. Next, the integration and re-factoring of the partial conceptual models
into complete and coherent conceptual models of the main concepts defined in the
legislation.

Possible defects were found during the analysis of the legislation. They were reported
to the experts at the DTCA and the experts at the Ministry of Finance. If possible
defects indced seemed defects, the experts passed the findings to the legislation
drafters of the Ministry of Social Affairs and Employment. In the next paragraph, we
will present some examples of the defects that were found while making a conceptual
model of this piece of law.

As a result of completing the conceptual model of the BNFA, we derived a.data
model from the conceptual model. This data model, indicating the data necessary for
applying knowledge-based components based on the conceptual model (however
incomplete at that time due to a missing Order of Council for the BNFA), proved very
important for the DTCA in being able to estimate whether they could implement the
BNFA, particularly with respect to back-office information systems and requirements
for form design.

5.3 Examples of detected defects

The sections of the bill of the Basic Facility Nursery's Act? used in the examples are
all unofficial translations from Dutch.

2 The part of the BFNA that regarded the task of the Dutch Tax Administration.

3 Version as presented to the Dutch Lower Chamber.



Legal Engineering: A Knowledge Engineering Approach To Improving Legal Quality

Defect: no reference found & concept confusion

Figure 2 shows the partial conceptual model of subsection 2 of section 22. The first
step in the integration process is resolving all package references. Package reference
"section 5 sub 2" that refers to the person is easily solved as can be seen in the legal
text below: the person is underlined in the text. Package reference "Section 5
subsection 1" proved impossible to solve: first it is an ambiguous reference as it can
be read as a reference to "nursery" or to "costs of nursery”. However, section 5 sub |
does not contain the concept of "nursery” at all, nor of "costs" (of nursery).
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Basic Facility Nursery's Act
Section 22
2.

If a parent is a person as referred to in section 5, second subsection, only the
costs of nursery as referred to in the first and second subsection of that section
are rated among costs that are associated with nursery as defined in that

-subsection.

Section 5
L

A parent is entitled to a government subsidy for a contribution year, if the
parent in that year:

a) works at present from which an income from work and living as referred to
in the Income Tax Law 2001 is earned,

b) [},

Also entitled to a government subsidy is a parent, insofar this is not a person as
referred to in the first subsection, who:

a) is handicapped or is a chronically sick patient, of which has been laid down
by order, as referred to in section 20, that this is a necessary condition for
pursery , or

b) has a child with respect to whom, by order as referred to in section 21, has
been laid down that pursery in the interest of a good and healthy development

of that child is necessary.

<<packageRelerancer>

«yper>
Section 5 sub 2

Person

<

sappbesSeciion5Sub? Boolean

<<tend>>(eaplictReference)

«<typer»
Nursery

<<lypar>
Parent

+cost Inleger

— Y

<<bind>>(expjcitRelerence) «<ping>>{axp)criReference)

<<pachageRelerencer>
Section S subsection 1

<<packageReferance>>
Section 5 subsection 2

Figure 2. Partial conceptual model of section 22 subsection2.
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The last package refercnce "Section 5 subsection 2", is the same ambiguous reference
("nursery"/"costs of nursery") as described before, but now it refers to subsection 2. In
subsection 2 the concept of "nursery” is indeed mentioned but the concept is certainly
not defined there, as the legal text suggests: “costs that are associated with nursery as
defined in that subsection [section 2]". On a more close reading of the text of section
22 sub 2 it almost seems circular. These findings were reported to the experts. They
agreed with the findings and wrote the following amendment:

Section 22 (amendment, concept version)

2. If a parent is a person as referred to in section 5, second subsection, only
the costs of nursery which are connected with the circumstances defined
in section 5, second subsection are rated among costs that are associated
with nursery as defined in the first subsection.

Ambiguous reference & missing concept

Basic Facility Nursery's Act
Section 2

3.  Anyhow there is report of having a joint houschold, as referred to in
section 1.2, first subsection, beneath part b, 1°, of the Income Tax Law
2001, if the parentand a third person reside in the same house and

a) they have becn marricd to one another or earlier for the enforcement of
this law have been gquated with it, [...].

Income Tax Law 2001
Section 1.2

5 For the enforcement of this law and the regulations that rest with it will
for the determination of relationship the classification as partner be equated

In subsection 3 of section 2, a reference is made to this law for the concept of ' being
equated with having been married to one another”. At first sight we mc?dcllcd itasa
package reference to the Basic Facility Nursery's Act. Then, \\fhen we tried tg rcso!ve
the package reference, we could not find the concept of "bgmg equated with bemg
married to one another” at all in the BFNA. On closer reading, the reference to this
law could also be interpreted as a reference to the Income Tax Law 2001. 1f we used
this interpretation, the package reference could indced be solvcd,"bccause thF Income
Tax Law 2001 does contain a definition of the concept of "the equation with

marriage” in section 1.2 subsection 5:
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The equation with marriage from the Income Tax Law did not seem to correspond to
what one would expect from the reference in the BFNA, so we asked the experts to
what law the reference this law referred and what equation with marriage the
legislator alluded to. The answer finally came that the reference could not be to the
Income Tax Law, as the fiscal motives for equating a fiscal partner with marriage did
not have any meaning in the context of the BFNA. The reference is indeed to the
BFNA “itself. The experts confirmed that the concept of the equation was empty or at
least not sufficiently specificd. This defect is a fine example of a treacherous
reference which possible defects can only be found when the partial conceptual
models are integrated and an attempt is made to resolve the reference. Because the
POWER-method of modelling legislation works in such a structured way, these
defects are always filtered out.

Gap in the law

The classification of the partner of a parent who has children that go to a nursery and
who is entitled to the subsidy for nursery, is an important concept defined in he
BFNA. This is because the subsidy is income-related and it is related to the collective
income of both parent and partner. When people are married, they are automatically
partner for the BFNA, but if they are not, there are a number of regulations specified
for classifying a housemate as a partner. We will not go through all of the regulations
for partner, but there is one aspect that is equal for all of them: the regulation only
applies if both parent (applicant) and its housemate (potential partner) are older than
I8 years. This age limit comes from the definition of the classification as partner in
the Jncome Tax Law 2001. As can be scen in the legal text of section 1, part b, the
BNFA refers to the Income Tax Law for the concept of making the choice fr

classification as partner.

Basic Facility Nursery's Act
Section 1
In this law and the regulations that rest with it is meant by partner:

a) (]

b) the one who is not the partner of the parent for the enforcement of the

Income Tax Law 2001, but pursuant to article 1.2 of that law together with the
parent may make the choice for classification as partner.

Section 3

A minor is competent to cxccute the legal transactions that are necessary to
receive a subsidy pursuant to this law. [...].
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We will illustrate the definition of classification as partner form the Income Tax Law
2001 with the following OCL constraint from the conceptual model of article 1.2 of
the Income Tax Law 2001:

Constraint Income Tax Law 2001:: article 1.2 1b
name

Context Person

Constraint text:
self <> Parent AND
NOT (Parent.isMarried) AND Parent.isAdult AND

NOT((self.isMarried) AND self.isAdult AND

sharesAHouscholdForMoreThanSixMonthsContinuously With (Parent, ContributionY ear)
AND

isRegisteredAtTheSameAdressDuringThePeriodOfTheJointHouseholdWith(Paren
t, ContributionYear)

=> self: Partner

Figure 3. Example of an OCL constraint from the conceptual model of article 1.2 of
the Income Tax Law 2001

From the constraint it is clear that both parent and person that may classify as a
partner must be adult, that is, having attained the age of 18 years. The BNFA,
however, has a special regulation (see section 3) that enables minors (e.g., tecn-
mothers) to apply for the subsidy for nursery. The combination of scction 3 and the
rules for classification as a partner reveal that for a teenager that has become a parent,
the partner cannot be classified for the enforcement of the BFNA, even though they
are living together. The result is that the income of the partner (not in the legal sense
but in real life) is not taken account of, as it would be if the parent had been adult.

We submitted this issue to the experts, who told that the legislators had recognized
this deficit and had thought that this situation would be so very rare that an
amendment for this type of exception was not necessary.

Non applicable regulation

Basic Facility Nursery's Act
Section 5

1. A parent is entitled to a government subsidy for a contribution year, if the
parent in that year:

e) has not yet attained the age of 18 years, receives education and [...},

4 A parent with a partner is only entitled to a claim, if the partner is also a
person as referred to in the first or second subsection. [...]
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In section S subsection 1, combined with section 5 sub 4, we have a piece of
legislation that for logical reasons can never apply: subsection 4 states that a parent
(applicant for the subsidy) and its partner must both be persons that have right to a
subsidy. The idea behind this is that the subsidy is only granted to families where both
parents work or are retuming to work; also special target groups can make a claim to
the subsidy. Now, part e of subsection | [section 5] defines a target group with the
property: "has not yet attained the age of 18 years”. We just saw that this can never
apply to a unmarried person who is a partner in the sense of the BENA: he or she
must have attained the age of 18 year, as this requircment is part of the definition of

Earlnc;.

This conclusion will not have far reaching consequences for the enforcement of the
BFNA, but it is again an illustration of something that can be easily overlooked
because of the complicated definition of the concept of Partner (it is largely imported
from another (type of) law) and the recursive usc of the definition of persons who

make a claim to the subsidy.

The error found is oe that can be found by a automated verification tool like
VALENS. The proof-by-processing algorithm (see Gerrits and Sprecuwenberg, 1999)
would detect that there are no situations in which the rule that corresponds to section
5, subsectionl, part e can ever apply to a person to which a partner rule applies. Also
the example of the "gap in the law", which we discussed before, is a defect that can be

detected by a verification tool.

6 Conclusions

The POWER-method has shown to be a very useful approach for modelling
normative systems. These systems are described in laws and other regulations
including regulations that are uscd outside the govemment e.g. insurance policies.
The POWER-mecthod is not only suited for designing (and even generating)
knowledge-based systems. One of its benefits lics in its possibilities to detect
anomalies in legislation in an early stage of design (preferably even before the law
becomes effective). With the processes created around the formal models that are the
result of applying the POWER-method in which different legal experts are involved, a
feedback loop is implemented that has proven its power to improve the legal quality
significantly. This makes the Power-method a powerful tool for both legislation
drafters, law-enforcement organizations and other organizations that are responsible
for the design and/or execution of large bodies of regulations.

This paper shows some examples of errors found in real-life projects. In the study,
both the original Basic Facility Nursery's Act and a part of the Order in Council that
belongs to that act were analysed. The cxact results can not be published yet because
the Dutch House of Parliament is still discussing the Order at present. Ten deficits
were found and immediately reported to the legislators (analysis and report within one
day). The method was also applied to the two following concept versions of the Order
in Council, and will be done for the versions to come. The project is a perfect
illustration of how knowledge analysts, experts and Icgislation drafters can interact
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with the aim of realizing a sound and enforceable piece of legislation. The
representations used in the POWER-mcthod have shown to be also very useful when
designing law-enforcement strategies, design (E-)forms etc. By providing insights in
the data-elements needed to enforce the law one can think about altemative process
designs for the law-enforcement organization (in this case the DTCA). Furthermore,
estimates can be made, based upon this information about the adminstrative costs that
would result from effectuation of the law. Also, the inventory of data-clements

needed for the law enforcement can be used to advise the legislation drafters if
implementation problems are to be expected or not.

In a future project it would be interesting to see which errors would be detected by a
automated verification tool in relation to the errors found during the modelling
process.-We know that during the "manual” modelling process we find many more
errors than by applying a verification tool alone. This is logical because the analyst
also finds the semantic errors and errors resulting for example from incorrect
references within legislation. However it would be interesting to see if there is a

category of errors that escape the attention of the analyst (and experts) but that can be
found by a verification tool.

Many things still can be improved, like the natural language parsing components in
the POWER-supporting tools (we are e.g. working on parsing deontic expressions in
the law into OCL), but with the POWER-method the designers of new legislation and
the designers of the administrations’ processes and systems already have a very
‘powerful’ instrument at their disposal. In the near future we hope to further improve
the POWER-method and its’ supporting tools (the POWER-workbench). We thank
the European Commission for taking the IST 5th framework program initiative.
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